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What is Adaptiva Web WakeUp?

Green Planet helps organizations shutdown computers when not in use. This helps save power, reduce
carbon emissions and lower the energy bill. There may be occasions in which end-users require remote
access to their machines post work hours. Instead of leaving the machine on perpetually, IT can now
shutdown idle machines, and through Web WakeUp, provide end-users the ability to remotely wake up
their machines, at any instant, through a simple web page.

Before launching Web WakeUp, an end user will have to provide authentication. Post verifying this data
the Web WakeUp page will load with all the machines on which a user has recently logged in. The user
can then proceed to wake up any of these machines by simply clicking a button. The web site then uses
Adaptiva Server to wake up the specified machine, and displays status about the outcome of the
operation. A user cannot wake up a machine that is not in his purview.

Once the Adaptiva Web Wakeup web site has been installed and configured by the administrator, end
users can visit the web site's home page to wake up their machines whenever desired.

As many Adaptiva Web Wakeup sites can be created as desired, and Windows load balancing can be used
to scale the web sites and provide redundancy. The entire operation of the web site has been carefully
designed to be fully automatic, scalable, and robust. Adaptiva Server's deep integration with SCCM
ensures that the Adaptiva Web Wakeup web site functions remarkably well and scales to hundreds of
thousands of users with ease.

Prerequisites

B Supported Operating Systems:
o Windows Server 2008 and 2008 R2
o Windows Server 2012 and 2012 R2

B Web WakeUp Domain Service Account:

A domain service account is required to allow the Web WakeUp IIS application to connect to the
SQL server hosting the ConfigMgr database. This service account should have limited rights.

B The AdaptivaWebWakeup.ZIP file which contains the web components and files required for
installing the Adaptiva Web Wakeup web site. By default, the ZIP file is included in the Adaptiva

server source folder.

Note: Verify that the ZIP file isn't “blocked” in Windows. Sometimes files downloaded from
the Internet are blocked for security reasons. To verify, open the Properties of the file, and if
the Unblock button is present, click Unblock to unblock it. Click OK and check again if it is
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blocked. Depending on the location of the ZIP file, you might have to move the file to a

location in your user profile such as the desktop, to unblock it, then copy it back to where it

was located before. Another option is to use the Sysinternals Stream utility to unblock files.

Atibutes: [T Read-only  [] Hidden

Security: This file came from another
computer and might be blocked to
help protect this computer.

Web Server Installation

IIS and ASP.NET Roles and Features

The following roles and features must be installed on the server hosting the Web WakeUp site. See below
for specific commands which can be executed to automatically install the required roles and features:

Role: Web Server (lIS)

Web Server

= Common HTTP Features
= Default Document

= Directory Browsing

= HTTP Errors

= Static Content

Health and Diagnostics

= HTTP Logging

= Request Monitoring
Performance

= Static Content Compression
Security

= Request Filtering

=  Windows Authentication
Application Development

= .NET Extensibility 3.5

= ASP.NET (3.5)

= |SAPI Extensions
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= |SAPI Filters

B Management Tools

» IS Management Console

» IS 6 Management Compatibility

Features:

» |IS 6 Metabase Compatibility
= |IS 6 Scripting Tools
= IS 6 WMI Compeatibility

B .NET Framework 3.5(.1) Features

®  NET Framework 3.5(.1)

IIS Installation Commands for Windows Server 2008 and 2008 R2

From an administrative command prompt, enter:

DISM.exe /Online /Enable-Feature /FeatureName:NetFx3 /FeatureName:IIS-
WebServerRole /FeatureName:IIS-WebServer /FeatureName:IIS-ISAPIFilter

/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:

ITIS-ISAPIExtensions /FeatureName:IIS-NetFxExtensibility
IIS-ApplicationDevelopment /FeatureName:IIS-ASPNET
IIS-IIS6ManagementCompatibility /FeatureName:IIS-LegacyScripts
IIS-Metabase /FeatureName:IIS-WindowsAuthentication
IIS-WMICompatibility

IIS Installation Commands for Windows Server 2012

From an administrative command prompt, enter:

DISM.exe /Online /Enable-Feature /FeatureName:NetFx3ServerFeatures

/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:
/FeatureName:

NetFx3 /FeatureName:IIS-WebServerRole /FeatureName:IIS-WebServer
IIS-HealthAndDiagnostics /FeatureName:IIS-RequestMonitor
IIS-ISAPIFilter /FeatureName:IIS-ISAPIExtensions
NetFx4Extended-ASPNET45 /FeatureName:IIS-NetFxExtensibility
IIS-ApplicationDevelopment /FeatureName:IIS-ASPNET
IIS-IIS6ManagementCompatibility /FeatureName:IIS-LegacyScripts
IIS-Metabase /FeatureName:IIS-WindowsAuthentication
IIS-WMICompatibility

Note: If .NET Framework 3 isn’t already installed, you may need to have the Windows source media.

To install .Net Framework 3, Add the following to the command line:

/source:<Server2012Medialocation>\Sources\SxS

Ex: /source:E:\Sources\SxS
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Once complete, restart the server if needed. Prior to proceeding verify that the World Wide Web

Publishing Service is Running. If the service is not running, start it.

Adding the Service Account to the IIS_IUSRS Group

The Web WakeUp domain service account needs to be added to the local IIS_IUSRS group on the Web
WakeUp server so that it has access to .NET and the web page files.

Installation

Creating the Web WakeUp Site

1.

Extract the contents of AdaptivaWebWakeupSite.zip to any folder. This document will assume that
the folder being used is C:\Wake.

Create a folder with the path C:\Wake\ICA.

Copy the following files from C:\Wake\2012-Integration to C:\Wake\ICA.

= CheckPower.exe

= Wake.exe

Note: Also verify that these files are unblocked. See the Prerequisites section for more
information.

Creating the Web WakeUp Service Application Pool

Open the Internet Information Services (IIS) Manager console from Administrative Tools.
Navigate to <Server>\Application Pools and in the "Actions” pane, select Add Application
Pool.

In the "Add Application Pool” dialog:

Name: Enter a name for the new application pool, ex: Web WakeUp Pool
.NET Framework version: 2.0.50727
Managed pipeline model: Integrated

Start application pool immediately: Checked
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Add Application Pool 1B il |

MNarme:
IWeb WakeUp Pool|

MET Framework version:
[.NET Framewark v2.0.50727 |

Managed pipeline mode:
|Inmgramd j

¥ start application poal immediately

Ok I Cancel

4. Click OK to create the Application Pool.

Creating the Web WakeUp IIS Application

1. Navigate to the <localserver>\Sites\Default Web Site node.

2. Right-click the Default Web Site node, and select Add Application from the context menu.

=[] Sites
Elg Default Web Site e oY %
_, aspnet_dient S Explore

Edit Permissions. ..

Add Application. ..
7 Add Virtual Directory. ..

£ r.;;'

3. Inthe "Add Application” dialog box, enter the following:
Alias: This can be any alias which will become part of the URL users must type to access the Web
WakeUp service. In this example, the alias will be Wake.

Physical Path: The location to the folder where AdaptivaWebWakeup.ZIP file was unzipped. Ex:
C:\Wake.

Application pool: Click the Select... button and choose the Web WakeUp Pool.
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Site name:  Default Web Site
Path: /

Alias: Application pool:

I\"a’ake IWeb WakeUp Pool Select... I

Example: sales

Physical path:

|c:\wake _|

Pass-through authentication

Connect as... Test Settings...

oK Cancel

4. Click OK to create the application.

5. Make sure the Wake application is selected, then in the “Details” pane, double-click

Authentication.

4 @ Sites N‘?
A @' Dv.afault Web T_‘-a-ItE Authorizat...
B | aspnet_client g —

A ::D Wake 'Eg.

- 2012-Integration L

[) = ICA {Authenticati
B O

6. In the "Authentication” settings, verify and set the following:

Anonymous Authentication: Disabled
ASP .NET Impersonation: Enabled

Windows Authentication: Enabled

&) Authentication

Group by: Mo Grouping -

MName = | Siatus I Response Type

Anonymous Authentication Disabled

ASP.MET Impersonation Enabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge |

7. Right-click ASP.NET Impersonation and in the context menu, select Edit.
8. In the "Edit ASP.NET Impersonation Settings” dialog, select Specific User theN select the Set...

button.
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10.

11.

12.

Edit ASP.NET Impersonation Settings \L-

Identity to impersonate:

®) Specific user:

(O Authenticated user

Cancel

Enter the domain\username and password of the Web WakeUp service account then click OK.
Then click OK again to save the configuration.

Double-click the Wake application again, and in the “Details” pane, under the ASP.NET section,
open Application Settings.

Make the following modifications for the Application settings:

ICAPath: Set the value of this property to the folder where Wake.exe is located. Ex:
C:\Wake\ICA\

Note: A backslash at the end of the path is required.

Server: Set the value of this property to the name of the Adaptiva server.

TimeOffset: If the web server and Adaptiva Server are in different time zones, set the value of the
TimeOffset property to the time difference in hours. (If the web server is ahead, the value is
negative, else the value is positive)

WOLPort: Set the value of this property to the listening port of the Adaptiva Server. The default
value of 43201 is already set.

f@ Application Settings

Use this feature to store name and value pairs that managed code applications can use at runtime,

Group by: Mo Grouping w7

Mame “ Value Entry Type
ICAPath CAWAKEWCAN Local
 Server ADAPTIVASERVERNAME  Local
TimeOffset ] Local
WOLPort 4320 Local

Double-click the Wake application again, and under the ASP.NET section, open Connection
Strings.
Select and Edit the Adaptiva property with the SQL server name hosting the Adaptiva database

and the name of the Adaptiva database name.
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Data Source=AdaptivaSQLServer;Initial Catalog=AdaptivaDBName;Integrated
Security=True

Where AdaptivaSQLServer is the name of the SQL server and AdaptivaDBName is the name of
the Adaptiva database.

Note: If the Adaptiva database is running in a named instance, provide the database server
name and instance.

Ex: SQLServer\instance

Edit Connection String \L-
|Adaptiva |
) SOL Server
Credentials
® Custom
Data Source=AdaptivaSQLServer:Initial Catalog=AdaptivaDBNamelIntegrated ~
Security=True
W
oK | | Cancel

Click OK to save the entry.

13. Select and Edit the SMSSQL property with your server information:

Data Source=ConfigMgrSQLServer;Initial Catalog=ConfigMgrDB;Integrated
Security=True

Where ConfigMgrSQLServer is the name of the SQL server hosting the ConfigMgr database, and
ConfigMgrDB is the name of the ConfigMgr Database.

Note: If the ConfigMgr database is running in a named instance, provide the database
server name and instance.

Ex: SQLServer\Instance

10
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Edit Connection String [ ]|
|smssaL |
() SOL Server
Credentials
®) Custom
Data Source= ConfigMgrSQLServer:Initial Catalog= ConfigMgrDBlintegrated ~
Security=True
QK | | Cancel
Click OK to save the setting.
9 Connection Strings
H=l
Group by: Mo Grouping ™
| MNarme “ | Connection String Entry Type
Adaptiva Data Source=AdaptivaSQLServerInitial Catalog...  Local
LocalSqlServer data source= \SOLEXPRESS: Integrated Security...  Inherited
| SMSS0L Data Source=ConfigMgrSOLServerinitial Catal...  Local

Adaptiva Database Configuration

Status Table Creation

A table must be created in the Adaptiva database to support Web WakeUp functionality.

1. Acquire the following file from the Web WakeUp server: C:\Wake\2012-
Integration\StatusTable.sql.

Connect to the SQL server which hosts the Adaptiva database.

Open Microsoft SQL Management Studio and connect to the appropriate instance.

Navigate to <SQLServer> - Databases and select the Adaptiva database.

ok~ W

Double-click the file: StatusTable.sql which should open the SQL query editor.

Note: If the Adaptiva database is named something other than “adaptiva” the Use
statement in the query will need to be modified to reflect the name of the Adaptiva
database. Ex: USE [MyDatabaseName]
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6. Click the Execute button to execute the query.

Pl Newouery | [y (B B M |3 |5 H I [ & g
__,fﬂi adaptiva vh . 3‘3 E| g*ﬂwg @a

Cizject Explorer . _~5QLQuery3.sql..gbadmin (69))"|
Connect~ &l 82 m T USE [adaptival
= LB GB1CM12PRI (SQL Server 10.50.4000 - GE1\gbac GO
= [ Databases
@ System Databases AT S Cbject: Table
[# [ Database Snapshots SET ANSI NULLS CON
= | adaptiva GO
# 1 Database Diagrams
[+ [ Tables SET QUCTED_ IDENTIFIER Oh
B L3 Views G0
Ml 6 Syvmnnvme

7. The result pane should display the message: Command(s) completed successfully.
8. For additional verification, expand Adaptiva / Tables and verify that the dbo.GP_WOL table

exists.

SQL Permissions
The Web WakeUp domain service account will need read access to both the Adaptiva and the
Configuration Manager databases. The following section describes the process.

1. In SQL Management Studio, Navigate to <SQLServer> - Security.

2. Right-Click the Logins folder and select New Login... from the context menu.

3. Inthe “Login-New" dialog, enter the domain \ username of the Web WakeUp Service account.

Login name: |l:h:umain"-.wel:uwakeupsewice| | | Search...

®) Windows authertication
() 50L Server authentication

4. Select the "User Mapping” page on the left, then check the box next to the name of the
ConfigMgr database. In the bottom section, grant the account db_datareader.
5. Check the box next to the Adaptiva database, and in the bottom section, grant the account

db_datareader as well.

12
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d

Select a page
1% General

12 Server Roles
144 User Mapping
1% Securables
2 Status

Connection
Server:
RAINIERCMPRI

Connection:
RAINIER" gbadmin

Progress
Ready

3 View connection properties

Login - New

S Secript - L’j Help

Users mapped to this login:
May

mode!
msdb
Report Server

Report ServerTempDB
SUSDB
tempdb

Jooooag

Database role membership for: adaptiva

User

DOMAIN'webwakeupservice
DOMAINwebwakeupservice

Default Schema ~

eI

db_accessadmin

_backyl
db_datareader

db_ddladmin
db_denydatareader
db_denydatawriter
db_owner
db_securtyadmin
public

d

RIOOOOOIRIANC

oK

| | Cancel

6. Click OK to save the configuration.

Configuring the WOL Workflows
Importing the WolL Workflows

Three workflows need to be imported into the Adaptiva Workbench. The workflows can be found on the

Web WakeUp server under C:\Wake\2012-Integration.

1. On the Adaptiva Server, open the Adaptiva Workbench.
2. Inthe "Workbench Perspectives” pane, expand Workbench Perspectives / Misc folder, then

launch the Object Export-Import Perspective.

| (] ||| |

4 || Workbench Perspectives
B | Content System
Green Planet
Misc

Form Designer Perspective
Global Roaming Perspective
Metwork Tepology Perspective
Object Export-lmport Perspective
Product Licensing Perspective
Schedule Perspective

13
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3. Inthe EXIM Task Navigator select Import Objects.

&, EXIM Task Navigator i2 = — O

4 || Tasks
a2l Export Objects
E(y Import Objects
4 bl Security
[@ Role
[@ Administrator
iy Audit Policy

4. In the Explorer window, select the Workflow_SF - RVP Wake On LAN Workflow.obex file
located in the C:\Wake\2012-Integration folder.
5. The workflow should show in the editor, but a folder must be specified. Right-click the workflow

and in the context menu, select Specify Folder

~ Object Import Tree
Please check/uncheck objects you wish to import
4[] Objects
[, 2, Workflow - SF - RVP Wake On LAN Workflow
Check all
Uncheck all
Rename Locally

| Specify Folder |

6. In the “Select Folder” dialog, select Workflows / Green Planet Workflows / Client Workflows
and then click OK.

Select folder -

Object Explorer
Please select the folder where the object will be imported
= Q
4 || Workflows ~

|| Client Health Systern workflows
| Content Push Workflows
4 || Green Planet Workflows
| Builtln Remote Execution Server Workflows
| Client Workflows
| Server Workflows
I | Health Check workflows
|| Inventory workflows
| OneSite Workflows

7. In the “Import Status” section at the bottom of the editor, click the Import button.

14
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10.

11.
12.

13.
14.

15.
16.

~ Object Import Tree
Please check/uncheck objects you wish to import
4[] Objects
[w] 2 Workflow - SF - RVP Wake On LAN Workflow

+ Import Status

Objects are ready for import. Please click on the Import butten to import the objects. You may also check some more objects for import

m.

In the EXIM Task Navigator, select Import Objects again and select the Workflow_SF — Register

Workflow.obex file.

In the editor, right-click the workflow and in the context menu, select Specify Folder.

This time, in the “Select Folder” dialog, select Workflows / Green Planet Workflows / Server
Workflows instead of the Client Workflows and then click OK.

In the “Import Status” section at the bottom of the editor, click the Import button.

In the EIM Task Navigator, select Import Objects again and select the Workflow_SF - Server
Wol Status Uploader.obex file.

In the editor, right-click the workflow and in the context menu, select Specify Folder.

In the “Select Folder” dialog, select Workflows / Green Planet Workflows / Server Workflows
and then click OK.

In the “Import Status” at the bottom of the editor, click the Import button.

Close the "Object Export-Import Perspective”.

Deploying the Wol Workflows

1.

Click the Home button, then expand the Misc folder and open the Workflow Designer
Perspective.

In the “Workflow Explorer”, open Workflows / Green Planet Workflows / Client Workflows.
Right-click the SF — RVP Wake On LAN Workflow and in the content menu, click Deploy.

15
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4.

5.

Workflow Explorer

Open in workflow de

Save as..
Export
| Show references
4 || Workflows Refresh
I [ Content Push Workflows Deploy I
4 || Green Planet Workflows
I || Builtln Remote Execution Server Wor Undeplay

4 [ Client Workflows

5 AppDep Local Policy Creation W
5 ClientSettingsDep Local Policy Cr
BB Client Settings Deployment Local
5 Client Wake On LAMN Workflow
B Deployment Local Policy Deletion
B PkgDep Local Policy Creation Wo
Bl RVP Wake On LAM Workflow

;:{ Scheduled Policy Client Wake On

5 SF - RVP Wake On LAN Workflow

Change execution sef
Launch

Suspend all running i
Resume all suspende
Terminate all instanc
Forcefully terminate 3
Expand all

Collapse all

5 SupDep Local Pelicy Creation Workflow
5 TsDep Local Policy Creation Workflow

In the "Workflow Settings” dialog, check the box next to Enable Logging and then click OK.

= Workflow Logging settings
Thi i

Logging Level

ou to change the logging settings

Log Rellover Size (KB) | 100 -

iagnostic Logging) | v

Cancel

In the Workflow Explorer, open Workflows / Green Planet Workflows / Server Workflows.

6. Right-Click the remaining two imported workflows, SF — Register Workflow and SF — Server Wol

Settings” dialog.

Workflow Settings dialog.

Status Uploader and select the Deploy option in the content menu. Click OK in the “Workflow

Note: For the two remaining server workflows, it is not required to Enable Logging in the

7. Right-click the SF — Register Workflow, and in the context menu, select Launch.

16
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T EaT I
~..J8 SF _RVP Wake OnLAN  [EVFoldes
L8 SF -Server Wol Status  New workfiow
“[8 Wake OnLANPolicy cr Delete
& Wake On LAN Policy De,  FE#tore to original
(5 Wake ONLAN Policy Uy, Rename
Health Check workflows Open in workfiow designer

nventory workflows Save as..

DneSite Workflows Export
bolicy client Workflows Show references

Policy server Workflows Refresh

PXE Server Workflows Deploy

tility Workflows Undeploy
Change execution settings
Launch
Suspend all running instances

Note: There is no Ul for this workflow, and unless an error is displayed, it should be
considered successful.

Configuring the WolL Workflow

1. Click the Home button and in Workbench Perspectives, navigate to the Green Planet / Wake On
Lan folder then select Global Wake On Lan Settings.
2. Inthe settings editor, in the “"Default Peer (RVP) Wake On LAN Workflow” section, click the Add

button.

~ Default Peer (RVP) Wake On LAN Workflow
Select the workflow that implements the peer (RVP) side of the P2P Wake On Lan protocol

Peer (RVP) Wake On Lan Workflow

| RVP Wake On LAN Worlflow U Add Femove

3. In the Workflow Explorer dialog, navigate to Workflows / Green Planet Workflows / Client

Workflows and select the SF — RVP Wake On LAN Workflow and then click OK.

4. Click the Save button at the top of the screen to save the change.

5. Click the Home button and navigate to the Misc folder and open the Tools Foundry
Perspective.

6. In the “Tools Foundry Task Navigator”, select Create Server Workflow Execution Policy.

7. Next to the “Server workflow” field, click the Add button.

8. In the Workflow Explorer, type “ping” in the search field and select the Ping Adaptiva Client

workflow then click OK.

17
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Server Workflow Execution Policy Editor
=

Close
Server Workflow and password

Please select the server workflow which need to be enabled for remote execution. You can opticnally provide a
passwaord which will be validated once AWE tool sends execution request

Server workflow: | Ping Adaptiva Client Add Remove

Password: |

9. Click the Save button, and select the Server Workflow Execution Policies folder then click OK.

10. Double-click the Create Server Workflow Execution Policy in the Navigator pane again to

create a new workflow.
11. Next to the Server workflow field, click the Add button.

12. In the Workflow Explorer, type “wake ada” in the search field and select the Wake Adaptiva
Client workflow then click OK.

Server Workflow Execution Policy Editor
=

Close
Server Workflow and password

Please select the server werkflow which need to be enabled for remote execution. You can optienally provide a
password which will be validated once AWE tool sends execution request

Server workflow: | Wake Adaptiva Client Add| Remove

Password: |

13. Click the Save button, and select the Server Workflow Execution Policies folder then click OK.

Enabling Delegation

If the Web WakeUp site is not hosted on the server hosting the ConfigMgr SQL database, clients
connecting to the web site from other computers will not be able to authenticate and will receive an error

when visiting the Web WakeUp page. To resolve this issue, the computer hosting the Web WakeUp site,
must be trusted for delegation in Active Directory.

To configure the web server to be trusted for delegation follow the process below:

1. Logon to a computer which has the Active Directory Users and Computers snap-in installed using

an account which has permissions to modify the web server's computer account.
In Active Directory Users and Computers, select the View menu, and enable Advanced Features.
3. Search for or navigate to the computer account hosting the Web WakeUp site, and open its

Properties.

Select the Delegation tab and choose the option: Trust this computer for delegation to any

service.

18
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Location | Managed By I Object | Securty I Dialin | Attribute Editor
General | Operating System | Member Of | Delegation | Password Replication

Delegation is a securty-sensitive operation, which allows services to act on
behaff of another user.
() Do not trust this computer for delegation
(®) Trust this computer for delegation to any service (Kerberos only)
() Trust this computer for delegation to specified sarvices only
Use Kerberos onby
Use any authentication protocol

Click OK to save this setting.

Note: In older versions of Active Directory, this setting may located in the General tab as
“Trust this computer for delegation.”

5. Wait for directory replication to occur, then on the remote client, log off then log back on again
to clear any Kerberos tickets, then attempt to connect to the Web WakeUp server web page:

http://<servername>/Wake

Using the Web WakeUp Site

To access the Web WakeUp site, open a browser and visit: http://localhost/Wake in the browser or
http://<servername>/Wake

Web WakeUp will query the ConfigMgr database to get a list of machines that the user has logged on t
The user can click the check power status button to see if the machine is on or off.

If the machine is off, the user can click the wake button to wake the machine.

£ adaptiva Adaptiva Web WakeUp

Welcome RAINIER\userl

Last Total
Model Manufacturer Logged | Ho:of | Logon PowerStatus
Name off

Machine 1PAdd

Hame Logons | Duration
Time (Hrs)
. " 7/1/2015
RAINIERW7- - Virtual | Microsoft Lot
; 192.168.20.10 | Vochine | Corporaion | 541553 |1 3 [ check power status || [ wake |
_ ; 7/1/2015
HWIEE | g s | [ 41:52 |1 1 [check power status ] [wake ]

- X L
Machine | Corporation AM

If you wish to wake a different machine, please enter machine name below

check power status ] [ Wake ]

o.

19
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If a machine isn't listed, the user can enter the machine name in the text box and click check power
status or wake to wake the machine..

20



