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What is Adaptiva OneSite?

Adaptiva OneSite allows you to reduce your Microsoft Endpoint Manager - Configuration Manager
(ConfigMgr) server hierarchy and improve bandwidth utilization. It allows you to remove ConfigMgr
Secondary sites, all but one Distribution Point, and eliminates your reliance on Background Intelligent
Transfer Service (BITS) and throttling. Companies are able to save on hardware costs, server OS
licenses, as well as drastically reduce the cost of managing these servers. This is made possible through
an enterprise peer-to-peer system, a distributed virtual cache, and advanced network protocols.

Adaptiva OneSite Benefits

B Roll-out ConfigMgr infrastructure in weeks rather than months

Simplify operations: no system design or operational maintenance

Lower costs: Reduce server cost and maximize bandwidth utilization

Dramatically faster package downloads

Secure software distribution

No need for Delivery Optimization configuration, Connected Cache Servers, or scheduled
distributions to reduce bandwidth utilized

What Does OneSite Anywhere Add?

With Adaptiva OneSite Anywhere, there is integration with VMware’s Workspace ONE, Microsoft Intune,
and Azure to enable endpoints to get content no matter where they are, and at the same time reducing
VPN traffic by leveraging consumer internet links. Remote Offices with dedicated internet connections
would also benefit by the removal of content downloads across their corporate WAN connection. Adaptiva
OneSite Anywhere provides internet-based peer-to-peer (IP2P) to reduce congestion on the VPN and
remote office connections.

B OneSite Anywhere alleviates the strain on VPNs by offloading endpoint content updates such as
software and patching, enabling endpoints to get content directly from Adaptiva’s own CDN,
Azure, Workspace ONE CDN or from other endpoints

B OneSite Anywhere adds internet P2P capabilities to extend endpoint management and software
delivery to endpoints no matter where they are. No longer do endpoints need to be on the
corporate network; remote workforces will be managed just like onsite staff

B Ability to perform single CDN download from the Adaptiva CDN, Azure or Workspace ONE CDN
to entire corporate network and then distribute content peer to peer.
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Please Read First

To ensure most productive experience using OneSite. Please review this guide in its entirety and
consider the following points before beginning your installation:

There are NEW exclusions with version 8.0 and later. Ensure the required Anti-Virus
exclusions are added for all clients and server as detailed in the Installation Guide. In build 8.3
and later it will be necessary to ensure additional exclusions are added for new binaries included
with the Adaptiva Endpoint Patch product.

The Adaptiva Client must be installed on all machines to which the administrator wishes to
download content.

Verify no client or server firewalls restrict the port communication required for normal operation.
Port information can be found in the installation guide.

Your network topology must be properly defined in Adaptiva before your content distribution is
optimized. Auto network detection is done automatically based on the different subnets in your
network.

Devices must be able to communicate with the Adaptiva Server on the corporate network or the
Adaptiva Cloud Relay Service on the public internet in order to receive policy and communicate
status.

The Adaptiva Server must be able to communicate with Adaptiva clients. Clients using Network
Address Translation (NAT) or ipv6 are not supported.
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How Adaptiva OneSite Anywhere
Applies to the New Normal

The Situation

A large organization will typically have one or more main offices but could potentially have a large number
of satellite or branch offices. Clients are also moving more frequently between on-premises connections
and internet-based connections. More client computers are working from home or public Wi-Fi
connections. These computers are connecting back to the corporate network using a VPN and saturating
that VPN with application downloads and software update patching. This is slowing down the VPN,
slowing down delivery of the applications and software updates but more importantly, slowing down the
business applications that are not yet cloud-enabled.

The Problem

Organizations will typically have a single access point to the internet via a proxy server or similar. When
multiple, on-premises, clients are downloading the same content from the internet, that duplicated content
is taking up additional bandwidth on the internet connection. VPN connections are also overloaded as
more clients are working from home. If the VPN solution does not allow split tunneling all traffic must
traverse the VPN. Some computers may never connect to the VPN and thus disappear from the ability to
manage the device and support the user. In addition, AD Sites may be setup corresponding to AD
Domain Controller locations, not the physical locations of routers or individual subnets. This makes peer
to peer communication across an AD Site undesirable. Wireless networks and subnets dedicated to VPN
clients also create additional administration requiring GPOSs to enforce special configurations.

The Solution

On Premises

Endpoints -
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EHNK Transios internet Endpoints with Adaptiva Client

Adaptiva OneSite Anywhere now allows client computers to receive content, from the internet, when they
are not on the corporate network or connected to the VPN. VPN connections that allow split-tunneling can
eliminate all application download and software update patching content from traversing the VPN. This
will allow the business applications to fully utilize the VPN for business traffic, while at the same time
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decreasing the time it takes to deliver software and software updates to all remote devices. For those
devices without split tunneling VPNs, OneSite will optimize the connection so that business traffic is
prioritized over system management communications.

Using Adaptiva OneSite Anywhere will reduce, potentially to one, all downloads from the CDN. This will
immediately reduce Azure costs. OneSite can also be configured to allow specific offices to download
once from the internet and then share the content locally using Peer to Peer technologies. OneSite clients
on the internet can also use Peer to Peer to share content. Clients will use an IP Geo-location system to
find the closest peer across the internet. This will remove content downloads from the Content Delivery
Network (CDN) and DP configured with the CMG.

Adaptiva OneSite uses a proprietary technology for avoiding congestion and delivering content at speed
and scale without impacting the network or other business traffic.

OneSite’s Predictive Bandwidth Harvesting technology will correctly detect the slowness of the link and
any high latency. It will then automatically adapt itself to harvest only that amount of bandwidth which is
not actually being used at that instant. Because this technology is fundamentally real-time in its nature, it
adapts very rapidly, even when network utilization swings up and down every few milliseconds. OneSite’s
Flow Equalizer ensures that higher priority distributions occur first and then evenly allocates the available
WAN bandwidth amongst multiple concurrent flows when multiple downloads of the same priority occur;
this is similar to how an operating system distributes CPUs between multiple applications. OneSite does
this by time-slicing the use of the network equally between peers, which prevents multiple concurrent
WAN transfers from ever taking place.

The overall result of this combination of technologies is that there is always only one extremely well-
behaved WAN transfer in progress to any given location. This allows for a completely hands-off approach
to content delivery whereby any content of any size can be transferred over any link speed at any time of
the day, with administrators safe in the knowledge that the network and user experience will be
completely unaffected by it.

When used with Microsoft Configuration Manager, Adaptiva OneSite Anywhere does not require
additional on-premises servers while providing an optimal alternative to remote distribution points. The
need for a Microsoft Connected Cache server is replaced by a virtual cache. Our Virtual SAN technology
combines all unused storage on clients into a collective file store. For example, if you have 100 clients,
and each has 20GB of free space, that space is combined into a 2TB drive. The users are unaware their
hard disk is being used for storage as we do not report this back to the OS. As they use up more of their
disk space, cached content is intelligently and automatically purged based on content that is present
throughout the location. As a result, each location has a nearly unlimited file store to cache all
distributions. Each content item such as a package, or OS image only needs to be transported over the
WAN once, and then the content is cached locally in that office.



4 adaptiva

Navigating the Adaptiva Web Portal

To launch the Adaptiva Web Portal, open any web browser, other than Internet Explorer, Edge or Chrome
is recommended, and enter http[s]://AdaptivaServerFQDNT[:port] where :port is optional. If the server is
already using port 80, for example, the web site might use port 9678. Confirm the port with the Adaptiva
administrator.

User Authentication

Adaptiva Web Portal

——

-

o —
-

The Adaptiva Web Portal Login dialog will open. There are two separate options on how to log in

e Use Native Adaptiva Login — To use an Adaptiva native login account, enter the Login ID (email
address), and password and click LOG IN

Check the box Remember me to save the Login ID for next time accessing the Web Portal

e Use Currently Logged on User’s Windows Credentials — Click Login with Active Directory
will allow the user to login using their current login token — it does not have to be an AD Account.

By default, when you install Adaptiva Server, the person installing either selects a Windows AD account
to be used as the Super Admin or creates an Adaptiva login which is used as the Super Admin. This can
be used for the initial logon. An administrator can later create new logins (Administrators in the interface)
and assign roles and permissions.

Licensing Adaptiva

Adaptiva products require a license for each active client reporting to the site for which it is installed. The
Adaptiva Server will periodically count all active, healthy, reporting clients as licensed clients.

The license key will contain the licensed Company name and client count. The license key needs to be
entered using the Adaptiva Web Portal or Adaptiva Workbench.

e If you are starting the Adaptiva Web Portal for the first time or your key has expired, you will be
prompted for a key at login.

e You can view keys or add more by selecting H Product Licensing. This is also accessible at
the URL.: http[s]://AdaptivaServerFQDN[:port])/licensing
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Products will function for a period of 30 days from the date of installation for evaluation purposes. If
additional evaluation is required, please contact ticket@adaptiva.com.

Web Page Orientation

The Adaptiva Web Portal is used to configure Adaptiva and display Dashboards of the results of the
Adaptiva solutions, OneSite ConfigMgr, OneSite Intune, OneSite VMWare, and Endpoint Health.

Qu o Owwtiie ConnigWgr Cibtnm

On the left is the Activity pane. The top section of the Activity pane is specific to each solution and below
the line are activities common to all solutions. These items will either display a Dashboard or drill into the
specific activity, e.g., Content Push or Content Publication.

There are also menu items to create new Schedules, view Devices, Groups and Locations.
Pull-out Menus

Some Activity pane items have pull-out menus. These will be shown with * on the menu selection. To
display the pull-out menu, click the menu item or hover over it and the pull-out menu will display. Select
the desired item from the pull-out menu.

If a pull-out menu is stuck out, simply click in the blank space on the page to make it disappear.
Search and Sort

Many pages will include the ability to search the returned results. Select the Search Columns... drop
down to select what to search for. Typically, the left-most column is always the default column to search.

Click on | @ Search | to complete the search.

Many of the columns will be sortable, just click on the column name. The sort order will be displayed next
|
to the column name using T or ¥. Non-sortable columns will not change the pointer to “Ej and will

D} .

remain the default pointer

10
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Object Information

If there is a > to the left of the row additional information is available and can be found by expanding the
item by clicking on the >.

Showing all Content Push Policies

Created On

Lasr Modfua

Reorganizing Objects

Some objects can be ordered manually. When ** is to the left of the row clicking and dragging that as a
handle will allow you to change the order of the returned rows or move objects to a different folder. If
o

reordering is not available, you will see the following:
Selecting Objects

When a row has on the far left, check one or more boxes to select the rows. Multi-select is not always
available. At the top and bottom of the results will also be additional context menus. A check box to select
All, if available, and ellipses for additional actions on the selected rows.

Displaying All Rows

When results are returned, they will default to be displayed in 10 rows per page. This can be changed by
select the drop down and select 10, 25, 50 or 100. Use the |<, <, >, or >| buttons to move forward and
backward through the pages.

Rows Per Page: 10 v 1-10 of 12838 1 /1284 > N

Errors

At the bottom of Editor pages will be a collapsed section named Error View. This may display errors
found when saving a form. Clicking on Error View will expand the section and show any relevant errors
for that Editor.

Al -
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The error will also be displayed in the form.

v General Settings
L Teul Chert Seltyy

 ronp—

A Mo terget group 10y ecied

Targee Grisiem o
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Navigating the Adaptiva Workbench

To launch the Adaptiva Workbench, click Start -> Adaptiva -> AdaptivaWorkbench. Alternatively,
navigate to the Adaptiva Workbench installation directory (default is C:\Program Files
(x86)\Adaptiva\AdaptivaWorkbench). Run the application AdaptivaWorkbench.exe.

User Authentication

Adaptiva Sesver Login X || Adaptiva Server Logn

Adaptiva Server Login | Adaptiva Server Login
Adeptive supparts Windows AD (recommended) and Netrve authentication mechanisma. Plesse Adeptrss supports Windows AD (recommended) and Native authentication mechanisma. Please
choow sppeoptiste logon type and specly requirsd cradentialy | choose apgeopriste logon type and specily required cradentials.
LOGON TYPE LOGON TYPE
() Use Currently Logged On User's Windows Credentiats (ada\cipahn, ) Use Cutrently Logged On Usar's Windows Credentah (ads'\copahn
@) Use A DMferant Windows Login Use A Déferert Windows Login
) Use Nazrve Adapteva Logn 8 Use Notive Adeptive Logn
Wmdows AD Login | Adeptrye Logm Windows AD Login  Adaptive Login
Windows AD Login Adaptiva Login
SERVER NAME Cm.ace lab v SERVIR NAME:  om.adalat .
DOMAIN NAME  ade == LOX =
USER NAME. ADA_Admin{ v PASSWORD:
PASSWORD:
LOGIN | CANCEL LOGN  CANCEL

The Adaptiva Server Login dialog will open, first select your logon type:

» Use Currently Logged on User’s Windows Credentials — this option will allow the user to login
using their current login token.

» Use a Different Windows Login — this option allows a user to enter an AD domain name, AD
user account, and password.

» Use Native Adaptiva Login — this option allows a user to login with an Adaptiva user name and
password.

Then, on the appropriate tab (Windows AD Login or Adaptiva Login
1. Enter the host name of the machine where Adaptiva Server is installed.
2. If using a Windows AD Login, enter the domain name.

NOTE: For the Domain Name field, a FQDN or NETBIOS name can be used, but
must match the format used for domain name when the user was created in the
Workbench.

3. Enter a user account that has been granted permissions in the Workbench.
4. Enter the password.

By default, when you install Adaptiva Server, the person installing either selects a Windows AD account
to be used as the Super Admin or creates an Adaptiva login which is used as the Super Admin. This can
be used for the initial logon. An administrator can later create new logins (Administrators in the interface)
and assign roles and permissions.

Licensing Adaptiva

Adaptiva products require a license for each active client reporting to the site for which it is installed. The
Adaptiva Server will periodically count all active, healthy, reporting clients as licensed clients.

The license key will contain the licensed Company name and client count. The license key needs to be
entered using the Adaptiva Workbench.

13
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o If you are starting the workbench for the first time or your key has expired, you will be prompted
for a key at startup.

e In the workbench, you can view keys or add more by expanding the Misc folder and selecting the
Product Licensing Perspective.

Products will function for a period of 30 days from the date of installation for evaluation purposes. If
additional evaluation is required, please contact ticket@adaptiva.com.

Perspectives, Views, and Editors

The Adaptiva Workbench is used to configure Adaptiva OneSite and is customizable in nature. The three
main components to the Workbench are perspectives, views, and editors.

B A View provides information for a given task. A view is typically used to navigate a hierarchy of
information, open an editor, or display properties for the active editor. The two most common
views in the Adaptiva Workbench are Explorers and Task Navigators.

B An Editor is a page that displays information or allows the user to edit a configuration.

B A Perspective is a combination of views and editors that perform a particular set of tasks. Use of
perspectives allows the administrator to see all relevant information and hide the rest.

B Explorers are used to display objects. These could be objects created by Adaptiva, ConfigMgr, or
the administrator. Right click on an object in an explorer to view operations which can be
performed on that object.

B Task Navigators display a list of tasks which may be performed. Selecting an item from a task
navigator will open any views, perspectives, or editors needed to perform the task.

Working with Perspectives

To change perspective, click on Perspective->Manage Perspectives. The Workbench Perspectives
dialog box will appear, allowing you to select any perspective. When you change perspective, the current
perspective is maintained, and all open views and editors will be available when you return to the
previous perspective.

You can quickly navigate between open perspectives using the Ctrl+F8 and Ctrl+Shift+F8 hotkeys.
Working with Views

To open a view, click on View->Manage Views. The Workbench Views dialog box will appear, allowing
you to select any view. Once opened, views can be moved and placed anywhere on the workbench for
convenience.

The position of views within a perspective is always maintained. To reset a perspective back to the
previous layout, select Perspective->Reset Perspective. To restore a perspective to the original layout,
select Perspective->Restore Perspective.

14
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Security and Access Control

The Adaptiva Workbench and the Adaptiva Web Portal support two forms of user authentication:

e Active Directory User (Recommended)
e Internal Adaptiva User ID

During the installation of the Adaptiva Server, the installer allows the administrator to create an Adaptiva
User ID or specify an AD user account as SuperAdmin. The SuperAdmin account has the maximum
permissions in the Adaptiva environment.

Security can only be managed using either the Adaptiva Web Portal or the Adaptiva Workbench.

Using the Adaptiva Web Portal

The preferred method of managing security is through the Adaptiva Web Portal.

1. Connect to the Adaptiva Web Portal using a web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]
2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on the gear, , Settings, then select Security
4. The Settings workspace will open to the Security:Administrators view. At this screen there are
several components:
e Administrators and Roles tabs — Used to switch between Administrator management view
and Roles management view
o Folders — The default Administrator’s folders are Root and Windows Administrators. There is
only the Root folder for Roles. Other folders may be exist depending on which solutions have
been licensed, e.g. OneSite Admins, Advanced Endpoint Health Roles, Basic Endpoint
Health Roles.
o Using the ellipses additional actions can be taken on a selected Folder

Collapse All Collapses all folders to the root folder
Delete Deletes a folder.
Built-in folders cannot be deleted
Expand All Expands all sub-folders below the
selected folder
New Folder Creates a New Folder as a sub-folder
of the selected folder
Refresh Refreshes the folder structure
Use this after creating a new folder
Rename Allows a Folder to be renamed
Show References Shows where the folder object is being
used

e The right-most pane will show the members of the selected folder.
O

15



4 adaptiva

Adding New Administrators

1. To create a new administrator, click the +New button in the upper right of the Administrators
workspace.

v @ Deat toster bor Adewri aten
- —— N ] A

2. The Administrator editor will appear.
Complete the following sections:

Administrator Details

Admin type — Specify if this is an Adaptiva login or a Windows AD login. It is recommended
to use Windows AD logins to maximize security.

Adaptiva Login

Email Address — Specify email address of administrator. This is a required field. The
email address does not have to be a real or valid email address. It will become the
account’s username and will be required when using the Adaptiva login

Password — Specify a password for the new account. The password must be at least
10 characters long and include at least one uppercase letter, one lowercase letter,
and one numeric character. Enter the same password in the Confirm Password box.

Windows AD Login
Windows Domain — Enter the NETBIOS domain name of the account domain

Windows User Name — Enter the SAMAccountName of the user’'s domain account
that will be created as an Adaptiva Administrator

User Details

16
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First Name — Enter the user’s First name. This is required.
Last Name — Enter the user’s Last name. This is required
The following are optional

Voice Phone Number

After Office Phone Number

SMS Phone Number

Direct Roles

Roles - This list represents all roles to which the administrator has been added directly.

For existing administrators, changes to this list will save immediately. You can use the

Browse button to open the Role selection screen. See the section Assigning Roles to

Administrators.

3. Once you've completed the required fields, scroll back to the top of the Administrator editor and

4,

click Save.

=

B LT T P 298

- [ P

After saving the new login, you can use the < Back to Administrators button to navigate back
to the Administrators workspace. Here you can find your newly created login.

17
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NOTE: Adaptiva logins will be created in the selected folder. Windows AD Logins
will be created in the Windows Administrators folder

Assigning Roles to Administrators

By default, all newly created users are added to the All Admin role. This role has limited access.
To manage roles for an Administrator account, follow these steps:
1. On the Administrators tab, locate and click on the Administrator you wish to
manage. Alternatively, you can use the ellipsis, ..., in the Actions column and select Edit.

- st et Vr ATTIORe sty
~ a . P At

> W Wenstows Sebwenntratins

2. The Administrator editor will display. Scroll to the bottom of the editor to the Direct Roles section.
Displayed here are any roles already assigned to this login. Click the Browse button to add a new
role.

(L)

3. The Manage Roles screen will display. This view allows you to navigate the Roles folder
structure and search for specific roles. The Roles root folder will contain roles that are universal
to all Adaptiva products that are installed. Check the box next to one or more roles to assign to
the Administrator account.

To remove a role, uncheck the box next to the role.

4. Click the Manage Roles button

5. You'll return to the Administrators editor. The new role assignment will appear in the Direct Roles
section. Also, you can remove a role by clicking the X next to the role name.

NOTE: When you add or remove a role on an existing Administrator, saving the
Administrator object is not necessary. The new role assignment is applied
immediately.

Manage Role Assignments

To add Administrator accounts, including AD Groups, to a specific role, follow these steps:

18
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1. Onthe Roles tab, locate and click on the Role you wish to manage. Alternatively, you can use
the ellipsis, ..., in the Actions column and select Edit.

=
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In the Role Membership section, select either + Add Administrators or + Add AD Group

Rows For Puge 1

3. When selecting + Add Administrators the Administrators root folder will be displayed. Check the
box for one or more Administrator accounts and click on Add Administrators.

4. When selecting +Add AD Group

Enter the following:
Domain Name: Enter the NETBIOS Domain name

Group Name: Enter the Domain Local or Domain Global Group name
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Click on Check Group

NOTE: The group must have members. Also, nested group membership is not
supported, only direct members will be returned. Universal Groups are not
supported.

5. Click on Add AD Group
6. Click on Save

NOTE: Members of the AD Group will automatically be created as Adaptiva
Administrators and added to the All Admins Role

Creating New Roles

Some organizations may want to create custom roles to control access to what some administrators can
view or change. Roles can be created in the Web Portal, but at this time, Folder-level and Class
permissions can only be assigned using the Adaptiva Workbench. Follow the steps below to create a new
Role:

1. Inthe Roles workspace, click the + New button.

v Rty oot tuaem
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2. The New Role Editor will open

Complete the following sections:
Role Properties
Role Name — Give the role a descriptive name
Role Description - A detailed description of what the roles purpose is

Role Membership — Add Administrators and AD Groups to the role. See the section Manage
Role Assignements

Direct Administrators — Use the + Add Administrators button to browse and add Adaptiva
local logins and AD user accounts to the role
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Active Directory Groups — Use the + Add AD Group button to add AD domain groups to
the role.

3. Atthe top of the Role editor screen, click the Save button.
Assigning Permissions to a Role

At this time the Adaptiva Workbench must be used to assign specific Class or Folder level permissions to
arole.

Using the Adaptiva Workbench

Security Manager Perspective

OnesSite’s security model is administered from the Security Manager Perspective when using the
Adaptiva Workbench.

To manage security, in the Workbench Perspectives pane, expand the Object Security folder, and
select Security Manager Perspective.

Fi Workbench Perspectives

Client Health

Content Systern

Green Planet

Misc

Object Security

| Security Manager Perspective
[ One Site

[

In the OSM Task Navigator pane, the following Tasks are available:

Create new Role

Create new Administrator
Manage Roles

Manage Administrators

Manage class level permissions
Manage folder level permissions
e View resulting permissions

e View access list

Adding New Administrators
To add a new administrator, in the Security Manager Perspective, select Create new Administrator.

1. Inthe center of the workbench, the Administrator Editor will appear.
2. Inthe Select Admin Type section, choose either Adaptiva Login or Windows AD login.

@ OSM Administrator editor &2
Administrator Editor

~ Select Admin Type
Use following radio buttons to specify the type of admin you want to create:

® Adaptiva Legin
O Windows AD legin

a. If selecting Adaptiva Login, in the Details section, fill in the following required fields:

Email address, Password, First Name, and Last Name. The remaining fields are optional.
Click Save to create the login.
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* Details

Please fill the details of the administrator

Loginld newadmin@company.com

Email address | newadmin@company.com |
Password | LYTTYYY T |
Confirm Password | [TTTITTT] |

Windows Domain

Windows User Name

First Name | MNew

Last Name | Admin

After Office Phone Number |

|
|
Voice Phone Number | |
|
|

SMS Phone Number |

Save | | Close

NOTE: Strong passwords are enforced for Adaptiva accounts, the password must

be at least 10 characters long, and contain at least 1 or more digit, uppercase and
lowercase letter.

In the Select Administrator dialog, select the OneSite Admins folder and click OK.
b. If selecting Windows AD login, in the Details section, fill in the following required fields:

Email address, Windows Domain, and Windows User Name. The remaining fields are
optional. Click Save to create the login.

* Details

Ploase (il the details of the admnestrator
Logurid Company.com L adaptiesAcmn
Email acdrecs | adaptivaAdmin@company.com
Password

Condirm Password

Windows Doman company.com
Windows User Name ocaptr.a—nmnd
First Mlame |

Last Name

Vaosce Phone Number

Aftes Office Phone Number |

SM5 Phone Number |

Seve  Close

In the Select Administrator dialog, select the Windows Administrators folder and click
OK.
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3. On the right of the workbench, in the Administrator Viewer pane, the new administrative
accounts will appear. For example, to edit or delete an account, simply right-click the account and
select the appropriate option in the context menu.

Administrator Viewer

s @

A Root folder for Administrators
A OneSite Admins
2 newadmin@company.com

4 Mew folder

Delete

Create new administrator
Open administrator

Save as..

Export

Show references

Show Roles

Change Password

Assigning Roles to Administrators

By default, all new users created are added to the All Admin role which has limited access. To add a
user to another security role, in the Security Manager Perspective, select Manage Roles.

1. On the right of the workbench, in the Role Viewer pane, expand Role’s root folder, then double-
click the role to edit it. For example, to grant someone SuperAdmin rights, open the Super
Admin Role.

4 OSMReleE.. 2| 2 05M Admin.. — &8

Role Viewer

A Role's root folder
I Advanced Client Health Roles
[+ Basic Client Health Roles
[ OneSite Security Roles
&= All Admin Role
&4 Read-Only Admins Role
4= Super Admin Role

2. Inthe center of the workbench, the Role Editor will appear. In the Role Properties section, the
name and group can be customized.

3. To add a user to the Direct Administrators section, click on the OSM Administrators Explorer
tab and then drag and drop the individual administrator from the Administrator Viewer pane to
the box. Alternatively, you may click the Add Administrator button to select the account.
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4. Inthe Active Directory Groups section, click Add AD Group to search for and add an AD group
to the role.

~ Active Directory Groups Reload Membership |
This section allows you to add active directory groups to this role. All

administrators that is referenced by that group will be automatically included
in the role

Remove

Remove All

I NOTE: Currently, Universal Groups are not supported and cannot be selected

5. Inthe Active Directory Group Members dialog, enter the Domain Name, and the Group Name

then click the Show Members button. The OK button will become active after listing the group
members. Click OK to add the group to the role.

Active Directory Group Members

Demain Mame | demain |

Group Name | Adaptiva Adminsg| |

Show Members

NOTE: Currently, nested group membership is not supported, only direct
members will be returned

6. Inthe Referenced Administrators section, to enumerate the list of Administrators, including

those in groups, check the box: Display Complete Administrators List Including All
References.

v Referenced Administrators

This section displays references of the currently selected active directory
group. All references are automatically included as part of the role. You can
also select the "Display Complete Administrators List Including All

References” checkbox to display the entire list of administrators that will be
part of this role.

[v]Display Complete Administrators List Including All References:

|

8 seattle\gbadmin
a newadmin@company.com
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NOTE: This will show who is currently in the role. Save and re-open to ensure the
newly added members are listed.

7. Once complete, click Save at the top of the editor.
Creating New Roles

Some organizations may want to create custom roles to control access to what some administrators can
view or change.

1. To create a new custom role, in the Security Manager Perspective, select Create new Role.

2. Inthe Role Editor, enter a Name for the new role and optionally provide a description.

3. Click Add an Administrator or Add an AD Group to add the respective accounts. Repeat for all
Administrators or Groups.

NOTE: You must add at least one administrator to the role to enable the Save
button. However, you can remove the administrator if you desire to create an
empty role.

4. Click Save to create the role

5. Inthe Role Viewer dialog box, select a folder for the role such as OneSite Security Roles
6. Click Close

Assigning Permissions to a Role

1. Inthe Workbench, under the editor are two views which are used to manage permissions:
OSM Class Level Permissions — Manages access to the different classes within OneSite
OSM Folder Level Permissions — Manages access to different folders within OneSite

% OSM Class Level Permissions | 1 OSM Folder Level Permissions £

Folder Level Permissions Viewer

For example, if a role was created named OneSite Group Manager where they will be granted
access to create and manage Adaptiva groups. Select the OSM Folder Level Permissions tab.

2. Inthe OSM Folder Level Permissions Viewer expand the object Adaptiva Group then right-
click the child object Groups and select Create new permission.

) OSM Class Level Permissions | 4 OSM Folder Level Permissions &2

Folder Level Permissions Viewer

(& ActionServerObject
v (& Adaptiva Group
v
Delete
% Adap Create new permission
‘ Cont )pen permission
{4 Cont
(7 Healt

% Inetar

Xp:

Show references

3. Inthe Select the role... dialog, select the role the permissions should be applied to. In this
example, select the Adaptiva Group Manager role and then click OK.
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4. In the editor, use the Allow checkboxes to grant granular access (permission will be denied, if left
unchecked).
Use the Delegate checkboxes to allow this user to granularly assign permissions to other user
accounts. Click Save to apply the permissions.
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5. Click Close to close the Permissions tab
6. Expand Groups in the OSM Folder Level Permissions viewer to see the role has been added

Folder Level Permissions Viewer

» (& ActionServerObject
v (o Adaptiva Group
v |- Groups
i OneSite Group Manager
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Defining Network Topology

Topology Planning

Proper planning of your Network Topology is a crucial step in the deployment of OneSite. Some key
points to keep in mind are:

e An office is defined by one or more IP ranges intended to identify machines that are connected
over a LAN.

e Clients in the same office will discover and download content from peers in the same office, if
available (Local Discovery).

e If content is not available in the office, the Parent office will be queried and content downloaded, if
available (Remote Discovery).

NOTE: An office can also be configured to download directly from the internet-
based Content Delivery Network (CDN) location.

o Offices will continue up one level in the hierarchy, all the way up to the Central Office to discover
and acquire content.

e A particular piece of content will only be distributed from a parent to child office once, thus
reducing data sent across WAN links.

o Data transport between offices uses the Background Adaptive Transport. This is the Adaptive
Protocol which is designed to protect bandwidth availability by using our Predictive Bandwidth
Harvesting, NetBoost, and Flow Equalizer technologies on WAN links.

e Data transport within offices uses the Foreground Adaptive Transport, which accelerates the
distribution to all machines that need the content using the Memory Pipeline Architecture.

¢ |IP Ranges separated by a WAN link should be defined as separate offices. If offices are
misconfigured, the Foreground protocol might be used over a WAN link, causing saturation of the
WAN, or the Background protocol might be used over a LAN, slowing the distribution of content

e The Adaptiva Server must reside in one of the subnets in the top-tier Central Office (see note
below).

e We provide a workflow that allows the Network Topology to be managed via a Microsoft Excel
spreadsheet and imported into OneSite.

NOTE: Upon installation, the Adaptiva Server automatically generates the Central
Office with the complete IP address range (the entire subnet) of the Adaptiva
server IP address. In all future additions/deletions of Central Office IP address
ranges, it is imperative that the Adaptiva server itself falls within one of the valid
IP address ranges.

The exception to this is when the Adaptiva Server is installed in the internet
(Azure, AWS, etc.) as the expectation is there will be reduced clients and limited
broadcast capabilities on that subnet. It is recommended to add subnets with
Adaptiva clients where the remote offices egress.

Using the Adaptiva Web Portal

Overview
The list of Locations (aka Offices) is available in the Web Portal: Assets, Locations.

From this page an administrator can create and view the Location hierarchy structure of the computers in
their organization.
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Table view (Default)

Tree View

The Locations page allows the Administrator to:

e View the hierarchical representation of all locations in the system. They can also be listed in a
table view.

Create a new child location

Merge one location with another

Delete an existing location

View a location

Edit a location

Move a location from one place in the hierarchy to another
Set location type to Default, VPN, or Wi-Fi and other settings
Show the No Office Clients

Configure Auto Location Creation

Search Bar

The Locations page has a convenient search bar which allows you to search for the Locations that you
have created. Select Search Column drop down to select what to search for. By default, Search will
match the location name. Other options include Location ID and Description among others. Click on

o search | to complete the search.

Show No Office Clients

To view devices which are not associated with any Location click on Show No Office Clients. This will only
have clients if Auto Location Creation has been disabled and clients are communicating to the Adaptiva
Server.
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Auto Location Creation Settings

When an Adaptiva client registers with the server for the first time, the server looks for an existing location
with an IP range that fits that client. If such a location does not exist, the server can automatically create a
location using the IP address and subnet mask provided by the client. This is the purpose of the Auto
Location Creation feature in the Locations page.

By default, Auto Location Creation is enabled. Click Auto Location Creation to change these settings.

In the Auto Location Creation Settings page, Auto Location Creation can be turned ON or OFF. This
can be useful when manually reorganizing subnets to different offices and not wanting them Auto-created
when a client on that subnet communicates with the server.

Click the button to toggle to the left to disable Auto Location Creation.

v Auto Lacation Creation Settngs @

Allowed Auto Location IP Ranges

When Auto Location Creation is enabled, IP ranges can be specified that are allowed to create an Auto
Location. To enable this feature, toggle the button to the right: Restrict Auto Location Creation To The
Following IP Ranges. Check the box, Specify Allowed Auto Location IP Ranges, then use the +Add
Range to add subnet ranges.

v Allowed Auto Location IP Ranges

(I Sorciy Mowed A Location # Range + Add Range

NOTE: If Auto Location is disabled, and clients are communicating outside of a
defined location, they are considered a No Office client. A No Office client will
always communicate directly to the Central Office and will not share content with
other No Office clients. If this issue is detected, an office should be created with
the IP range that includes the IP address of the No Office clients.
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Viewing Location Devices

To view devices which have checked into a Location: on the Assets, Locations page select a location.

Py vv—— .+ 3
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x London [M4]
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|
1
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The Device viewer page will be displayed to the right and will list the machine names associated within
the selected Location. To display a list of No Office clients, select Show NO OFFICE clients.

NOTE: There is no visible Location for internet clients. They exist in a hidden
Location named InternetOffice. To see those clients, select Assets, Devices and
scan for devices with a Public IP value

Creating a Location

As mentioned earlier, the Adaptiva Server creates a default Central Office which consists of the subnet
belonging to the IP address of the Adaptiva server. All other Locations are created as children of either
the Central Office or other Locations.

To create a new Location, click on +New
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When you have completed the entries, click on Save

L3

Complete the following entries:

Name — This text field allows you to specify a name for the Location
Description — This text field allows you to optionally add a description for the Location.
Location ID — This is assigned to the Location dynamically by the Adaptiva Server. When
creating a new Location, this shows a value of --, however when saving and processing the user
action, the Adaptiva Server allocates a unique ID to it.
Location Type — This setting allows you to specify the type of Location which effects the
behavior of how Adaptiva clients communicate within the Location. The options for this setting are
as follows:

= Default — Used to define a standard wired Local Area Network.
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VPN — Used to define a Location and IP range(s) allocated for clients connecting via
VPN. Clients within a VPN Location will not attempt to share content amongst one
another.

WiFi — Used to define a Location and IP range(s) allocated to clients connected over Wi-
Fi. Clients within a Wi-Fi Location are able to share content amongst one another but will
use unicast communications rather than send broadcasts.

NOTE: When there is a physical location that has both a wired subnet and a
wireless subnet, a separate office should be created for each. The wireless office
should be set to WiFi and made a child of the wired office so that content is
retrieved from the parent.

v #h Central US Datacenter [-10]
@ Corporate VPN [-12]
v B Denver HQ [-11]
2 Denver WiFi [-20]
v B San Francisco Regional [-15]

2 San Francisco WiFi [-21]

Metered Connection — Used to define a Location and subnet range(s) as metered. This
setting allows administrators to set policies to restrict WAN downloads from clients that
are on metered connections. This policy setting can be configured within the System
Configuration Perspective within the policy set: Contentsystem / No wan download on
metered connection.

Allow Direct CDN Download — This setting, when an appropriate license is present,
OneSite ConfigMgr Edition, OneSite Intune Edition or OneSite VMWare Edition licenses,
allows an office to exit the hierarchy and go directly to the internet to download content.
This may come from the Content Delivery Network (CDN) or from another client on the
internet. Clients in this office will not be able to get content from a parent office or the
Central Office unless the content is not available on the Internet or Adaptiva CDN.

B Address Range — This is a table of IP address ranges, denoted by starting IP address and
ending IP address. Click + Add Address Range to add a new address range.

X

Add Address Range

Click OK when complete
Using the ellipses, ..., at the far right under Actions will allow the entry to be Updated or
Removed

NOTE: If the subnet range entered overlaps a range from another Location, an
error will occur when clicking Save and the Location will not be saved.

X Could No

t Save Object

B Topology Settings — This allows you place the new Location in the hierarchy.
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On the Parent Location line, select Browse to select the Parent location
B Location Devices — When you are editing an existing Location, this will show the clients that are
associated with that location.

Editing/Renaming/Moving a Location

When you hover the mouse over a Location, or check the box next to its name, on the far right will be an
ellipsis, ..., in the Actions column. Click the ellipses, ..., to view a context menu:

Selecting Edit from the context menu will let you change various settings for the Location. Please note
that you cannot change the Location ID, which is the object ID in the database and was generated upon
creation.

The Location name can be renamed.

The Parent Location can be changed to move the Location within the hierarchy.

To move the location, click on Browse and check the box next to the new parent location and click on
Add To List. A new Location can be created by clicking on +Create Server Object

Deleting a Location

Selecting Delete from the Action menu will allow you to delete the selected Location. Once a Location is
deleted, the IP range(s) defined within the Location are also deleted. Any clients which were reporting
from the Location will become No Office clients if Auto-Office creation is turned off or a new Office will be
auto-created the next time the client checks in if Auto-Office creation is turned on.

Merging a Location
To enable the Merge Locations Action item you must check the box on the left-hand side of the table.

Selecting Merge Locations from the context menu will prompt for which Location to merge the IP
Address Ranges of the selected Location into. The Location type (Default, VPN, WiFi) will remain as that
of the target Location.
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Move a Location

To enable the Move Locations Action item you must check the box on the left-hand side of the table.

Selecting Move Locations from the Action menu will prompt for which Location to be the new Parent
Location of the selected Location. Alternatively, when in Tree view, drag and drop a location onto a new
parent in the hierarchy.

Client Management in the Web Portal

How to Search for and Manage Adaptiva Clients

Select Assets, Devices to view all Adaptiva clients reporting into the Adaptiva Server.

a

a

a

a

There is a Search bar that can be used to search Device list

Select the Search Columns drop down and select what to search. Then enter the value to search
for in the Search... box

g0

L8

L)

The list can be sorted by clicking on the column header (columns Last Check In and Public IP are
not sortable)

To view additional information about a specific Device, client on the > next to the device name.
This will expand the line to show the Client ID and Version

When an Adaptiva client is no longer valid, select the ellipses, ..., under the Actions column and
select Remove Device to remove the device from the Adaptiva database. This is useful when a
machine is reimaged, the name is changed, and the record of the old client is still listed. By
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default, inactive client records are purged after 21 days, but until the purge occurs the old record
will consume a license.

How to View Clients Reporting from a Specific Location
1. In Assets, Locations, click any location.

2. The Device Viewer will open showing the list of machine names associated at the Location. The
devices can be sorted by clicking the column header (columns Last Logged In and Public IP are
not sortable)

X Johannesburg [M&] Clients

acrans are & o Premary Lasr verser Last Chaeh by

a0 0a0a

a

aaao

Click OK at the bottom, or the X at the top to return to the list of locations

3. One important reason to visit this view is to determine which Adaptiva client is functioning as the
RVP on a given subnet. The RVP, or RendezVous Point, can be identified by the blue computer
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Using the Adaptiva Workbench

Overview

The Office Object Explorer, available in the Network Topology Perspective, allows an administrator to
create and view the office hierarchy structure of the computers in their organization.

& Office Object Explorer

Office Object Explorer

Edit Auto Office Creation Settings:

Office Search Settings
(®) Find Offices Using Display Name
(O Find Office Using IP Address

v . Central office [-10]
v . EU DataCenter [-13]
&l Franfurt [-14]
4 London [-15]
v ol USDataCenter [-12]
v sl Seattle[-11]
Al Sea-VPN [-17]
= Ses-WiFi [-16]

The Office Object Explorer allows the Administrator to:

View the hierarchical representation of all offices in the system
Create a new child office under an existing office

Merge one office with another

Delete an existing office

View an office

Edit an office

Move an office from one place in the hierarchy to another

Set Office Type to Default, VPN, or WiFi and other settings

Search Bar

The Office Object Explorer has a convenient search bar which allows you to search for offices that have
been created. Directly above the search box there is the ability to search by Display Name or IP Address.

Auto Office Creation Settings

When an Adaptiva client registers with the server for the first time, the server looks for an existing office
with an IP range that fits that client. If such an office does not exist, the server can automatically create an
office using the IP address and subnet mask provided by the client. This is the purpose of the Auto
Office Creation feature in the Network Topology perspective.
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By default, Auto Office Creation is enabled. Click the ellipses, ..., to change Auto Office Creation settings.

Ll Office Obyect Explorer [ im

Office Object Explorer

Eda Auto Office Creation Semngs@

In the Auto Office Creation Settings Editor, Auto Office Creation can be turned ON or OFF. This can be
useful when manually reorganizing subnets to different offices and not wanting them Auto-created when a
client on that subnet communicates with the server.

Allowed Auto Office IP Address Ranges

When Auto Office is enabled, IP ranges can be specified that are allowed to create an Auto Office. To
enable this feature, check the box: Restrict Auto Office Creation To The Following IP Address
Ranges. Check the box, Specify Allowed Auto Office Ranges, then use the Add, Edit, or Remove
buttons to manage the allowed subnet ranges.

Auto Office Creation Settings Editor

H e

Seve Closwe

* Auto Difice Creation Settings

Auto-Office gets crated when an Adeptas client communcates mth Adaptve seever and £ does net beleng to any sestng office. Aute-Office i crssted wing the
wabtet adcdiens of the subnet to which Adiptive client belengs and thoes contain the sange Tor chent s subnel. ASmisisturton can contrel the crestion of scte olfice by
tuening leature ON o OFF bl You can also control the alowed B canges for auto offices coeatian. bs case slowed 1P ranges se spechied, Auto-Office will enly gets
Crested £ 0 bedongs to ane of the given renge

Auto Office Creation
- 0N
OFF
* Niowed Awto Dffice IP Address Ranges

v Restict Asto Office Creston To The Faliowang 2 Address Ranges

W1 Spacty Allawed Mo Office Ranges

Sarting P Addvess Ending IP Address
1215001 10180255255

NOTE: If Auto Office is turned OFF, and clients are communicating outside of a
defined office, they are considered a No Office client. A No Office client will
always communicate directly to the Central Office and will not share content with
other No Office clients. If this issue is detected, an office should be created with
the IP range that includes the IP address of the No Office clients.

Viewing Office Clients

To view machines which have checked into an office, or to check if there are any No Office clients, in the
Office Object Explorer right-click an office and select View Clients.

4| ol Central Office [-10] Edit

Lol Child Office [-1

Add office

Delete

Rename

(4 View Clients
erge Offices

Move Offices

Export

Show references
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The Office-Clients viewer will be displayed to the right and will list the clients located within the selected

office. To display a list of No Office clients, select Show ‘NO OFFICE’ clients.

e Office Dbyect Explorer 7

Dffice Search Settings

Office Object Explorer

Edt Auto Office Crestion Settings: .,

® Find Offices Using Display Name
Find Office Using P Addeess

s Offica Clients Eciar

Office-Chents viewer

ill | I||’||I| IiliLlED OFRCE'

= Cllent detalls

Chents for Selected Office’ OR ‘No Office ard

Data sorting

NOTE: There is no visible Office for internet clients. They exist in a hidden Office
named InternetOffice.

Creating an Office

As mentioned earlier, the Adaptiva Server creates a default Central Office which consists of the subnet
containing to the IP address of the Adaptiva server. All other offices are created as children of either this

office or other offices.
To create a new office as the child of a particular office, right-click the parent office and select Add

Office. This will open the Office Object Editor.

.| Office Object Explorer 2|

=08

Office Object Explorer

Edit Auto Office Creation Settings: ...

A _ul Central office [-10]
4[5l BENING [-12]
L2l DUBAI[-13]

%' HONG KONG [-19]

L2l MUMBAI [-20]
4 % LONDON [-14] )
L2l PARIS[-15]
4[5l NA- CHICAGO [-16]
L2l NA - BOSTON [-17

Edit
Add office
Delete

Rename
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Office Object Editor

The Office Object Editor allows the administrator to set parameters which define the particular office.

Office Editor

H =
Save Close

w Settings
Office is a coflecton of one or more physscal LAN subnets. Grouping multiple LAN subnets into an office optimeazes
content downloads.

Office Name: Central office

Office Descrption

Office 1D 10
Office Type @) Defaukt (OVPN O WiFi
Iz Metered Connection? [] (Select this box if the WAN connection to this office iz metered and you would
Is Dwect CON Download Allowed? | (Select this box if chents are allowed to directly download from CDN, when cot
* Address Ranges
Starting P Address Ending IP Address Add
1722500 172.25.0.255 Edit
127000
Remove selected
10.197.50
Remove all
Settings:

B Office Name — This text field allows you to specify a name for the office

B Office Description — This text field allows you to optionally add a description for the office.

B Office ID — This is assigned to the office dynamically by the Adaptiva Server. When creating a
new office, this shows a value of 0, however, upon saving the new Office, the Adaptiva Server
allocates a unique ID to it.

B Office Type — This setting allows you to specify the type of office which effects the behavior of
how Adaptiva clients communicate within the office. The options for this setting are as follows:

= Default — Used to define a standard wired Local Area Network.

= VPN - Used to define an office and IP range(s) allocated for clients connecting via VPN.
Clients within a VPN office will not attempt to share content amongst one another.

=  WiFi — Used to define an office and IP range(s) allocated to clients connected over Wi-Fi.
Clients within a Wi-Fi office are able to share content amongst one another but will use
unicast communications rather than sending broadcasts.
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NOTE: When there is a physical location that has both a wired subnet and a
wireless subnet, a separate office should be created for each. The wireless office
should be set to WiFi and made a child of the wired office so that content is
retrieved from the parent.

A _ul Central Us Datacenter [-10]
Ji| Corporate VPN [-27]
A _,;j_ Denver HO [-29]
% Denver WiFi [-30]

% San Francisco WiFi [-31]

= |s Metered Connection? — Used to define an office and subnet range(s) as metered.
This setting allows administrators to set policies to restrict WAN downloads from clients
that are on metered connections. This policy setting can be configured within the System
Configuration Perspective within the policy set: Contentsystem / No wan download on
metered connection.

= Is Direct CDN Download Allowed? — This setting, when an appropriate license is
present, OneSite ConfigMgr Edition, OneSite Intune Edition or OneSite VMWare Edition
licenses, allows an office to exit the hierarchy and go directly to the internet to download
content. This may come from the Content Delivery Network (CDN) or from another client
on the internet. Client in this office will not be able to get content from a parent office or
the Central Office.

B Address Ranges — This is a table of IP address ranges, denoted by starting IP address and
ending IP address. The buttons to the right of the frame allow you to Add, Edit, Remove
selected or Remove all table entries. If the subnet range overlaps a range from another office,
an error will occur upon clicking Save and the office will not be saved.

NOTE: If the subnet range entered overlaps a range from another Office, an error
will occur when clicking Save and the Office will not be saved.

CB Eacopmion whim perfuimeng the sevy chiert cperetion

| Excaption

| Description
114

| Sowce Object

» Exception Stack Trace

oK

Editing an Office

Right-clicking an office and selecting Edit, or double-clicking, will allow various settings to be changed for
the office via the Office Object Editor. Please note that the Office ID cannot be changed. This is the
object ID in the database and is generated upon creation.
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Renaming an Office

Right-clicking an office and selecting Rename will allow the selected office to be renamed. This is a
convenience provided for the administrator and this action is also possible through the Edit Office
selection (via the Office Object Editor).

Deleting an Office

Right-clicking an office and selecting Delete will delete the selected office. Once an office is deleted, the
IP range(s) defined within the office are also deleted. Any clients which were reporting from the office will
become No Office clients if Auto-Office creation is turned off or a new Office will be auto-created the next
time the client checks in if Auto-Office creation is turned on.

Merging an Office

Right-clicking an office and selecting Merge Offices will bring up the Office Object Explorer to select
another office to merge into. The subnets in both offices will be combined into the target office and the
office type (Default, VPN, WiFi) will remain as that of the target office.

Moving an Office

Right-clicking an office and selecting Move Offices will bring up the Office Object Explorer to choose
another office to make as the parent. Alternatively, drag and drop an office onto a new parent in the
hierarchy.

Client Management in the Network Topology Perspective

Customizing the Network Topology Perspective to optimize content flow within an organization is critical
for a successful Adaptiva implementation, but the Network Topology perspective also provides the ability
to search for clients, view all clients, view clients within a specific office location, or delete clients.

How to Search for and Manage Adaptiva Clients

O The Machine Explorer view, in the Network Topology Perspective, allows all Adaptiva clients
reporting into the Adaptiva Server to be viewed.

O Inthe Machine Explorer view, use the Filtering options to search for clients by Machine Name
or Primary User Name.

5l Machine Explorer &2 =0
Filtering
ilter By ® Machine Name 9
¥ () Primary User Name Refresh List

Mumber of Machines: l:l

Sorting

Sort Direction: @ Ascending () Descending

SortType @10 O Machine O User O Version

D Mame PrimaryUser Version ~
2 rainiercmpri.rainierlab  rainierlab\gbadmin  4.5.630.3

3 rainierdcl.rainier.lab rainier\mssqlSmicr...  4.5.630.3

4 rainierw7-1.rainier.lab  rainier\gbadmin 4.5.630.3

5 rainierw7-3.rainier.lab  rainierw7-3tempa.. 4.5.630.3 _
] rainierw7-4.rainier.lab  rainier\gbadmin 4.5.630.3 =
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U To view additional information about a specific client, right-click the client, and in the context
menu, select Show machine details which will display the Machine Details dialog.

Machine Details..

Machine Detady

Adaptics Cliert I [ ]
P Addresi ]
Subnet Address

Adaptea Office Name:

Adsptiva Cliers Version

Moaching TimeZone

Primary User Name:

Machine Name:

Machne AD Ste Name

SMSSCOM Client GLAD: |

SMSSCCM Chent Ste Code: |

Lagt Checkon Time:

o=

U When an Adaptiva client is no longer valid, right-click the client in the Machine Explorer and in
the context menu select Remove adaptiva client to remove client from the Adaptiva database.
This is useful when a machine is reimaged, and the name is changed and the record of the old
client is still showing in the workbench. By default, inactive client records are purged after 21

days, but until the purge occurs the old record will consume a license.

5 rainierw?-3.rainier.lab ainienw7-Fitemna 4.5.630

B rainierw7-4.rainier.lab Run Health Checks

7 rainierw7-2.rainier.lab Show machine details

] rainierwake.rainier.lab I Remove adaptiva client I
) rainierw?-3.rainier.lab ATer \guau T :

How to View Clients Reporting from a Specific Office
U Inthe Office Object Explorer, right-click any office and in the context menu select View Clients.

4 |5 RainierLANT [-10]
1ol RainierLANZ [-12]

Edit
Add office
Delete

Rename

View Clients

Merge Offices
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O The Office-Clients viewer will open where you will see the list of machines located within the

office. The clients can be sorted via various columns. At any time, click Reload data to refresh

o Cttice Cherta $en |
Otfice-Chonts viowel
. Show cheres Yo SELECTED OFFCE
Show TH0 OMICE et
= (Boas detale Feload tes
Chorms 1o Tebicind DICo OF No DWcw e chown Bet, You Lot hmge Sortng Type 4nd Soring Thwction’ for the thown dwt S——
~
A Detion & Aosand Descand
Sent Type ot O Lac b 3, ® Adtien ny brwt Adcmes ) Vercn h
Chent O Mact e ¥ acs
= Ny
318
Vo "

O One important reason to visit this view is to determine which Adaptiva client is functioning as the
RVP on a given subnet. The RVP, or RendezVous Point, can be identified by the green icon with

the blue triangle.

Importing the Network Topology Information

To simplify the process of defining a complete Network Topology with office names, IP ranges, types, and

hierarchy, there is an option to import this information using a spreadsheet. A sample spreadsheet is
included in the OneSite product download and is named: Sample-Input-Network-Topology-Import-

Workflow.xIsx.
To import a Network Topology using a spreadsheet:

This is only available in the workbench

O Modify the sample spreadsheet and store it on the Adaptiva server. In this example, the file name

will be C:\Adaptiva\NetworkTopology.xIsx.

O Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the Misc

folder and open the Workflow Designer Perspective.

4 || Workbench Perspectives

| Content System
I || Green Planet

| Misc
Form Designer Perspective
Global Roaming Perspective
Metwork Topology Perspective
Object Export-Import Perspective
Product Licensing Perspective
Schedule Perspective
System Configuration Perspective
Tecl Foundry Perspective
Worlkflow Designer Perspective

(| ] [ | ] || () [

Workflow Management Perspective
|| Object Security
B [ One Site
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a

In the Workflow Designer Perspective, in the Workflow Explorer pane, expand the Utility

Workflows folder then right-click the Import Network Topology From Spreadsheet workflow
and in the context menu, select Launch.

Workflow Explorer

@ @

I

[

a [ ] Workflows

Content Push Workflows
Green Planet Worlkflows
Inventory workflows
Onesite Workflows
Policy client Workflows
Policy server Worlflows
PXE Server Workflows
[ Utility Workflows

b DR - ResyncAllClients

W

'é’@ Export Network Topology in a C5V file
'é@ Import Metwork Tepelegy From Spreadsheet

‘ﬂ RedirectAdaptivaClient
;EL ReSyncAdaptivaClient

;EL SendCempleteContentReceipts

Mew folder

New workflow
Delete

Restore to original
Rename

Open in workflow designer
Save as.

Export

Show references
Refresh

Deploy

Undeploy

Change execution settings

Launch

Suspend all running instances

Resume all suspended instances
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U The Network Topology Generator — From Excel form should open where the administrator

Notwork Topology Generator - From Excel | dsx) File

» Exewl Hiw Locuton
Flaais specty £ iceaon of the boel Ledad Ve fere shoch semeork trpcbogy w be geemeted

Beal e Lacaten

Parber Of butal Hesder Reas Tz B grome

+ Oftes Nars Ant Dencrigtion

= Ofhce Movaniy
Flease spmrdy 1eveg et ErTrers fre oV ace beoas by fhet ad et et
O¥ve Hemee by

Coharnr Moy Whaon Coomaun Naese OF The Saert Offcn £

Autaestsiaby Devene Ermpty D¥ces Wiech Dost 1 Mave Chid Offass

o Comebvy o

chrat fddemso g Sameet Mazks

Cobrrm Murmre Wheeh Comern Startey iF Adgren OF Parge

should modify the fields to accommodate the data in the netwo&ltopology spreadsheet.

Cornphte 2ah OF Bl (k) i On T Ackopti S Machize | ClAZmrton istwok T opcizgy st

Coturrm Samtbe Wineh Contarn Evtrg 9 Sevvens OF fange | 4

14 VPN Cotame bcdes [ Oazes]
b W) Cotommn inces 10pnces] ‘

1t Matarnd Coturnn lnge {Optaral | 7

0 thee e o CObrwy Inoes Shaidt be 5113 the wind VRS G MO, Mlie e

[}

B Excel File Location — Enter the path and filename for the .XLSX file which contains the
network topology.

B |nitial Header Rows — Enter the number of rows which should be ignored. Typically, this in
only the first row that is used for column headers in the Excel file.

B Office Name and Description — Enter the column number that contains the office name and

description that will be populated for each office in the Network Topology Perspective.
Optionally, select the checkbox to include the IP address range for each office in the office
description.

IMPORTANT: The row in the spreadsheet which represents the name of the Central office should
maftch exactly what is in the Network Topology Perspective or a child office will be created.

Office Hierarchy — Enter the column number which contains the name of the parent office. If
it is possible that the import results in empty offices, it would be a good idea to select the
checkbox Automatically Delete Empty Offices Which Don’t Have Child Offices.

IP Address Information — First, select the layout of the spreadsheet from the three choices.
Spreadsheet contains IP Address Ranges, Spreadsheet contains Subnet Addresses and
subnet masks, or Spreadsheet contain CIDR. Next, enter the column numbers which contain
the information for each of the items.

Office Type Settings — Enter the column numbers which contain VPN, WiFi, and Metered
information.

U Once complete, click OK to begin the import. Depending on the amount of data, the import may
take time. Open the Network Topology Perspective to view your changes.

TIP: After importing a Network Topology from a spreadsheet, it is recommended
that you review the logs for overlapping ranges that may have been removed
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from an office in favor of another due to the same range being incorrectly
identified in the spreadsheet or associated with more than one office. The log can
be found in <AdaptivaServerinstallPath>\Logs\Workflowlogs. The log file name
will start with Import Network Topology From Spreadsheet. When you open the log,
simply search for Removed Overlapping Range to identify which offices and
ranges require follow up.
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Configuring OneSite Anywhere

Most of the following activities only need to be completed once.

Upgrading to use OneSite Anywhere

If upgrading the existing Adaptiva environment to be able to use the Web Portal, or have clients access
the Adaptiva Cloud Relay Service, a OneSite Anywhere Product license key must be added. (This will be
shown as OneSite ConfigMgr Edition). This can be obtained from your Adaptiva Sales Representative.

See the Licensing Adaptiva section for more information on how to add a Product Key.

The Adaptiva Server must be activated to allow Adaptiva clients to communicate with the Adaptiva server
via the Adaptiva Cloud Relay Services. See the Server Activation section in the Adaptiva Installation
Guide.

Publish Content to the CDN-based Content Library

If this is an existing environment where the Adaptiva ConfigMgr Edition license has just been enabled,
refer to sections listed below to publish content to the CDN:

Using the Adaptiva Web Portal

Solution Section Reference

Configuration Manager Content Publication Settings for each Content
Type and Priority

Intune Intune Content -> Using the Adaptiva Web Portal

Adaptiva Adaptiva Content -> Using the Adaptiva Web
Portal

Using the Adaptiva Workbench

Solution Section Reference

Configuration Manager Content Publication Settings for each Content
Type and Priority

Intune Intune Content -> Using the Adaptiva Workbench

Adaptiva Adaptiva Content -> Using the Adaptiva
Workbench

(Optional) Manage Client Authorization

Client Authorization can be used to additionally protect Adaptiva client installations that are completed
over the internet, when the client cannot communicate with the Adaptiva Server, but can communicate
with the Adaptiva Cloud Relay Services at http://services.adaptiva.cloud.

When an Authorization Secret is created, a new client installation must include that Authorization Secret
or password. A password is entered during the Adaptiva Client installation that ensures only clients with
valid passwords can be registered with the Adaptiva Server.

Authorization Secrets can be created and removed at any time. When removed, be sure to update any
command lines that included the secret.
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Using the Adaptiva Web Portal

1. In m Settings (http[s]://AdaptivaServerFQDN[:port]/settings)
2. Select Client Authorization

3. Determine which client installations will require a password: Internet Clients registering through
the Adaptiva Cloud Relay Service or All Clients
4. Click on + Add Secret

X New Authorization Secret

5. Enter a password/Authorization Secret and click OK
6. To remove an Authorization Secret, click on the x to the right of the secret

[ # Adg Secrer |

7. Click on Save
8. Use this password/Authorization Secret when manually installing the client or as part of the
command line

NOTE: A password is not required when upgrading clients to the latest version.
They are already registered with the Adaptiva server and have received the
secure tokens to connect and exchange information.
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Using the Adaptiva Workbench

1.

In the Adaptiva Workbench, expand Misc and select Cloud Integrations Perspective to open
the Cloud Integration Tasks

@ Cloud Integration Task Navigator &3

==

Cloud Integration Tasks

v | Cloud Integration Tasks
& Manage Cloud Storage Settings
& Cloud Connect Adaptiva Server
& Manage Client Authonzation

Select Manage Client Authorization

Client Authorization Editor
= o=

/& Close
Client Authorization Settings Passwords

(® No Authorization
(O Enable Internet Clients
(O Enable All Clients

Auth Secrets:
Add

Remove |

Determine which client installations will require a password: Internet Clients registering through

the Adaptiva Cloud Relay service or All Clients
Click on Add

Auth Secret

Please input auth secret.

I

Cancel |

Enter a password and click OK '
To remove an Authorization Secret, select the Auth Secret and click Remove

Auth Secrets:

[

Click on Save
Use this password/Authorization Secret when manually installing the client or as part of the

command line

NOTE: A password is not required when upgrading clients to the latest version.

They are already registered with the Adaptiva server and have received the

secure tokens to connect and exchange information.
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Configuring OneSite for Intune
Using the Adaptiva Web Portal

App Registration, which allows the Adaptiva Server service to authenticate against your Azure Active
Directory, must be completed prior to creating and deploying content using Adaptiva OneSite for Intune.
To Create the App Registration, reference the App Registration sub-section in the Installation
Prerequisites section of the Adaptiva Installation Guide. To Configure Adaptiva OneSite to use the
App Registration reference the (Optional) Post Installation Tasks sub-section in the Server Installation
section of the Adaptiva Installation Guide.

Using the Adaptiva Workbench

Automation does not occur when using the Adaptiva Workbench. The app to deploy would need to be
created in the workbench AND created again in Intune using the P2P App generated by the workbench.
Thus, it is not recommended to use the Adaptiva Workbench to create apps for deployment with Intune.
Use the Adaptiva Web Portal.

The App Registration must be created before this section can be completed. See the section App
Registration in the Adaptiva Installation Guide.
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Configuring OneSite for VMware
Health Check

The integration between Adaptiva and Workspace ONE was handled as part of the installation — see the
Adaptiva Installation Guide. This integration can be confirmed by running a Health Check to ensure
Workspace ONE UEM is able to recognize and communicate with Adaptiva.

NOTE: This next process can only be done at the level where the Adaptiva
connection was created

1.
2.
3.

Open a web browser and connect to https://cn800.airwatchportals.com

Log in with your UEM account

Browse to Groups and Settings, All Settings, under System, select Enterprise Integration,
Peer Distribution, Adaptiva

Adaptiva Peer Distribution Software Setup

Click on Health Check

If the Health Check button is not there, then you are in a child Organization Group. The Health
Check is only available in the Organization Group where the connection to Adaptiva was created
The Health Check will return the results

o
<&

1

Click on the X in top right corner to return to the Groups & Settings page
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Content Publication Settings

Content Publication Settings control how content is published. There are four different sources of content
and places to publish this content. Content can be published on the Adaptiva Server or on the CDN
(Cloud store) or both places.

NOTE: VMWare Workspace ONE content is only published on their Content
Delivery Network and will not be in the Adaptiva Content Library on the Adaptiva
server or Cloud store. The Adaptiva Server will receive metadata information so
clients can locate the content.

Content Source | Adaptiva Web Portal Adaptiva Workbench

Configuration OneSite Anywhere, OneSite ConfigMgr | OneSite, One Site — Package
Manager Edition. Select Settings, Publication Perspective, Default <contenttype>
Settings, Edit <priority> <contenttype>
Settings, <contenttype> Publication
Packages, Software Updates, Boot Settings tab

Images, OS Images, OS Update
Packages, Driver Packages,
Applications Package, Software Update, Boot Image,
Operating System Image, Operating
System Update Package, Driver
Package, Application Package and
<priority> is High, Medium or Low

Select each content type:

where <contenttype> is:

Adaptiva m _ _ Content Management, Adaptiva Content
M, Settings, Adaptiva Content Publication Perspective, Manage

Publication System Content Publication Settings

Intune OneSite Anywhere, OneSite Intune OnesSite Intune, OneSite for Intune,
Edition. Select Intune Settings, Cloud Manage Application Content Publication
Content Settings Settings

VMWare Not Applicable — content is published on | Not Applicable — content is published on
the VMWare CDN the VMWare CDN

Use the sections below to configure where Adaptiva will store content

IMPORTANT: The section Connecting to Azure Storage in the Installation Guide MUST have been
completed first.

ConfigMgr Content

It would be tedious to publish every content item manually. Most organizations will enable Automatic
Content Publication so that when new ConfigMgr objects are created that have associated content,
Adaptiva will detect and automatically publish the associated content. When a content item (package,
software update, etc.) is created in ConfigMgr it will be created with the default distribution priority setting
of Medium, but the priority can be set to High, Medium, or Low. The administrator can configure OneSite
to automatically apply different settings for different priorities for each content type.

52



4 adaptiva

Using the Adaptiva Web Portal
Automatic Content Publication of ConfigMgr Content

1. Connect to the Adaptiva Web Portal using a web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDNI[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr
Edition

4. Select Settings, Publication

adaf)tlva OnesSite Arywhere

OneSite Configl

«

Total visiblity and control oy

N

where they are

5]
;

[

K

5. This will open, by default, into the Content Publication settings. Notice, there are additional

settings for Package, Software Update, Boot Image, etc. across the top

i

6. In Auto-Publish Settings the following is available

v Aulo-P

Content Publication Workflow: A workflow can be selected to provide additional functionality
when ConfigMgr content is published, for example: to approve or deny publication. No action is
required unless the default workflow will not be used.

Publish Without Source Files: This setting will publish ConfigMgr content without acquiring
source files. This will save drive space since no content will actually be distributed from the
Adaptiva Content Library on this server but should only be used when the Adaptiva Server is
connected to a ConfigMgr Central Administration Site (CAS) that has no clients registered. On
child Primary sites, this setting should not be enabled
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7. In Publication Settings, check the box for each content type

Automatically Publish Content: When selected, all new or modified items for the respective
content type will be published.

If Automatically Publish Content is not checked, then you can select Unpublish Published
Content — All content within that content type will be removed from OneSite

Publish All Existing Content: When selected, all existing content of the specified type in
ConfigMgr will be published in Adaptiva. If not selected, only new content within that content type
will be published.

8. Click Save
Content Publication Settings for each Content Type and Priority

OnesSite allows for a high degree of control when distributing content. Settings can also be changed for
individual content items.

1. Connect to the Adaptiva Web Portal using a web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr or click OneSite Anywhere, OneSite ConfigMgr Edition

4. In Settings, Publication, select the individual content types: Package, Software Update, Boot

Image, etc.

5. Select the content type priority — the changes made below will only affect content with the same
priority in ConfigMgr.
For example, All high priority packages will be encrypted and will have a priority of 10

Corten: Pulcose Facwaps
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General Settings - this displays information, status, and encryption settings for a content type
and priority.

v Genetal Settngs
Nams Sencing promy For Smaksoaege Hoh
DetcTiprtane Dtk SraFackeage settngs for packages wiht High serding priont

Enarypt Packages ‘:)

Encrypt Packages — If the Encrypt Package setting is enabled (slid right), the content will be
encrypted during publication.

NOTE: Enabling this setting on an already published content item will force re-
publication. Publishing encrypted content items will take longer than publishing a
non-encrypted content item due to the resources needed to perform the
encryption.

Content Publication Settings, select the appropriate checkbox

v Content Pubiication Settings
Fubish Content Oy B ~daptva Server

B Coua Storage

IMPORTANT: It is NOT recommended to store Software Updates in the Azure Cloud Store. These
can be downloaded directly from the Windows Update CDN. The exception to this would be 3rd
party software updates. For those, in ConfigMgr, change their priority to High (something different
than normal Software Updates) (To change Software Update Deployment package Priority:
Deployment Packages, Properties, Distribution Settings) and then in Adaptiva Web Portal
configure the High Priority Software Update Publication Settings and check Publish Content on
Cloud Store.

Package Download Settings - This contains settings that control the download and reporting
behavior of a content type and priority.

v Package Downkad Settmgs &

Sarsd STANIL Masdage O B Pachays Domrioad Slat
B Pachage Dommlond Complets
B Fackege Download For
B Mackage Dowrioad i svogress

7 - g 5
[ 1 O Bt o }
[ ad Over WAN »
[l

Send Status Message On — The content can be configured to send ConfigMgr status messages
when the download starts, when it finishes, if it fails and at any In-Progress completion percent
interval. Content download status can be reviewed in ConfigMgr reports.
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No

Never Download On Battery — When enabled (slid to the right), laptops running on battery
power will not attempt to download the content.

Never Download Over WAN — When enabled (slid to the right), the content is set to never
download over the WAN or between offices.

Priority - ConfigMgr allows the user to specify Content Distribution Priorities for content relative
to one another as High, Medium, or Low. OneSite takes this concept a step further and provides
more flexibility by allowing an administrator to define 255 levels of priority (with 1 being lowest
and 255 being highest priority). WAN downloads of lower priority content are automatically
paused when a higher priority download starts. By specifying a priority for a content item, you are
choosing which content downloads it can pre-empt, and which content can pre-empt it.

Each content type and priority have a default priority:

Adaptiva Priority
Content Type ConfigMgr Priority:
Low Priority Medium Priority High Priority

Boot Image 20 80 160
OS Image 20 80 160
OS Update Package 20 80 160
Driver 20 80 160
Package 40 100 180
Application 50 120 190
Software Update 60 110 200

Transport and Timeout Settings - These settings control the transport protocol which will be
used while downloading content across the WAN and over the LAN. By default, WAN downloads
are configured to use Background Adaptive Transport and will prevent interference with other
traffic. The speed of the download will automatically adapt to the amount of actual unused
bandwidth on that network. The Foreground Adaptive Transport, which is used on LAN
connections by default, will still use our UDP based protocol, with checkpoint restart capability but
will not perform Predictive Bandwidth Harvesting.

WAN Transport: Select the default transport for downloads across the WAN.

LAN Transport: Select the default transport for downloads across the LAN

Timeout Settings: Determines how long clients will wait for the package before abandoning the
request.

Click on Save

Repeat for each priority and each content type
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Using the Adaptiva Workbench

Automatic Content Publication of ConfigMgr Content

1. Inthe Adaptiva Workbench, expand OneSite and select OneSite — Package Perspective
2. Select Edit Automatic Publication Settings. In the Automatic Content Publication Settings
editor, review the various options:

| SeaContentiubhcasonsettings

Automatic Content Publicahion Settings

.
fave Cae

Thest Setnngl defime Automate Putiication Sehanion. Naw SAS Obyeces Cn Be sutomatically pubiished s Adaptia Server. You muy choose 10 publiiih or urpubiieh Packages whech sbaady eust

* Auto Publish Everything

Please clck the bax below # you want 10 publch svery thing in your site, it wil sko putéish a1 exstng non-pebiished content
Suto Pubish Everythng
The specified wosddipw slows you tn progumematically spprove o deny pablcatan for o SCOM contents

SCCM Content Putiicatios Approwal WorkSow:
Add Remove LUse Defact Workdflow

* Pubdich Content Without Acguiring Source Fles

Piease check the bax below f the s 3 cestrd STONE ste whuch does not Reve smy SCOM chents assigned to 8 Ths witl alow all SCOM coment to De publahed m Adagtres withost talong up Borape

pource files
Publcatan Settvgs

[[] Pobinh Camtent Without Acqueing Source Fles

* SCOM Packages
These Settings will be agphed to all SCOM Packages
B Actometically Publish Packages

Fubication Setungs

Thes= Setangs may only be changed whes you change mitomation itace

Auto Publish Everything: When selected, all newly created content and existing content in
ConfigMgr will be published in Adaptiva. Depending on the amount of content, this process can
take time.

SCCM Content Publication Approval Workflow: A workflow can be selected to provide

additional functionality when ConfigMgr content is published, for example: to approve or deny

publication. No action is required unless the default workflow will not be used.

Publish Content Without Acquiring Source Files: This setting will publish ConfigMgr content

without acquiring source files. This will save drive space since no content will actually be

distributed from the Adaptiva Content Library on this server. This should only be used when the

Adaptiva Server is connected to a ConfigMgr Central Administration Site (CAS) and the Adaptiva

clients will be registered with an Adaptiva server connected to a child Primary site. When the

Adaptiva clients will be registered with the Adaptiva server connected to the CAS, this setting

should NOT be checked. On child Primary sites, this setting should NOT be checked.

<Content Type> - The below settings apply to each content type and can be specified
individually. Content types include Packages, Software Updates, Boot Image Packages, etc.

e Automatically Publish Packages — When selected, all new or modified items for the
respective content type will be published. When you make a change to this property, the
following options are available:

e Publish All Existing Non-Published Packages — When selected, all packages existing in
ConfigMgr will be published in Adaptiva. If not selected, only new content within that content
type will be published.

e Unpublish Already Published Packages — All content within that content type will be
removed from OneSite.

3. Repeat for each content type
4. Scroll back to the top and click Save, then Close
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Content Publication Settings for each Content Type and Priority

OneSite allows for a high degree of control when distributing content. Settings can also be changed for
individual content items.

1. Inthe Adaptiva Workbench, expand OneSite, select OneSite — Package Perspective to open
the OneSite Task Navigator

2. Content Publication settings are maintained for each content type and priority

8 Qoe e Losk Novigetar, ., -

One Site Task Navigator

“ SCOM Packages Pubcation Task Explorer
* Mansge SCOM Packages
5} Manage Software Updates
Manage Operating System Deployment Packages
Manage SCCM Task Sequences
) Edit Astomatic Pubilication Settings
“ Default Package Settings
o Edit High Prionty SCCM Package Settings
Edit Medium Pronty SCOM Package Settings
o Ednt Low Pronty SCOM Package Settings
4 Default Software Update Settngs
» E£da Hgh Prionty SCCM Seftware Update Settings
Fdt Medum Pranty SCOM Software Update Setheg

For example, to tell Adaptiva to publish all medium priority packages to both the Adaptiva Server
and the Cloud Store, under Default Package Settings, select Edit Medium Priority SCCM
Package Settings and then click on the tab Package Publication Settings

General Settings
This tab displays information, status, and encryption settings for a content type and priority.

Detault SCCM Package Settings Editor

H =

See Close

General Settings | Package Downlead Settings | Package Pulrication Settngs
General Setlings

* Basic Detais

= Package Encryption

i enabled, ol the SCTM Packages wil be encrypted during peblication. They will become svadeble for download uting Adaptivs's Managed Peer To Peer Protocol

[CIEmcrypn packoges

= Send Statin Mesage Settings
SCOM Statas Murzage Settings

73 Sened SCOM Statis Message Wihen Package Dewnload Stans ca Clent
73 Send SCOM Statun Mentage When Package Download Completed Succendelly
71 5end SCOM Status Message When Packege Downlosd Faded On Clent

[ Send SCTM Status Messages When Package Dewnlead & n Pregreas on Clien

Progeess s N

Package Encryption: If the Encrypt Package setting is checked, the content will be encrypted
during publication.
NOTE: Enabling this setting on an already published content item will force re-
publication. Publishing encrypted content items will take longer than publishing a
non-encrypted content item due to the resources needed to perform the
encryption.

58



4 adaptiva

Send Status Message Settings: The content can be configured to send ConfigMgr status
messages when the download starts, when it finishes, and at any completion percent interval.
Content download status can be reviewed in ConfigMgr reports.

Package Download Settings

This tab displays settings that control the download of a content type and priority

Detault SCCM Packaqe Settings Editor

Save Close

General Satznge Package Dawrinad Settings Package Pubication Settngs
Package Download Settings
* Package Download Settings

The settitigs speciied here wil be used &1 defauk package denrlned settings for sewly trested SCOM pachage. These settings will be used by SCOM chients while doantoading this SCOM Package
wiing Adaptica's Managed Pes to Peer protecels

* Gomeral Settings
ienesy Settings For Oownload
] 0o Nt Download On Battary
[ Mever Downlosd Over WAN
* Priodty Setting:
The prionty for dewnlosding the gack
spectying an apprognate poonty for thes pack

oty gackages ovey WAN Anks ave autometicaly poused when » Mghes proety downined stats. By
Can gre-ewpl, and which packages can pre-empt &

Dacre)

« Transport Settisgs
The transpoet protocol whech will be wied while downdosding s packape across T
The speed of The downioad wil automatically adapt to the amount of actusl unu

e WAN ind gver the LAN. Selecting Backgroond manspor wil prevent imedfesence with foregeound tatfic
Dandwidh On that netwoet

WAM Tnmpen

LAN Tianspart

= Temeout Settingy

ocal Timeout 0 34 Deys 0 B4 Mowm 6 T M
Vemacte Timeoat ¢ = Dayy

Total Tieeonst T ¥4 O 0 5 Howm 0 5 Mm

Do Not Download On Battery — When selected, laptops running on battery power will not
attempt to download the content.

Never Download Over WAN — When selected, the content is set to never download over the
WAN or between offices.

Priority Settings

Priority - ConfigMgr allows the user to specify Content Distribution Priorities for content relative
to one another as High, Medium, or Low. OneSite takes this concept a step further and provides
more flexibility by allowing an administrator to define 255 levels of priority (with 1 being lowest
and 255 being highest priority) . WAN downloads of lower priority content are automatically
paused when a higher priority download starts. By specifying a priority for a content item, you are
choosing which content downloads it can pre-empt, and which content can pre-empt it.

Transport Settings

These settings control the transport protocol which will be used while downloading content across
the WAN and over the LAN. By default, WAN downloads are configured to use Background
Adaptive Transport and will prevent interference with other traffic. The speed of the download will
automatically adapt to the amount of actual unused bandwidth on that network. The Foreground
Adaptive Transport, which is used on LAN connections by default, will still use our UDP based
protocol, with checkpoint restart capability but will not perform Predictive Bandwidth Harvesting.

Timeout Settings - Determines how long clients will wait for the package before abandoning the
request.

B  WAN Transport — Select the default transport for downloads across the WAN.
B LAN Transport — Select the default transport for downloads across the LAN
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B  Timeout Settings - Determines how long clients will wait for the package before
abandoning the request.
Package Publication Settings

This tab displays settings that control how the specified content with the specific priority is
published

Default SCCM Package Settngs Editor

EH =

Save Close
Genaral Settings Package Oownloa Seting: Package Pubicaton Setingy
Packago Publication Settings

« Comtent Publication Settings

nat adeisakle 20 change pubication settings.

[ Puttish Cortert On Ataptiva Sevver
4 Putdioh Cortert On Cloud Stzre

Following settings contral how the scquiced coment fies e published You need to sefect at lesat ane of the foSomng opticns. Oace & selection hat been made and contents are publshed it b

IMPORTANT: It is NOT recommended to store Software Updates in the Azure Cloud Store. These

can be downloaded directly from the Windows Update CDN. The exception to this would be 3rd

party software updates. For those, change their priority to High (something different than normal

Software Updates) (To change Software Update package Priority: Deployment Packages,

Properties, Distribution Settings) and then configure the High Priority SCCM Software Update

Settings and select Publish Content on Cloud Store.

3. Click Save, then Close
4. Repeat for each content type and priority

Intune Content
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using a web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]
2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite Intune Edition or click OneSite Anywhere, OneSite Intune Edition

4. Click on Intune Settings and select Cloud Content

< Onelits tor ntung Setangs

Clowd Content
PP Apps

rtune Configurabon

@
L
& Content Push
L ]

v Content Publication Settings @
Content Pubication
= ntune Satngs » Publish Content on Adaptvis Server
8 cloud Storage
i Dashboards
@ schedules
3 Assers y

5. Select the appropriate checkbox.

bl Content on Adepiivg Servee

Coud Stofage

6. Click Save
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Using the Adaptiva Workbench

1. Inthe Adaptiva Workbench, expand OneSite Intune, select OneSite for Intune to open the
Intune Settings Tasks

1 ittt Omant Compird Setionn
Intune Cioud Content Suttng

N ®

Sews Cowm

= Camtorn Puddication Secvegn

Falowing teemiage conrod how £ Boguand camant iy e pusicat. Vou sead 12 slact ot lact oow of fas tallaaing cprons, Once 3 weacrian hac Seen made 3nd comants 3 pablabud £

ot addiatle 1o thange peblcation
retage

Prbivh Combartt T Aduption Sorve

EAFutivn Comton On Coud Siom

2. Select Manage Application Content Publication Settings
3. Select the appropriate check box.

Publish Content On Adaptiva Server
V] Publish Content On Cloud Store

4. Click Save and Close

Workspace ONE Content

At this time, the Workspace ONE app metadata is only visible in the Adaptiva Workbench. There are no
content publication settings for Workspace ONE apps as the content is stored exclusively in the
Workspace ONE CDN.

Adaptiva Content
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using a web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]
Enter the aiiropriate credentials or click on Login with Active Directory

Click on and select Settings, select Adaptiva Content Publication

Setungs 3
Clent Sattings Polies

Sromus Lcenung
Clent Acdbanranae

heres
Clent Lo g
Sareer Actsabon
Claud Starage
Adaplive Contenit Pabhcztan

ATOul Adapiive Seree

4. Select the appropriate checkbox

v Content Put v Seltngs @

5. Click Save
Using the Adaptiva Workbench

1. Inthe Adaptiva Workbench, expand Content Management, select Adaptiva Content
Publication Perspective to open the Adaptiva Content Publication Tasks
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2. Select Manage System Content Publication Settings

P S w— M Ot St et

Adiithea Lentant iugd N Ciod Confant Sattig

Lanh
N

o Lowtert ok wion Se e

[ e—p— vt b b oy it P wre b rabet @ laem e o P edmarmy s (M ———— o e ot | e e b

) [ SO RS

3. Select the appropriate checkbox.

Publish Content On Adaptiva Server
Publish Content On Cloud Store

4. Click Save and Close

Scenario: Zero Day Exploit — Using Content Priority to Distribute
Faster

Consider the following scenario: An administrator has implemented ConfigMgr and Adaptiva and is in the
process of deploying routine Microsoft Software Updates to all machines in the enterprise. Currently the
content is being downloaded from hundreds of office locations. That afternoon, one of the company’s
software vendors announces the release of a patch for their product which fixes a rapidly spreading zero
day exploit. The administrator is instructed to deploy the fix immediately to all clients in the enterprise so a
ConfigMgr package is created and is ready for deployment. The administrator deploys the package using
ConfigMgr and notices that clients are still downloading the routine Software Update package and not the
Zero Day Exploit fix.

To resolve this issue, the administrator would open the ConfigMgr console, and edit the Properties of the
package. Under the Distribution Settings tab, the priority is changed from Medium to High.

Vendor X Zero Day Exploit Fix Properties |

Genens | Data Source | Data Accees | Distrbuton Se@nge | Repoting | Content Locasions Sacurty

Specty the datrbution settings for this package

Une dm®tion piomty t0 detemine the ceder in which packages are sert o oiher stes and the dattion paints
" same st Fackages hat you corfigure (0 have & high pecrty are sont before pacicages that have &
medum prody of 8 low promty Packagss thid have the same prorty e serd 1 e order i whach Sy s
cweted

Detrbution procty Hg ~

After applying the change, the Adaptiva Server immediately detects the change in priority and instructs
the Adaptiva clients downloading the software update package to wait, and the Zero Day Exploit package
begins downloading immediately.

To see why this change resolved the issue follow the steps below to review the defaults for High-priority
ConfigMgr Packages and Medium priority Software Update Deployment Packages.

Using the Adaptiva Web Portal Using the Adaptiva Workbench
Connect to the Adaptiva Web Portal using your In the OneSite — Package Perspective and in the
web browser (except Internet Explorer) — One Site Task Navigator, under the Default
http[s]://AdaptivaServerFQDN[:port] Package Settings, open Edit High Priority

Select Go to Settings, Publication or click SCCM Package Settings.

OneSite Anywhere, OneSite ConfigMgr
Edition, Settings, Publication.
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Using the Adaptiva Web Portal

Using the Adaptiva Workbench

Select Package and be sure High Priority is
selected

4 One Site Task Navigator .
One Site Task Navigator

“ SCCM Packages Publication Task Explores
* Manage SCCM Packages
Manage Software Updates
|} Mznage Opesating System Deployment Packages
Manage SCCM Task Sequences
o Edit Automatic Publication Settings
a Default Package Settings
| @ Edit High Priority SCCM Package Scmngs]
Edit Medium Prionty SCCM Package Settings
o Edit Low Priority SCCM Package Settings
4 Default Software Update Settings
o Edit High Priority SCCM Software Update Settings
Edit Medium Prionty SCCM Software Update Setting

Scroll down to the Package Download Settings
section. Notice the priority is set to 180

v Package Download Settngs ©

osop

In the Default SCCM Package Settings editor,
select the Package Download Settings tab.
Notice in the Priority Settings section, the priority
is set to 180.

Select the Software Update content type from the
top menu, then select Medium Priority

Scroll down to the Package Download Settings
section. Notice the priority is set to 110 by default

v Package Download Settings ()

soon

[ ]

Now in the One Site Task Navigator, under
Default Software Update Settings, open Edit
Medium Priority SCCM Software Update
Settings. In the editor, select the Software
Update Settings tab, in the Priority Settings
section, notice the priority is set to 110 by default.

« Prioeiny Set:
The poorty &
an s

The above scenario provides an example of how settings can be applied to entire content types
individually based on ConfigMgr Content Distribution priorities. This provides ConfigMgr and Adaptiva
administrators granular control of how Adaptiva content is managed.

For even more granular control, the administrator can edit any package and manually set the priority in
Package Download Settings to the desired setting to ensure that it has the desired priority.
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Content Creation and Publication

When content is published in Adaptiva, a package is created in Adaptiva and the source files are
gathered directly from the ConfigMgr Content Library or the specified content source location for Adaptiva
or Intune content. The package is compressed, optionally encrypted, and is stored on the Adaptiva server
in the <AdaptivaServerInstallPath>\data\ContentLibrary folder by default.

NOTE: The Content Library can be moved by following the instructions in this
How-To article.

The content can also be stored in the internet in an Azure Storage Container where it can be accessed by
either Adaptiva clients in the Central Office to distribute to on-premises clients or directly by Adaptiva
clients that are on the internet. Whenever published content is referenced in an
Advertisement/Deployment, it will be distributed using Adaptiva OneSite instead of ConfigMgr, Intune or
Workspace ONE.

If you are updating existing content to publish to the Cloud Store be sure to update the Content
Publication Settings for each content type and priority first.

IMPORTANT: Content cannot be published to the cloud using the workbench without first
unpublishing that content. When content is unpublished it will be removed from all computers.
This may not be desirable. Use the Adaptiva Web Portal and the Update Publication Action fo
update the content into the cloud based on the Content Publication Settings defined.

Adaptiva Web Portal Content Publishing Icons

This is the list of Publication Status icons shown in the Adaptiva Web Portal

— Content has been published successfully to the Adaptiva Server Content
— Library
& Content has been published successfully to the cloud
() Content has been published successfully to both the Adaptiva Server
|| Content Library and to the cloud
FiY There is an issue publishing the content. Check the Publication Status
column.
Ay There is no content for this item
o Publication is in progress.
M Not Published

Application Folder Icons

ul All content has been published

1 One or more content items has not been published

Software Updates Folder Icons

ul All content has been published
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uh One or more content items has not been published

No content to publish

NOTE: This icon will display if there are one or more individual content
items that are not able to be published.

Select the update in the deployment package to see the list of the
individual content items. Sort descending on the column Publication
Status. If a content item is removed from the update, Adaptiva will show
the publication status of the content item as SMS Object Expired in
SCCM and the content item will have the icon

Adaptiva Workbench Content Download Icons

This is the list of Publication Status icons in the Adaptiva Workbench

=] Content has been published successfully to the Adaptiva Server Content
Library

il Content has been published successfully to the cloud

O Content has been published successfully to both the Adaptiva Server
Content Library and to the cloud

= o _

@ Content is partially published

= Content is publishing

*’i—; Publication is in progress.

i Published without content

V! There is an issue publishing the content. Check the Publication Status

column.

=J There is no content to publish

E¥ Not Published

ConfigMgr Content
Using the Adaptiva Web Portal

Configuration Manager content should be automatically published based on the Content Publication

Settings when that content is created in Configuration Manager. Create a package, application or other
content type in the ConfigMgr console, then open Web Portal to view the content in the Content Viewer

page.

Viewing ConfigMgr Content

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —

http[s]://AdaptivaServerFQDN][:port]
2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr

Edition
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4. Click Content Publication and select the content type associated with the ConfigMgr content,
Package, Application, etc.

OneSite Co

5. There will be a list of content from Configuration Manager that is known to Adaptiva

©
o

(OF ‘ ©

To navigate this page, reference the numbers in the picture above with the descriptions below

1. This row allows you to select the different content types, including Adaptiva Content

2. This Search box allows you to search for different folders. It is specific to the content type
selected

3. This is the list of folders for that content type. Select the folder to view the content in that

folder.

B Applications and Software Updates are different because they have sub-items.
Applications will show the Package ID — Application Name in the folder hierarchy.
Selecting the folder will allow it to be expanded or collapsed.

Select the Application to see the Deployment Types with their Content ID and their
Publication Status

B Software Update Deployment Packages cannot have folders. Each Package ID —
Deployment Package Name will show the individual updates. Each update may have one
or more associated content items that has been published.

The results are sortable by clicking on the column name in the column header

Select a column to limit the Search to. If no column is selected, then the first column will be

searched by default

6. Use the Search box to filter the returned list of content items

o s
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7. Click the ellipses, ..., under the Actions column to bring up a context menu

e Because Task Sequences Actizos
may contain multiple
content types, the

Visw Dataifs following context menu is
available:

Aubisn Al Fnferencesd
o

oo e Show Relerarces
Update Publcation

Unpubksh

Show Referencet

8. Select the number of rows returned and displayed. This can be changed to 10, 25, 50 or 100
9. Use the navigation buttons to move to the next/previous page or to the end/beginning of the
list

You will notice that the B3 icon will change to several other icons as the content is being
published. Depending on the size of the content this may take some time. Once the content is

published the color of the flag icon will turn green =2 o7,

In the case of a publication error hover over the package and select the ellipses, ..., under the
Actions column and select View Detail where additional error information will be displayed. By
default, if there is an error publishing a package, the Adaptiva Server will await manual
resolution/retry.

NOTE: In version 5.6 and later, there is now a server-side registry setting
available to instruct the Adaptiva Server to retry publication periodically. To
enable this setting, set the following registry value on the Adaptiva server
[onesite.publication_request_retry processing _delay]. Set this to a value in
Milliseconds to automatically retry publication (e.g. 600000 for every 10mins)

View Details

With this menu you can get more details about a content item, enable encryption, change the
package settings and change the Content Publication settings

* o

- LM

B Encrypt Package — If the Encrypt Package setting is enabled (slid to the right), the
content will be encrypted during publication.

NOTE: Enabling this setting on an already published content item will force re-
publication. Publishing encrypted content items will take longer than publishing a
non-encrypted content item due to the resources needed to perform the
encryption.
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B Use Default Package Settings — When this setting is enabled (this is the default), the
default package settings will be used. Click the button to toggle to the left and select

x

Override Package Settings to change the settings.

12 Fackags Settings

Update these settings to override the default settings that control the download and
reporting behavior of a content item.

B Send Status Message On — The content can be configured to send ConfigMgr

status messages when the download starts, when it finishes, if it fails and at any
In-Progress completion percent interval. Content download status can be
reviewed in ConfigMgr reports.

Never Download On Battery — When enabled (slid to the right), laptops running
on battery power will not attempt to download the content.

Never Download Over WAN — When enabled (slid to the right), the content is
set to never download over the WAN or between offices.

Priority - ConfigMgr allows the user to specify Content Distribution Priorities for
content relative to one another as High, Medium, or Low. OneSite takes this
concept a step further and provides more flexibility by allowing an administrator
to define 255 levels of priority (with 1 being lowest and 255 being highest
priority). WAN downloads of lower priority content are automatically paused when
a higher priority download starts. By specifying a priority for a content item, you
are choosing which content downloads it can pre-empt, and which content can
pre-empt it.

WAN Transport — Select the default transport for downloads across the WAN
LAN Transport — Select the default transport for downloads across the LAN
Timeout Settings - Determines how long clients will wait for the package before
abandoning the request

Click OK to save these overrides for this content item
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B Use Default Content Publication Settings — Clicking on the button will toggle this
setting to disabled and display the Publish Content on settings

Check the appropriate boxes to override where the content should be published

Package Details will display information about the package. If there was a publication error,
information about the error will be listed.

If changes were made, the Save and Save & Publish buttons will be activated

Click on Save to save the changes to the Content Item

Click on Save & Publish to save the changes and publish the content

Publish or Publish Parent Content

If the content is not published, this action can be used to publish the content. For Applications
and Software Updates all content items will be published

Update Publication

This action will update the content in the defined content locations. If the content is not published
to the Cloud store and the Default settings for this content type have Cloud store checked, the
content will be published in the Cloud store

Unpublish or Unpublish Parent Content

If the content is published, this action can be used to unpublish the content. This will remove the
content from the Content Library and the Cloud store

Show References

This will show where the content item is referenced. Specifically, if it is part of a task sequence or
Content Push, if not, it will just show the folder the content is in
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Refresh

This will refresh the publication status of the select content item
Publishing ConfigMgr Content

If Auto Publish Everything was not selected, then content will need to be manually published in order for
Adaptiva to be able to download the content.

Follow the steps below to manually publish ConfigMgr content in OneSite.

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDNI[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr
Edition

4. Click Content Publication and select the content type associated with the ConfigMgr content,

Package, Application, etc.

Use the search box to filter the list if necessary
Click on the ellipses, ..., under the Actions column and select Publish

7. You will notice that the £ icon will change to several other icons as the content is being
published. Depending on the size of the content this may take some time. Once the content is
published the color of the icon will turn green

oo

NOTE: In the case of a publication error, click the ellipses, ..., under Actions and
select Edit to open the editor where additional error information will be displayed.

8. Once the content is published, it is now available for Adaptiva clients to download and can be
used in Content Push Policies

Using the Adaptiva Workbench

Configuration Manager content should be automatically published based on the Content Publication
Settings when that content is created in Configuration Manager. Create a package, application or other
content type in the ConfigMgr console, then open Adaptiva Workbench, OneSite, OneSite — Package
Perspective to view the content in the respective Explorer.

Publishing ConfigMgr Content

If Auto Publish Everything was not selected, then content will need to be manually published in order for
Adaptiva to be able to download the content.

Follow the steps below to manually publish content in OneSite.

1. Inthe Adaptiva Workbench, in the Home Perspective, expand the OneSite folder and open the
OneSite — Package Perspective.
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2. On the right side of the Workbench, in the SCCM Package Explorer, expand the SCCM

Packages folder.
3. Right-click the desired package, and in the context menu select Publish as adaptiva content.

%3 SCCM Package Explorer &2 =8
SCCM Package Explorer
&

| |
4 || SCCM Packages
] PRIDODOB - Adaptiva AdaptivaClient 4.5.630.0 ALL
[’,ﬁl PRIDD0OE - Microsoft Configuration Manager Client 6.0
ZJ PRIDD0O2 - Microsoft Corporation Configurati Open in editor
[’,ﬁl PRIDDOO3 - Microsoft Corporation Configurati S

ZJ PRIDD0OT - Microsoft Corporation User State I
(I Publish as adaptiva content ) |

m et Va content

4. You will notice that the orange flag icon will change to several other icons as the content is being
published. Depending on the size of the content this may take some time. Once the content is
published the color of the flag icon will turn green.

4[] 5CCM Packages
Z] PRIDDDOB - Adaptiva AdaptivaClient 4.5.630.0 ALL
ZJ PRIDDD0S - Microsoft Configuration Manager Client 6.0
Zf PRIDDDOZ - Microseft Corporation Cenfiguration Manager Client Package
-'fl.j' PRIDDDO3 - Microsoft Corporation Configuration Manager Client Upgrade Package
C:-I.? PRIDDDOT - Microsoft Corporation User State Migration Tool for Windows 8 6.3.9600.17237

In the case of a publication error which may be indicated by a red flag icon, double-click the
package to open the SCCM Package Settings Editor where additional error information will be
displayed. By default, if there is an error publishing a package, the Adaptiva Server will await
manual resolution/retry.

NOTE: In version 5.6 and later, there is now a server-side registry setting

available to instruct the Adaptiva Server to retry publication periodically. To

enable this setting, set the following registry value on the Adaptiva server

[onesite.publication_request_retry processing_delay]. Set this to a value in

milliseconds to automatically retry publication (e.g. 600000 for every 10 minutes)
5. Once the content is published, advertise/deploy the package as you normally would via the

ConfigMgr Console. Any targeted machines with the Adaptiva Client installed will receive the
content from OneSite instead of the Data Transfer Service in ConfigMgr.

Intune Content

Using the Adaptiva Web Portal
The following applications types can be created as P2P Apps for peer to peer distribution.
e Any EXE installer

e Any MSI installer
e Any Script-based installer

Deploying an application using Intune with OneSite is a multi-step process all automated using the
Adaptiva Web Portal.

1. Create the Intune P2P App in Adaptiva
2. Generate the OneSite win32 P2P application (Win32 .intunewin)
3. Create the Windows app (Win32) in Intune
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The last step is the only step that needs to be completed manually:
4. Target end-users or devices

When content is created in Adaptiva for distribution using Intune, the source files are compressed,
optionally encrypted, and stored on the Adaptiva server in the
<AdaptivaServerinstallPath>\data\ContentLibrary folder. This is stored as a .content file. The .content file
will also be uploaded to the Azure Storage container. If the storage location is only in Azure, then the
.content file will be removed from the Adaptiva Server Content Library.

In addition, an .intunewin file is created that will provide an 80kb executable to download. The .intunewin
file will be used as the app package file when creating the Windows app (Win32) in Intune. The .intunewin
file is created by the Microsoft Win32 Content Prep Tool.

App Registration must be completed prior to creating and deploying content using Adaptiva OneSite for
Intune. See the App Registration section in the Installation Prerequisites section of the Adaptiva
Installation Guide.

Creating New Intune P2P Content

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]

Enter the appropriate credentials or click on Login with Active Directory

Click on Go to OnesSite Intune Edition or click OneSite Anywhere, OneSite Intune Edition
Select Go to P2P Apps or click on P2P Apps in the Activity workspace on the left

Click on + New to create a new P2P App in Intune

The App Details screen will be displayed
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Complete App Details screen with the following information:
You must enter the items with the *
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Name: Enter the Application Name. This will be displayed to the end user if using the Company
Portal

Description: Enter the Application description

Publisher: Enter the Publisher name

Applicable Architectures: Select the OS architecture required to install the application
Minimum Operating System: Select the minimum OS version required to install the application
Source Type: Select Local Source Path if the content source exists on the server or Network
Source Path if the content requires a UNC. When using Network Source Path, Network Access
Account can then also be used to define the domain, username and password to connect to the
UNC path.

Source Path: Enter the path to the source files

Scope Tags: Enter the Scope Tags to link to this App. Scope Tags must already be defined in
Intune (See Tenant administration, Roles, Scope (Tags)). Click the + to add the tag. Multiple tags
can be added.

Scope Tags may be automatically attached to the App if they are Assigned to
Groups and one of the Deferred Accounts was selected for the Login Type

The following fields are optional:
Unpacking Parent Folder: By default, the content will be unpacked in the AdaptivaCache folder.
To unpack to a different location, enter that location here.

Azure Blob URL: Is not used

The following fields will be entered automatically:
Content ID: Unique ID assigned to the content in the Content Library
Intune App ID: Unique ID assigned to the application by Intune upon successful publication

Installation Properties

Complete the following fields:

Command Line: Enter the installation command line

Working Directory: If a working directory is required, enter the working directory path

Visibility: Select from Hidden (Default), Normal, Minimized or Maximized

Max Execution Time: Enter the maximum time the installation should run. Default is 60 minutes.
Use MSI Exit Codes: If this is a Windows installer-based app, slide the toggle to the right,
otherwise, enter the various exit codes in the remaining fields

Success Exit Codes: Default is 0. Enter the return code(s) in a comma separated list of a
successful installation

Failure Exit Codes: Enter the return code(s) in a comma separated list if the installation failed
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Hard Reboot Exit Codes: Enter the return code(s) in a comma separated list if the installation
requires a hard restart

Soft Reboot Exit Codes: Enter the return code(s) in a comma separated list if a soft restart is
required

Unknown Exit Code Behavior: If the exit code is not listed above, select from Failure, Success,
Soft Reboot or Hard Reboot

8. Uninstallation Properties

Complete the following fields:

Command Line: Enter the uninstall command line

Working Directory: If a working directory is required, enter the working directory path
Visibility: Select from Hidden (Default), Normal, Minimized or Maximized

Max Execution Time: Enter the maximum time the uninstall should run. Default is 60 minutes.
Use MSI Exit Codes: If this is a Windows installer-based app, slide the toggle to the right,
otherwise, enter the various exit codes in the remaining fields

Success Exit Codes: Default is 0. Enter the return code(s) in a comma separated list of a
successful uninstall

Failure Exit Codes: Enter the return code(s) in a comma separated list if the uninstall failed
Hard Reboot Exit Codes: Enter the return code(s) in a comma separated list if the uninstall
requires a hard restart

Soft Reboot Exit Codes: Enter the return code(s) in a comma separated list if a soft restart is
required

Unknown Exit Code Behavior: If the exit code is not listed above, select from Failure, Success,
Soft Reboot or Hard Reboot

9. Detection Rules

At least one Detection Rule must be entered
Click on + Add Detection Rule
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Select one Rule type and complete the form
Rule type: File

X Detection Rule

Ruletype* @ File

Path” @

File or Folder Name * @

Detection Type * @

Associated with a 32-bit app on 64-bit clients @ ()

Rule type: Registry key

> 4 Detection Rule

Rule type® @ Registry

KeyPath* ©

Value Name * @

Detection method * @ Enter deiection typs

Operator * © Select

value* @

Check as 32-bit @ »

Rule type: MSI

> 4 Detection Rule

Rule type* © MSi

MSI product code *© @

MS! product version check @ D
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Rule type: PowerShell

¥ Detection Rule

Rule type* @ Powershell

Enforce Signature Check »

Run as 32-bit

Script

Click OK

10. Click Save. Notice Publish App to Intune is not available yet. Once the app information has been

saved, Publish App to Intune will be available.

*SupportCenter X

Save More

Publication Status: Not published Intune Publication $tatus: Not published

11. Click Publish App to Intune. This step will create the app in Intune and place the content file in

12.

the location specified in Intune Settings, Cloud Content.

SupportCenter b 4

Publish App to Intune More »

Publication Status: Not published Intune Publication Status: Not published

If the Intune Configuration is using one of the Deferred Login Types and Authentication has not
been completed the following Reauthentication request will be displayed

X Please Reauthenticate with Graph AP

Shise
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13. Click Authenticate

X Authenticate with Microsoft

* Deiow 1 anplete the Auth2nBCANON DroCess

14. Copy the Device Code, then click Authenticate

IMPORTANT. The code will be requested on the next screen, be sure to copy it or write it down

15. Alogin for Microsoft will be displayed, enter the code from the previous screen. Click Next
16. Confirm the Tenant and the username is correct. Click Next

B Microsoft

Sign in

":". 37 cphong

20 o United States It =5 not

an

17. Enter the password for that account in that Tenant. Click Sign in
Complete any authentication that is required.

18. Close the tab

B® Microsoh

Vou fave sgnec in %o

SEPRCATEN ON POur Cevie, "OU My now

19. If you had to Authenticate, you will need to close the App Editor by clicking € Back to Intune
P2P Apps, open the App again and click on Publish to Intune
20. Click OK to the message that the application has been published as an Intune Application.

X | App Published

Successfully published SupportCenter as an Intune Application

21. After the content has been published to the Content Library, notice the Publication Status:
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SupportCenter X

-
Publish App to Intune More »

i

Publication Status: Published Intune Publication Status: Published

Publication Status will denote the status of the content in the Content Library
Intune Publication Status will denote the status of the Windows 32-bit app in Intune

Publishing or Updating Intune Content

Intune content will be published when the P2P App is created by clicking on Publish App to Intune. If that
was not done, or if changes have been made to the app, do the following:

1. Select P2P Apps from the Activity pane on the left

2. Click the App or hover over the app and select the ellipses, ..., under Actions and select Edit
App

3. Click on Save, then click on Publish App to Intune
Alternatively, hover over the app and select the ellipses, ..., under Actions and select Update
App in Intune

Assign the App for Delivery

1. Connect to the Endpoint Management Admin Portal using your web browser (except Internet
Explorer) — https://endpoint.microsoft.com

2. Enter the appropriate credentials

3. Select Apps from the left workspace pane

Microsoft £ndpoint Merager admin center

R ium A | Ohvrenies
| pps | Uverview
A1 sernces ]
* e <
LYl e = .
il cor g
0 £ ;
stk

¥ -
- B
J 1~

5 m
= » 0

@ =
N Deibboastg ¢ Wepun

4. Inthe Apps blade, select Windows under By platform
5. Select the app to open it
6. Click Properties
Notice in the Program section the Install and Uninstall commands:

Program tdit

Google Chrome.exe -
Google Chrome.exa -u

System

Determine behavior based on return codes
eturn codes 0 Success

1707 Success

3010 Soft reboot

1641 Hard reboot

1618 Retry

The Install and Uninstall commands have the application name.exe as the command line with -i
for installation and -u for uninstall
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These command lines will invoke Adaptiva to download the .content file using Adaptiva P2P
technologies.
Do not change the command lines

7. Scroll down further to Assignments and click on Edit

Edit application

Assignments do not need to be entered right now; they can be entered later.

Add a group to Required to force the installation

Add a group to Available for enrolled devices to make the installation optional via the Company
Portal app. When adding a group to Available, the group must contain Users, not Devices.
Add a group to Uninstall for managed devices to have this app removed

NOTE: If scope tags, supersedence (a new feature) or dependencies are to be
used, those must be configured in the Endpoint Management Admin console.

(Deprecated) Viewing the Azure Storage-based Content Library

This feature is only available when Azure Storage Accounts are used. The recommended storage is the
Adaptiva CDN and the content published there is not directly viewable as it is with Azure Storage.

1. Connect to the Azure Portal using your web browser (except Internet Explorer) —
https://portal.azure.com
2. Enter the appropriate credentials

Apure servins

» E 8

0

'@
&
|

3. Select Storage Accounts. If it is not listed, enter Storage in the Search bar, then select it
4. Select the Storage Account created for Adaptiva

e Coatainens
|

3 file shares P Tables o Queuss
. . waalze orveriess ) 2=

02 s Sares = S ppr—— LU pfiectily scale spps m=siding |

5. Select Containers

6. Select the Container created for Adaptiva

7. Afolder will be created for each type of content: ConfigMgr, Adaptiva, Intune. Select the
respective folder. Under the ConfigMgr folder will be a folder structure for each content type. E.g.
packages, applications, etc.

8. There will be a folder named with the Content ID (Package ID) of the content. Select the folder

9. Finally, there will be a folder named with a GUID. Select the folder
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10. The .content file will be listed
Using the Adaptiva Workbench

All Intune content should be created using the Adaptiva Web Portal as this includes automation that will
automatically create the Windows 32-bit app in Intune as well.

Intune content created in the Adaptiva Web Portal will not be visible in the Adaptiva Workbench and P2P
apps (v1) created in the Workbench, will not be visible in the Adaptiva Web Portal.

Workspace ONE Content

All Workspace ONE administrative activities are completed using the UEM Airwatch portal.
Creating and Deploying Applications

The Workspace ONE UEM screens are updated regularly so screens may have changed.
For more information on the options available see the VMWare documentation here:

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1811/VMware-Workspace-ONE-UEM-
Mobile-Application-Management/GUID-AWT-CONFIG-INTERNAL-APPS-LOCAL.html

1. Open a web browser and connect to https://cn800.airwatchportals.com
2. Log in with your UEM account
3. Select Apps & Books, Applications, Native

_ Native "

4. Click on Add Application

CTONTINUK ANCH

The Organization Group will already be entered
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5. Click on Upload

Add X

Choose Fle N

m g

6. Click on Choose File
Browse to the location of the installation .EXE, .MSI, or .ZIP with a script and select it
Click Open, then click Save

NOTE: File size MUST be under 20GB. The file uploaded must be the sole source

of the installation. There cannot be a source folder with many files and
subfolders, everything must be self-contained in the file selected.

Using a ZIP file is possible as long as there is a file with .EXE in the zipped
contents. It does not need to be a real executable.

7. The file will be uploaded, and you will be returned to the Add Application page.
If this installer will be used as a dependency for another app, select Yes.
Click on Continue

8. On the Details tab

mm Edit Application - Configuration Manager Support Center
.. (3 pragel 8y D2 DRCEL ) SAZD0CI.00A0 2 SEESD1 7308 SR S138 K5

Detalls Flies Deployment Options nages

Enter or Update the items below

Name: Update the App name as required

Application ID: For an MSl-based installation this will automatically be entered
Actual File Version: For an MSI-based installation this will automatically be entered
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Supported Processor: If this is installation requires a 64-bit OS architecture, change to 64-bit,
otherwise 32-bit apps will install on both 32-bit and 64-bit OSes.

Minimum OS: Select from the drop-down the minimum OS version capable of installing this app
Update the rest of the entries as required

Supported Models: Select Desktop

The other fields are optional
Is Beta

Change Log

Categories

Description

Keywords

URL

Support Email

Support Phone

Internal 1D

Copyright

Developer, Developer email, Developer Phone
Cost Center, Cost, Currency

9. (Optional) Select the Files tab
I NOTE: If a non-MSI installer is used, this is mandatory

Flles

ransforms

o If this installation requires another application to be installed first, select the application.
That application must have been created and marked as a dependency first.
o |If the installation is using an MSI script and there is an .MST available, expand the App

Transforms section, click + ADD and select the .MST file and click Save

App Transfon
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MSI installers also support Patching. If there are .MSP files to add, expand the App
Patches section, click + ADD and select the .MSP file and click Save

App Patches

(+]

There can also be custom uninstall processes.

NOTE: This is mandatory when a non-MSI installer is used

This could be another script, or a command line. If a custom uninstall process exists,
expand App Uninstall Process, select Yes. Select the Script type of Upload or Input. If
Input is selected, enter the command line. If Upload is selected, click on Upload, select
the script file and click Save and enter the command line to execute the script

p Uninstall Process

10. (Optional) Select the Deployment Options tab

NOTE: If a non-MSl installer is used, this is mandatory

When To lnstal

Deployment Option

If there are installation conditions, they can be entered here. Detection methods can use
the following methods:
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App does not exist

File exists

File does not exist
Hegistry exists
Hegistry does not exist
¢ If a detection method (Data Contingencies) is required, click on + ADD

e Select the Criteria Type
o App exists or App does not exist

Enter the Application Identifier — this is the Product code for an MSI-based
product
Normally, a specific version is not required, but if one is, select Equal to,
Greater than, or Less than and enter the Version
Click Add

o File exists or File does not exist

File exists

Enter the path where the file should or should not be
If there is a specific file version that must be found, select Equal to, Greater
than, or Less than and enter the Version
Enter the Modified On timestamp. If the file has a newer timestamp, it will be
considered met.
Click Add

o Registry exists or Registry does not exist

Enter the registry path
If there is a specific value that must be confirmed, check the box Configure
Registry Values

» Enter the Value name, Value Type

= If there is specific data, check the box Configure Registry Data
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e Enter the Value Data
Click Add
e Enter the Disk Space Required
e If the computer requires a specific percentage of battery before installation can start,
enter that number for Device Power Required
e Enter the RAM Required

Scroll down to the How To Install section

How To Install

¢ Install Context: Choose if this app is installed for the Device or for the User
¢ Install Command: Enter the command line to perform the installation.

NOTE: This is mandatory when a non-MSI installer is used

e Admin Privileges: Select Yes or No if Admin privileges are required to perform the
installation

e Device Restart: If the app install requires a restart, select the appropriate option

e Retry Count, Retry Interval, Install Timeout: Update the defaults if required

¢ Installer Reboot Exit Code: If applicable, enter the exit code that will tell the computer a
restart is required. E.g. 3010

e Installer Success Exit Code: Enter the exit code the installer will return for a successful
install

Scroll down to the When To Call Install Complete section

NOTE: This is mandatory when a non-MSI installer is used

When To Call mstall Complers

m“w" wdoitive

(4]

o |dentify Application By: Select the condition that tells Workspace ONE that app has
installed and is complete.
o Defining Criteria: Using the same rules as above for Data Contingencies,
create Detection criteria to determine if the application successfully installed
o Using Custom Script: If there is a script to be used, Upload the script, select
the Script Type, Command to Run and Success Exit Code.
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11.

12.

13.

14.

(Optional) Select the Images tab

Moblle Images

The picture uploaded will be shown to user in the app catalog.
(Optional) Select the Terms of Use tab

If there is a specific Terms of Use that must be displayed before the installation select it from the
drop down

If the required Terms of Use does not exist, click on Manage Terms of Use to Add the Terms of
Use text.

This will open a new tab. After the Terms of Use has been created, close the tab.

Click on Save & Assign

m kb

The Assignment page will be displayed. Assignment is not required at this time.
Click Cancel to create the Assignment later, otherwise:
e On the Distribution Page

Tnlee e

Complete the items on the form:
Name: Enter the Assignment name
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Description: Enter the description for this deployment
Assignment Groups: Enter the group name to receive this app. This must exist
beforehand. Enter the first character of the group name and a list of Assignment groups
beginning with that character will be displayed.
Multiple Assignment groups can be entered
To create an Assignment Group, see the section below
Deployment Begins: Enter the date and time when the installation is to start
App Delivery Method: Select Auto to force the installation at the entered Deployment
Begins time. Select On Demand to allow the user to install from the App Catalog when
they are ready
Display in App Catalog: Move the slider to the right to display in the App Catalog

15. Click on Create

CANCEL CREATE

16. Additional assignments can be added if required
17. Click Save
18. Preview Assigned Devices will list the targeted computers, click Publish

Viewing the App in the Workbench

When the App is created in the Workspace ONE UEM console, Workspace ONE will contact the ACC
which will contact the Adaptiva Server and create a content record which is then visible in the Adaptiva
Workbench.

At this time, the Workspace ONE app metadata is only visible in the Adaptiva Workbench.

1. Open the Adaptiva Workbench

2. Log in with an appropriate account

3. From the Home perspective, expand Content Management and select Content Distribution
Perspective

4. Under All Content, expand VMware Contents
Notice the list of apps

Conlent Explorer
v @ Al Corttent
Adaptive Conterts
v Vilware Contents

J 72442 exe_3Tbdad12 dfdb-addd-be Bcd]
¥] AcroResdDCzip_3cTd6 c6-4d71 - bdda- d6a4657d6abF
{ AdaptrvaClientMS!.msi 76855083 -ed61-4634-9b74- 1£23dc02275
§ AdaptvaPlPChentinstaller.mu fc9976e1 0c35-430125a2- 307 0ef3758

X ,' npp. 2T L installer a6 ma_230cddil-5055-4e93-a5T1e-2Te8¢8d o827

| supportcenterinstalier msi_ble11135-b2d3-43bc-53e1-03TbAbeDBaal

5. Select an app. The GUID after the installation executable is the Airwatch MDM application
Identity ID

6. Inthe Content Distribution Status Viewer, notice the different Adaptiva Offices the content has
been copied to. Select an office
You will be able to see which computers have downloaded the content, computers with
downloads in progress and computers with partial downloads

NOTE: There will be no downloads shown until computers assigned to install the
app begin the download and report status

Create Assignment Group
Use the steps below to create a new assignment group to use to target an app with.

1. Open a web browser and connect to https://cn800.airwatchportals.com
2. Log in with your UEM account
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3. Select Groups & Settings, Groups, Assignment Groups

| wewioem | s

o

-
—

4. Click + Add Smart Group

ou

X
Na
Choase Type Device Preview DISABLED
Qrganization Groug
v
User Group
Ownership
Tags —
Platform and Operating System - :_Q
e Vie il ” e prf
OEM & Mode!
Modal {Legacy
Enterprise OEM Version
Management Type
Envoliment Category
Adritiore ¥

Select the criteria to be in this group and click Save
Refer to the section Workspace ONE — Installing the App — What Does the User See for more
information on installation user experience and content download troubleshooting

Adaptiva Content

Using the Adaptiva Web Portal
Creating Adaptiva Content

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —

http[s]://AdaptivaServerFQDN][:port]
2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr

Edition
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4. Click Content Publication, Adaptiva Content
5. This will open the Publication Status page for Adaptiva content
6. Click on + New to create new Adaptiva content

General Settings

v

e

Name — Enter a display name to identify the content item.

Description — This text field allows you to add a description for the content item
(optional). The description will display in a popup when you hover over the name.
Content ID — Enter a unique ID for this content item. This ID must be unique to any other
content items in the system, and allowed characters are $, , -, 0-9, a-z, A-Z. The ID will
be used to create the content file and in logs.

Content Version — Shows the current version number of the content item. This is a read-
only field and will be generated and updated automatically when the item is published,
Packed Content Size — Shows the size of the packed content item in bytes. This is a
read-only field and will be generated and updated automatically when the item is
published.

Content Publication Settings

Publication Status — Shows the publication status of the content item. This is a read-
only field and will be updated once the content item is created and updated.
Application Data — Any string can be used as a description.

Cloud Content Settings

v {

Use Default Content Publication Settings — Toggle this to the left to disable and use
settings different than what is defined in Cloud Storage, Adaptiva Content Publication.
The Default is on (slid to the right).

Publish Content on: Check the appropriate box
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Content Details

o »
° ©
- >
° »

Source Type — There are 3 options to choose from where the source files are to be

obtained:

o Local Source Path — Choose this option to select source files from a local path on
the Adaptiva server.

o Network Source Path — Choose this option to select source files from a remote
network source path.

o CDN URLs - Choose this option to select source files from a cloud-hosted provider.

Source Path — Type the full path, UNC, or URL to the source folder/files that you want to

use for this package. These file(s) will be used to create the content file within the

Adaptiva Content Library when the item is published.

Network Access Account — If the source type is Network Source Path, this allows you

to specify account credentials to establish the connection to the source UNC. Specify the

Domain, User Name and Password in the associated fields (optional).

CDN URLs - If the source type is CDN URLSs - this points to one or more URLS to get

content from the cloud-if your hosted it there. (i.e. AWS, Azure, Akamai)

o Actual File Name — CDN URL Only feature, allows you to rename the file being
downloaded from the CDN.

o Content Hash (SHA 256) — CDN URL Only, allows you to specify the SHA256 hash
of the file to be downloaded. OneSite will validate the downloaded file to ensure that
it matches.

NOTE: The hash value must be retrieved from the CDN provider. This differs with
each provider so you will need to get instructions from your provider.

Publish Unchanged — Select this option only when publishing a single file that is already
compressed (zip, wim, etc.)

Compress Content — Select this option to compress the content when the source files
are added to the content file. This is enabled (slid to the right) by default.

Encrypted Content — Select this option if you want the content to be encrypted

Flat File Publication — If you specify a folder for the source path, all sub folder structure
and contents will be maintained when added to the content file. Check this option if you
would like all files to be in a flat folder structure when added to the content file (no
subdirectories).

7. Once you have entered the required information, scroll up to the top and click on Save or Save &
Publish to create the package.

Publishing Adaptiva Content

Once you have created Adaptiva content items, you then need to publish them to make them available for

download.
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1. Select the desired package and click on the ellipses, ..., under Action, select Publish

Adaptiva Contents now Al ouninm 2 | BT

s atve Mata

<]
B » -

Nuot Bokaiwil

"w

Sows Far Suge 10

2. You will notice that the B icon will change to several other icons as the content is being
published. Depending on the size of the content this may take some time. Once the content is

published, the icon will change to =i , published to the server, @  published to the CDN, or 1’,
published to both the server and the CDN

NOTE: In the case of a publication error, click the ellipses, ..., and select Edit to
open the editor where additional error information will be displayed.

3. Once the content is published, it is now ready to use for content push
Using the Adaptiva Workbench
Creating Adaptiva Content

1. From the Home perspective, expand Content Management and select Adaptiva Content

Publication Perspective
v {[_| Workbench Perspectives

| Client Health
v || Content Management
(™ Adaptiva Content Publication Perspective )
W Adaptiva Content Push Perspective

2. To create a new Ada-pti\/é Content itém, click on Create New Adaptiva Content in the Adaptiva
Content Publication Tasks view.

# CorventPublicanonTaskNevqatee 7 e
Adaptva Content Publication
Tasks

v Conters Publceticn Tasks
o Creste New Adsptivs Content
& View Adeptiva Conteres

91



4 adaptiva

You can also right-click on Adaptiva Contents in the Adaptiva Content Explorer (right-hand

pane) and select Create New Content

yArmaahidoiauciios

Acaptva Contant Explarar
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3. Complete the form to create an Adaptiva Package item.

Basic Content Details Settings:

Adaptiva Content

~ [Basic Content Details

Close

Content Name: |

Cantent Description:

Unique Content ID:
Content Version:

Packed Content Size: | [

Content Name — Enter a display name to identify the content item. This name will be
shown when viewing the item within the Content Explorer in the workbench and in
reporting.

Content Description — This text field allows you to add a description for the content item
(optional). The description will display in a popup when you hover over the name.
Unique Content ID — Enter a unique ID for this content item. This ID must be unique to
any other content items in the system, and allowed characters are $, _, -, 0-9, a-z, A-Z.
The ID will be used to create the content file and in logs.

Content Version — Shows the current version number of the content item. This is a read-
only field and will be generated and updated automatically when the item is published,
Packed Content Size — Shows the size of the packed content item in bytes. This is a
read-only field and will be generated and updated automatically when the item is
published.

Content Publication Settings:

= Content Publication Settings

Application Data:

Publication Status: | NOT PUBLISHED

B Publication Status — Shows the publication status of the content item. This is a read-

only field and will be updated once the content item is created and updated.

B Application Data — Any string can be used as a description.
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Content Source Details:

Source Type @ Local Source Path (O Network Source Path (O CDN Urls
Source Path: C:\Program Files (x86)\Adaptiva\AdaptivaClient\bin\AdaptivaClientSetup.exe
Network Access Account: User Domain: User Name: Password:

CDN Urls (URLs are ; Separated)

Actual File Name:

Content Hash (SHA 256):

[JiPublish Unchanged:
[M] Compress Content
[JEncrypted Content
[] Fiat File Publication

Source Type — There are 3 options to choose from where the source files are to be
obtained.
o Local Source Path — Choose this option to select source files from a local path
on the Adaptiva server.
o Network Source Path — Choose this option to select source files from a remote
network source path.
o CDN URLs - Choose this option to select source files from a cloud-hosted
provider.
Source Path — Type the full path, UNC, or URL to the source folder/files that you want to
use for this package. These file(s) will be used to create the content file within the
Adaptiva Content Library when the item is published.
Network Access Account — If the source type is Network Source Path, this allows you
to specify account credentials to establish the connection to the source UNC. Specify the
Domain, User Name and Password in the associated fields (optional).
CDN URLs - If the source type is CDN URLs - this points to one or more URLS to get
content from the cloud-if your hosted it there. (i.e. AWS, Azure, Akamai)
o Actual File Name — CDN URLs Only feature, allows you to rename the file being
downloaded from the CDN.
o Content Hash (SHA 256) — CDN URLs Only, allows you to specify the SHA256
hash of the file to be downloaded. OneSite will validate the downloaded file to
ensure that it is valid.

NOTE: The hash value must be retrieved from the CDN provider. This
differs with each provider so you will need to get instructions from your

provider.
B Publish Unchanged — Select this option only when publishing a single file that is already
compressed (zip, wim, etc.)
B Compress Content — Select this option to compress the content when the source files
are added to the content file. Checked by default.
B Encrypted Content — Select this option if you want the content to be encrypted
B Flat File Publication — If you specify a folder for the source path, all sub folder structure

and contents will be maintained when added to the content file. Check this option if you
would like all files to be in a flat folder structure when added to the content file (no
subdirectories).
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4. Once you have entered the required information, scroll up to the top and click on Save to create

the package.
5. Select the folder where the object will be saved. The default first folder is Adaptiva Contents.

# 0 Sded AdupliviPackuge - a x
Object Explorer
Plesce zalact the folcar vivecs tha abject wil be saved

Adaptiva Content Explorer

Adaptive Contents

Publishing Adaptiva Content

Once you have created Adaptiva content items, you then need to publish them to make them available for
download.

1. Navigate to the Adaptiva Content Publication Perspective within the Content Management
folder:

| Client Health
v | Content Management
(™ Adaptiva Content Publication Perspective |
& Adaptiva Content Push Perspective

2. Inthe right-hand pane you will find the Adaptiva Content Explorer, this lists all Adaptiva content
items. Right-click on the item and select Publish Content
| = Adipualsdagsbpareyiew | mis]

| Adaptiva Content Explorer

v Adaptva Contenty

7 Trp Sbn

] Adaptizer s om0

§ Compar Hew
Creste New Coment
e Cordert Detady
Detete

[ Pusedink: Cantent

T BT C oY

Show references

You will notice that the orange flag‘icon will change to an hourglass as the content is being
published. Depending on the size of the content this may take some time. Once the content is
published, the color of the flag icon will turn green.

NOTE: In the case of a publication error which may be indicated by a red flag
icon, double-click the content to open the settings editor where additional error

information will be displayed.
3. Once the content is published, it is now ready to use in a content push policy
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Content Push

Introduction

The Content Push feature is a powerful feature that allows any Adaptiva-published content (this excludes
Workspace ONE apps) to be distributed to Adaptiva clients without using a deployment from ConfigMgr or
Intune. The primary purpose of Content Push is pre-staging content to locations where it will be needed
for future use. For example, ConfigMgr OSD content can be pre-staged at the location where machines
will be imaged, so that it will be available for rapid copying from local Adaptiva peers when requested.

There are several ways to create a Content Push Policy. There are slight differences when using the
Adaptiva Workbench, but each of the methods allow you to pre-stage content to the target devices.

Using the Adaptiva Web Portal
¢ OneSite Anywhere, OneSite ConfigMgr Edition or OneSite Intune Edition, Content Push
Using the Adaptiva Workbench

e Content Management > Adaptiva Content Push Perspective
¢ OneSite > OneSite — Content Push Perspective

NOTE: VMWare Workspace ONE content is only published on their Content
Delivery Network and will not be in the Adaptiva Content Library on the Adaptiva
server or Cloud store. The Adaptiva Server will receive metadata information so
clients can locate the content. Because there is only metadata, content push
policies cannot include Workspace ONE content

Overview

Creation of a OneSite Content Push Policy is simple process. When a Content Push Policy is created,
you specify a schedule on which the policy will be run, against a target collection or group, with a defined
list of contents. The policy is sent to the target clients and on a set schedule the content is downloaded.
As always with OneSite, the content will only cross a WAN link once for each office targeted, except VPN-
configured offices, before being shared with OneSite peers at those locations.

Advanced features of Content Push allow control over parameters that are used in the download; if and
where the content is unpacked following the download; specification of workflows that can be triggered by
various phases of the policy; and a post-download command to be executed following the download.

Features

B Pre-stage content to Adaptiva clients, in any office(s), without involving ConfigMgr or Intune.

B Full control over policy start-time, expiration-time, and execution schedule.

B Automatically synchronize content changes. Applies to ConfigMgr Packages as well as Task
Sequences and other content types, including Intune Apps.

B Full control over content download settings, such as Priority, Timeout, Do Not Download on
Battery, Do Not Download Over WAN, and Transport Protocol(s) used.

B Unpack content to specified location and execute post-download command.

B Pre-Download, Download, Post-Download, and Content Push Server Workflows provide virtually
limitless capability.

B IntelliStage grants administrators the ability to pre-determine a number of clients that are
intelligently selected to cache content in each office.
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Using the Adaptiva Web Portal

1.

5.

Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]
Enter the appropriate credentials or click on Login with Active Directory

Click on Go to OneSite ConfigMgr Edition or Go to OneSite Intune Edition or click OneSite

Anywhere, OneSite ConfigMgr Edition or OneSite Intune Edition
Select Content Push

adaptiva  onesite

i) tert Fugt > W Content Push Policies

o’ Assels >

OR click on the ellipses, ..., More and select Adaptiva Content > Content Push

A0001a Contart b

»

>

Click on + New to create a new Content Push policy
General Settings

w BEEIE

B Name - (Required) Enter a display name to identify the Content Push Policy.

B Description — This text field allows you to add a description for the Content Push Policy
(optional).

Click Show More to display the following:

u

B Start Time — The time the policy will start on the target clients. By default, this is the current

time.
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B End Time — The time the policy will expire on the target clients, By default, this is empty so
the policy will run forever.
Clicking on the calendar icon for the above two settings will display the following:

Use the v to select the month and the year
or use the < > to cycle through the

months.

n Click the button to toggle the 24hr slider to
the right to enable 24 hour time (military
time)

Enter the time the Content Push Policy is
to start.

Click anywhere else to close the calendar
AeOm o2 M window

B Use Server Time — Enabled (slid to the right) by default. All target clients will run the policy at
the same time. When this is disabled, clients will run the policy based on their time.

B Encrypt Policy — Disabled (slid to the left) by default. Encrypts the policy settings.

B Policy Enabled — Enabled (slid to the right) by default. Enables the policy to start
immediately upon saving.

B Parent Folder — Click browse to select a folder to organize the Content Push Policies

Content List
The Content List is used to specify what content will be deployed by this Content Push Policy.

v Canmtent List

B Content Type - Filters the list of content added. Select All Content to show all content items
included in this Content Push policy
B Content List — Displays the Content in the Content Push Policy
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B Add Content - Click on Add Content, <content type> to display the list of respective
content items.

X Add Content

> W Adeptava Contems

Check the box next to each content item to be added to the Content Push policy
Click Add to List to return to the Content Push Policy

B Show All Referenced Content — When a Task Sequence has been added to the Content
List, this will show all the referenced content in the task sequence along with any individually
added items.

Schedules

The Execution Schedule is a mandatory parameter.

v >Che

1. Click Browse to select the schedule to add

X Add Schedules

) W Schesuses

ASAP and non-recurring schedules run once and are not repeated. Recurring schedules are
used for scheduling policies to be run on a regular basis. A recurring schedule is useful in the
case where a machine hosting content from a content push policy goes offline and the
additional copies of the content should be maintained. When the client runs the policy again,
it will verify that the policy settings are being enforced and if additional copies of content need
to be made, it will do so at that time.

A recurring schedule will take effect after the configured start time. When a task is scheduled
for a particular day, it will run at the time of day provided in the start time. For example, if a
policy is scheduled to run on the last day of the month, starting on March 5th, at 5pm, it will
fire on March 31st at 5pm, April 30th at 5pm and so on.
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2. Check one or more boxes next to the desired schedule(s) or click +Create New Schedule to
create a new Schedule
3. Click Add to List to return to the Content Push Policy

Target Groups

v Target Grou

B Use All Adaptiva Clients — Enable (slide to the right) to target All Adaptiva clients

B Target Groups — Or click on Browse to select a specific Adaptiva Group or ConfigMgr collection
Check the box by the group name(s) and click Add to List to return to the Content Push Policy.
Clicking on the Groups folder will list only the Adaptiva Groups

X Add Groups

sodect & Folder ¢

> W Groups

Unpacking Settings

v Unpacking Setting

B Do Not Unpack — Enabled (slid to the right) by default. Disable to unpack the content and specify
a folder destination

B Unpacking Folder Name — Enter the folder where the content should be unpacked

B Empty Unpacking Folder Before Use — Disabled (slid to the left) by default. Enable to delete
the content of the Unpacking folder first

B Delete Unpacking Folder After Post-download Command Execution — Disabled (slid to the
left) by default. Enable to delete the unpacking folder after running the command line.

Intellistage and Push Settings

IntelliStage Settings which are enabled by default, instructs the clients targeted by a Content Push
Policy to create a minimum number of copies of the content to the best suited clients in each office.

Operating System Deployment is one of many use cases for this feature. An administrator needing to
ensure that OSD content will be present when machines are scheduled to be imaged could create a
policy to push out the Task Sequence contents to X machines per office (X is the number of desired
copies per office), and schedule the policy to run periodically. After pre-staging the content, if one of
the sources leaves the network, when the policy runs it will cause another source to be created. The
newly elected source will copy the content from a peer, thereby maintaining the desired number of
sources per office.
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If IntelliStage is not used, the Content Push policy will pre-stage the content on all machines in the
targeted Adaptiva Group. This may be desirable for software that will go to many machines or to just
a few.

B Enable IntelliStage — Enabled (slid to the right) by default.

B Allow for Internet Clients — Disabled (slid to the left) by default. When enabled, internet-based
clients will execute Intellistage policies

B  Minimum Content Sources Per Office — Enter the minimum number of clients that will receive
the content

B Push Content Only if Disk Space Available in Office — Enabled (slid to the right) by default.
When enabled the policy will evaluate if there is enough actual free disk space in the virtual SAN
in the targeted Office(s) before initiating content download. (Standard determination is based on
potential free space which could cause excessive file deletion to make room for the new content.)

B Autosync Content Changes — Enabled (slid to the right) by default. If enabled, when the
Adaptiva Server detects changes to the source content, it will automatically push those changes
out to the group(s) and/or collection(s) targeted by the policy. If the content list in the policy is a
Task Sequence, any changes to content referenced by the Task Sequence will result in the
changes being automatically pushed to the target collections.

Post Download Execution Settings

v Po ownioad Ex

B Post Download Execution Settings — IntelliStage must be disabled first. Enter the command
line to be executed after the content is downloaded and unpacked

B Command Working Directory — Enter the working directory, if required

B Wait for Command to Exit — Disabled (slid to the left) by default. Enable to have Adaptiva wait
until the executed command completes.

B Max Execute Time (seconds) — Enter the number of seconds to wait for the executed command
to complete. 3600 seconds is the default.
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Advanced Settings
These settings override the default download settings, or the download settings set on the content item.

Download Settings

B Priority — Enter a priority from 1 to 255. The highest priority will be downloaded first.

B Never Download On Battery — Disabled (slid to the left) by default. When selected, laptops
running on battery power will not attempt to download the content.

B Never Download Over WAN - Disabled (slid to the left) by default. When selected, the content is
set to never download over the WAN or between offices.

B Use Lightweight Content Verification — Disabled (slid to the left) by default. When enabled only
the file size is checked, not the file hash.

Timeout Settings

v Tirmne

B Timeout Settings — Determines how long clients will wait for the package before abandoning the
request.

Transport Settings

ot

These settings control the transport protocol which will be used while downloading content across the
WAN and over the LAN. By default, WAN downloads are configured to use Background Adaptive
Transport and will prevent interference with other traffic. The speed of the download will automatically
adapt to the amount of actual unused bandwidth on that network. The Foreground Adaptive
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Transport, which is used on LAN connections by default, will still use our UDP based protocol, with
checkpoint restart capability but will not perform Predictive Bandwidth Harvesting.

Content Download Receipts Settings

v Content Dowrioag Receipts Sett

<]

NOTE: It is not recommended to change these settings

Content Download Status Settings

v Content Dow

Content Push Workflows

Content Push is a workflow-based feature. The workflows that are executed by a Content Push Policy
can be selected in the Content Push Workflows section. Individual workflows can be edited via the
Workflow Designer Perspective in the Workbench. The following sequence of events takes place
when a Content Push Policy schedule fires. Events 2-4 take place asynchronously at the client:

1. Content Push Server Workflow is executed at the server.

2. Pre-Download Workflow

3. Either the Download Workflow or the Office Content Push Download Workflow
4. Post-Download Workflow

B Pre-Download Workflow - The Pre-Download Workflow is executed before content download
begins. By default, this workflow does nothing.

B Download Workflow - The Download Workflow does the work of downloading the content and
reporting status.

B Post Download Workflow - The Post-Download Workflow is executed after all content
referenced by the policy has been downloaded.

102



4 adaptiva

B Content Push Server Workflow - This workflow executes whenever the Content Push policy
schedule fires. By default, this workflow does nothing.

B Office Content Push Download Workflow - If the IntelliStage setting is enabled in the policy,
then this workflow replaces the Content Download Workflow in the policy execution.

Server Workflows

Client Workflows

v

When using Intellistage, change the Client Policy Execution Workflow to use the Content Push
Policy Execution Workflow - SuperRVP Only. This assumes the target group includes all
computers in one or more offices.

Close the Advanced Settings page to return to the Content Push Policy
Click Save

Executing the Policy

After the Content Policy has been created, the policy can be run

Under Actions, click the ellipses, ..., and select Run Policy to execute the policy on all target clients

103



4 adaptiva

Using the Adaptiva Workbench

O Inversion 5.6 or later, to push content, expand the OneSite folder and open the OneSite —
Content Push Perspective

- OneSite
¥ OneSge - AppV Perspective
¥ OneSee - Chent Data Upicad Bandwadth Management Perspective
OneSte - Content AutoStage Peripective
OneSte - Content Puth Perspectve
OneSde - DP Bypats Penspective
Onelae - Package Perspective
OneSte - Peer To Peer PXE Penspective

THERE L I

OneSite - Policy Bandwidth Management Perspectve
OneSte - Vitusd SMP Perspectne
OR Expand the Content Management folder and open the Adaptiva Content Push
Perspective.
- Content Management
¥ Adsptiva Content Publication Perspective
W Adaptiva Content Push Perspective
W Content Distnbution Status Perspective
¥ LiveFlow Content Transmission Perspective

U Inthe Content Push Policy Explorer pane, right-click the Content Push Policies folder and in
the context menu, select Create New Content Push Policy.

J(WDMP#“W' £3 = 7.
1 Content Push Policy Lxplorer

v Cortert Push Policies!
MNew “older

Uelete

Rerame

I Create New Content Push Policy

i i Ran Policy
\J Schedule Dplorer 2 | DN,

Open o it

Schedule Explore Sove 95

U The Content Push Policy Settings editor should appear in the center of the Workbench with
four tabs: General, Content List, Advanced Content Push Settings, and Policy Workflows. Below
the editor in the default perspective arrangement is the Generic Errors view. This shows the
mandatory parameters that must be defined in order to run the policy.

- P
Generic Errors

Current Errors/Warmings

Compeonent Setting type Description

¥ NameText General Please specify the content server polic.
ScheduleObjectlist General No Schedule & defined for this Policy
Objectlist] Content Lt Pleese specify atleast one content 1o b
GroupObjectlist General No Terget collection is defined for thes

General Settings Tab
Basic Information

In the Basic Information section of the editor, enter a Name (required), and a Description (optional).
Notice that after the Name was entered, the NameText warning disappears from the Generic Errors view.
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To set a Policy Start Time or Policy Expiration Time (both optional), click on the Edit button next to
each option. There are also options to Use Server Time Zone for Policy Start and Expiration and
Encrypt Policy.

Genveral | Content List| Advanced Contertt Push Settings  Pelicy Waorkdlows
General

* Basic Information

Basic information for this Content Push Pehey

Name | 050 Pre-Stage

Descripteos

Policy Start Time &2231.267 PM, Wed, kun 24 2015 fdn | | Remove
Policy Espiration Tene | POLICY DOES NOT EXPIRE Ede | Remove
' Use Server Teme Zone Far Pokcy Start And Expiration Times

Encrypt Policy

IntelliStage Settings

IntelliStage Settings which are enabled by default, instructs the clients targeted by a Content Push Policy
to create a minimum number of copies of the content to the best suited clients in each office.

Operating System Deployment is one of many use cases for this feature. An administrator needing to
ensure that OSD content will be present when machines are scheduled to be imaged could create a
policy to push out the Task Sequence contents to X machines per office (X is the number of desired
copies per office), and schedule the policy to run periodically. After pre-staging the content, if one of the
sources leaves the network, when the policy runs it will cause another source to be created. The newly
elected source will copy the content from a peer, thereby maintaining the desired number of sources per
office.

If IntelliStage is not used, the Content Push policy will pre-stage the content on all machines in the
targeted Adaptiva Group. This may be desirable for software that will go to many machines or to just a
few.

To enable IntelliStage, simply check the box Enable IntelliStage For Content Push and specify the
minimum number of content sources per office.

* InteliStage Settings

r'.:r-}»':,': can irgefigently sefect the most sutable Ragmng target chents ©

where the target clients are present, the specified number

These selected machenes may or may not be the same clents that you spe

Minimaum number of content sousces per office 3 =
' =

Push content only # disk space = svadable in the office

By enabling the Push content only if disk space is available in the office option, the policy will
evaluate if there is enough actual free disk space in the virtual SAN in the targeted Office(s) before
initiating content download. (Standard determination is based on potential free space which could cause
excessive file deletion to make room for the new content.)
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Policy Deployment Settings

- Poley Deghoyment Settmage

' tm e g ?, =t e veg MonAL D4 Sagioyed Ix trpet (hare — ey o Lom sebex? 1econd rade Bufton o NOT Sepioy 5 e =

The Policy Deployment Settings allow the policy to be enabled for immediate deployment or disabled for
later use.

Basic Content Push Settings

AutoSync Content Changes - If this option is checked, when the Adaptiva Server detects changes to
the source content, it will automatically push those changes out to the group(s) and/or collection(s)
targeted by the policy. If the content list in the policy is a Task Sequence, any changes to content
referenced by the Task Sequence will result in the changes being automatically pushed to the target
collections.

Publish Unpacked Content in P2P (must be used for OSD) - With this option checked, as soon as the
content reaches the Adaptiva Cache on the target clients it will be unpacked into a subfolder under the
AdaptivaCache folder, and a share will be created. OSD clients will always request unpacked content and
will be pointed to these shares.

NOTE: If you are using version 5.6 or later, and you prefer not to use file shares
and the local account created by the client installation, please see the
OneSiteDownloader and OSD Content Push Shares in the OSD User Guide.

Execution Schedules and Service Window Profiles

The Execution Schedule is a mandatory parameter. The schedule may be dragged from the Schedule
Explorer or added by clicking the Add Schedule button. Additional schedules may be created using the
Schedule Editor.

ASAP and non-recurring schedules run once and are not repeated. Recurring schedules are used for
scheduling policies to be run on a regular basis. A recurring schedule is useful in the case where a
machine hosting content from a content push policy goes offline and the additional copies of the content
should be maintained. When the client runs the policy again, it will verify that the policy settings are being
enforced and if additional copies of content need to be made, it will do so at that time.

A recurring schedule will take effect after the configured start time. When a task is scheduled for a
particular day, it will run at the time of day provided in the start time. For example, if a policy is scheduled
to run on the last day of the month, starting on March 5th, at 5pm, it will fire on March 31st at 5pm, April
30th at 5pm and so on.

106



4 adaptiva

By default, the box is checked to use the Service Window if one exists in the selected schedule.

+ Execution Schedules And Service Window Profiles

Specify Schedule(s) for when this Policy should be run. The policy will execute on the client wi
changes" settings is selected above

W) ASAP Add Schedule
Lo Daily &t 28M

[w]iUse the Service Window in the Schedule(s) if it exists.

Owerride Schedule(s) Service Window using the following Profile

Target Collections

Drag one or more collections from either the SCCM Collections Explorer or Adaptiva Groups Explorer
into the Target Collections field, or click the Add Collections button to choose a ConfigMgr collection
(Adaptiva Groups must be dragged from the Adaptiva Groups Explorer or alternatively, right-click in the
Target Collection box and select Add object. Select the group and click OK.). All machines in the
specified group(s)/collection(s) will be targeted to receive the content. The exception to this rule is if
IntelliStage is being used, in which case, only the specified number of machines per office will receive the
content.

Alternatively, check the box to Use All Adaptiva Clients if the policy should run on all clients.

NOTE: If IntelliStage is not used, and only 1 or 2 machines are targeted in an
office, OneSite will still solicit volunteers to get 3 copies of the content in that
office to ensure high availability.

If IntelliStage is selected, along with Use All Adaptiva Clients, every office will
receive the specified number of copies of the content.

Content List Tab

The Content List tab is used to specify what content will be deployed by this Content Push Policy.
SCCM Obijects

The SCCM Objects field is a required field and is where you will assign the list of contents that you wish
to be pre-staged.

In the OneSite - Content Push Perspective, there are Explorers for each content type (SCCM
Packages, Software Deployment Packages, SCCM Task Sequences, etc.), in the Adaptiva Content
Push Perspective, there will be a single Explorer showing all content types. From one of these
Explorers, drag one or more content objects to the Content List field.

Content Push Policy Settings 21 Conternt Explocor

. e -
Aspi Jroe v @ AP Cortent

Boet Imsges

Genew Comtent List - Advanced Comunt Puth Satting) | Pebey Wirkflows Buber Piachipes

Content List SCCM Agghication Deghopment Types

v wiane PIP Appe
« SCOM Objects pregaledt
Tha section slizns pou L0 dhag 518 Srop any SCOM cormenl you ssh bs puoh. Ths ey & & SuppanCens
caon of contwrt cortaners (n.g Tack Saquences and Appheationt). ot SCCM co O TR
Wware Contats
Tpersong Sytem mitall Fachage:
-»7e Operstang Sestern mages

Adeptres Corkeorts
KM Seftmars Upslater

SCOM Pachages
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Referenced Content

If a container object is included in the SCCM Objects field, such as a Task Sequence or Intune P2P
application, when that object is highlighted, the Referenced Content field will list the objects that are
referenced by the container object. If a different container object is highlighted, a different list will appear
in the Referenced Content field. To display all objects referenced by the policy, check the box labeled
Display Complete Content List Including All References.

+ Referenced Content

This section displays references of the currently selected SCCM Content Container (e.g. Task Sequences
also select the "Display Complete Content List Including All References” checkbox to display the entire |

[w]Display Complete Content List Including All References

7 PRIDDDOC - Microsoft ConfigMgr 2012 Toolkit R2 5.00.7958.1000

E}j’ ConfigMgr Console Install

E’—?j' PRIODD13 - Windows 7 Ultimate x64 Capture 001 en-US

£ PRIDDD0Z - Micresoft Corporation Configuration Manager Client Package
£ PRIDDD1A - Adaptiva OneSiteDownloader

£ PRIODOOT - OneSite Boot x64 en-US

I'f,? PRIODDOA - Adaptiva AdaptivaClient 4.5.630.3 ALL

Z PRIDDOOT - Microsoft User State Migration Tool for Windows 8 6.3.9600.17237

Advanced Content Push Settings Tab

The Advanced Content Push Settings tab contains optional settings that can be used to further customize
the Content Push Policy.

Content Download Settings

The Content Download Settings field is a single read-only field showing download parameters that will be
sent to clients targeted by the policy. Click the ellipsis button, ..., next to the field to bring up the Content
Download Settings window.

This section contains the content download settings.
Download Settings
Content Download Settirlgs| IC_:feIze_:falie_:feI5E_:-_'cm.e:Ie[:ti-.'a.treni[:c:l‘t.BGTreni[:crt_:3-—‘._'53_:-:cm.e:le[:ti6 ’

In the Content Download Settings window, specific download settings can be configured such as content
location timeout, download priority, and what transport setting should be used.

Cantant Downsood Suttiogs

© Dbl ot e
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NOTE: Administrators should use caution when modifying the WAN Transport
Setting. Changing this setting can cause a significant, undesired impact to Wide
Area Network bandwidth usage.

Content Unpacking Settings

By default, all content deployed using Adaptiva is compressed. The Content Unpacking Settings are
used to specify if the content should be unpacked, where it should be unpacked, and if the unpacked
content should be deleted following execution of the Post-Download Command.

These options are all unavailable if IntelliStage has been enabled, or if multiple objects have been added
to the SCCM Objects content list. If an unpack content request is made for content in an office where only
compressed content is available, then the Adaptiva Client will unpack it on demand.

To enable this setting, uncheck the Do Not Unpack checkbox and enter a path on the local system
where the content should be placed.

= Content Unpacking Settings
This section contains content unpacking settings, Unpacking settings can only be speci

Empty Unpacking Folder Before Use

Delete Unpacking Folder After Post Download Command Execution(if specified)

Empty Unpacking Folder Before Use — This setting will delete all items in the folder, specified in the
Unpacking Folder Name setting above, before downloading the new content.

Delete Unpacking Folder After Post Download Command Execution(if specified) — This setting
controls whether the specified folder should be deleted once the Post Download Command has been
executed (or would have been executed, if added).

Content Download Status Settings
These can be ignored when not downloading ConfigMgr content.

Content Download Status Settings are used to control when, and at what milestones, status messages
are sent to ConfigMgr, if used, during a Content Push download. In cases where large amounts of clients
are targeted by the policy, it might be useful to limit status messages to reduce the number of messages
being sent by clients.

+ Content Download Status Settings
This section contains the status message settings which are sent during content download

Send 5CCM Status Message When Content Download Starts on Client
Send 5CCM Status Message When Package Content Completed Successfully
Send 5CCM Status Message When Content Download Failed On Client

Send 5CCM Status Messages When Content Downlead is in Progress on Client

~
W

Progress % | 50

Post Download Command Execution Settings

A Post Download Command can be specified in this section. The Post Download Command field must
contain the full path to the file (executable or batch file) to be executed. The Command Working
Directory field is used to specify the folder from which the command will be made.
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Check the Wait for Command Exit box to indicate that the policy should wait for a success or failure to
be returned from the Post Download Command program before continuing on with next steps. To force
the process to time out after a certain number of seconds, set the value for Max. Execution Time
(seconds).

* Post Download Command Execution Settings
This section contains the details sbout any command which can be sxecuted after contert ha
OR scnpt may be used

CA\UnpackedFolded MyBatchide b

Post Download Command

Command Workong Directery C\UnpackedFolde
o Wt For The Command To Esit

Max. Execattion Tirew (secondyy 3500 2

Content Push Workflows

Content Push is a workflow-based feature. The workflows that are executed by a Content Push Policy
can be selected in the Content Push Workflows section. Individual workflows can be edited via the
Workflow Designer Perspective in the Workbench. The following sequence of events takes place when a
Content Push Policy schedule fires. Events 2-4 take place asynchronously at the client:

Q Content Push Server Workflow is executed at the server.

O Pre-Download Workflow

O Either the Download Workflow or the Office Content Push Download Workflow
O Post-Download Workflow

Content Push Server Workflow - This workflow executes whenever the Content Push policy schedule
fires. By default, this workflow does nothing.

Pre-Download Workflow - The Pre-Download Workflow is executed before content download begins. By
default, this workflow does nothing.

Content Download Workflow - The Download Workflow does the work of downloading the content and
reporting status.

Office Content Push Download Workflow - If the IntelliStage setting is enabled in the policy, then this
workflow replaces the Content Download Workflow in the policy execution.

Post Download Workflow - The Post-Download Workflow is executed after all content referenced by the
policy has been downloaded.
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Policy Workflows Tab

The Policy Workflows tab is where Workflows can be configured to run at many different stages in the life
of a Content Push Policy.

Content Push Policy Sotlings

-
Ocse

Gevetal Costers et Advenced Cortert Pash Sethegn  Pobcy Werkdlzw
Policy WarkNows

Specly the warkiows beng used for the pobcy

= Server Workfiown * Cerdt Workdlows

Specify the warMiows 1o be run on ASeptes Snver Specify the werkflem 10 be 1 06 Adeptiag Clernt

Sarver Pobicy Crasted Warkfiow Pobey Crested Woddiow | ASd Remove Chart Polley dsngred Wertion Defout Puiicy Assigerment et Wedlh Add Bemove
Serves Poby Updated Weikfow Poboy Updated dnsficwn | Add Famove Chert Polcy Erabled Weikflow Dfaut Sohicy Erabre et Werkdlom Add Rermewme
Server Pebey Enabled Workfiow Pabcy tratled Viorkfiew | Add lemove  Clest Faficy Duabled Wadfime Defaust Poiicy Dastie Chart Wakdow | AdS Remawt
Sarver Poboy Onabled Werkflow Pobcy Duatied Wortiow | S0d Remow Chast Frsicy Deleted Werkliow Defast Poticy Debte Clhent Workflaw 238 Remawe
Server Pobcy Dutwted Wondow Fobcy Deleted Werkdiow | A0d Remowe  Clant Policy lascution Wodfiow Comterd Push Pebcy Exeation Werkflaw AJE Rermmne
Serees Pobcy Som Wonfow Add Parminn

When using Intellistage, change the Client Policy Execution Workflow to use the Content Push Policy
Execution Workflow — SuperRVP Only. This assumes the target group includes all computers in one or
more offices.

Executing the Policy

After the required steps have been completed the policy can be run. The Apply button at the top of the
Content Push Policy Settings editor will cause the policy object to be distributed to the target collection(s),
and when the Run Policy schedule fires, the policy will be executed.
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Distribution Status

LiveFlow Content Transmission

LiveFlow gives an administrator the ability to view and control the transmission of content that is
traversing the WAN.

Using the Adaptiva Web Portal
LiveFlow (Live WAN Downloads) is available in build 8.0.928.0 and later.

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or Go to One Intune Edition or click OneSite
Anywhere, OneSite ConfigMgr Edition or OneSite Intune Edition

4. Select Live WAN Downloads

5. The center pane will display Content or Locations. This is the Content/Location pane.

Content Locanons

> W Packoges
Qe v (il Central Office

> B Apphtatioon

R Autolo 1517.0
> W Deploymant Packages

B Graham Otfe
> W Doot Images

@ Crtng Office VPN

2 W 0% mages

v B Puyallup Office
) W 05 Upgrade Packages

> W= Driver Packages

) W Adaptiva Contents

Y W Intune P2P Apps

> = Upiondable intune P2P Apps
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6. After selecting a specific piece of content or a specific location, the right-most pane will display

the current transfer status

Ll S
'

After selecting Live WAN Downloads, the default page in the right pane will be Download
Status. There are other pages that can be used to manage the content transfers.

View and Manage All Live WAN Transfers
In the Content/Location pane determine if you want to view by Content or by Location or both by

1.
selecting the appropriate items. Selecting an item from the list of Content will update the
Showing results for: in the right-pane, by default it will show the content going to All Offices

Showing results for:

M) Windows 10 Pro x B0 Al OMmcuy

Selecting Locations, expanding the list of Locations and selecting a specific location will then

update the Showing result for: in the right-pane

Showmng results tor

3. If content is currently being transferred, the LiveFlow Transfer Status will show the progress of
the transfer and the content item will be displayed in the In Progress Downloads section at the

bottom.
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The LiveFlow Transfer Status has three sections:

Summary This shows the number of active transfers, number of unique
offices and the amount transferred to each destination

Current Downloads This is a donut chart showing the amount of content Active versus
Waiting

Average Transfer Rate | This is a line graph showing the speed at which the content is being
transferred to each destination

The In Progress Downloads will include information about the devices downloading the content
—source and destination, percent complete, bytes sent, and transfer rates.

4. To manage the content transfer between locations, select the ellipses (...) under Actions while
hovering over a line item.

Pause - Selecting this option will pause the content transfer to its target.

X Create LiveFlow Pause

Selecind Comtent ' = = s

Selecind Location

Click OK to pause the transfer to that location

Override Priority - Selecting this option will display the current priority of the content item, which
can be changed to raise or lower the priority.

>4 Create LiveFlow Pricrity QOverride

Selected Comers

Selectod Locaton

Enter the new priority and click OK

Transport override - Offers the option to change the transport for a content item on the fly with
the option of using Background adaptive transport, the default, or Foreground adaptive
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transport. It is not recommended to switch to Foreground transport as it will function like a SMB
file copy, which may impact bandwidth availability over the WAN.

X  Create LiveFlow Transport Override

Create a transportt overnide for the fallowing selectio

Salecind Coment SCOM OIS mmage - ¢ FhO8FUY 0007
Salecing Location Facoma QF

Transport B} BeCa@ oD IR0V > MO0

Select the desired transport and click OK

Cancel Transfer - Cancels the selected WAN Transfer.

% Cancel LiveFlow Transfer

Do you want 1o cancel the LiveFiow transtor Tor the 1oilowing selections?
Seincted Content M 0% Mmeg | OSmMyMESPUYNOOS

Seiected Location Tacotns Oféce

Click OK to Cancel the transfer
Big Red Button — Global WAN Pause/Resume

This allows you to immediately pause or resume ALL WAN transfers taking place between Adaptiva
clients across ALL Adaptiva locations.

1. Atthe top, right of the pane, click Pause All WAN.

x
[ON Pause All WAN .

Notice the information bubble to its left

2. The following will be displayed:

X Pause all WAN Transfers

Click OK to Pause all transfers. It will take a few seconds. When it is complete, the right pane will

ot g meeeme s war |
M Wincows % o o Al Locatorns N
181 1 "t e 1
L Traey La
' ’ 4
sfers are currently paused
Resume WAN transfers to mmedialaly atow ol current and futures LiveSiows Lo requme

NOTE: LAN transfers between Adaptiva clients located in the same office will
continue.
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3. Toresume WAN transfers, click the green Resume ALL WAN button.

X Resume all WAN Transfers

Click OK to Resume all transfers. It will take a minute or so to re-display the graph showing the
content transfer statistics and information.

Manage LiveFlow Pauses

This task allows you to view, create and resume any paused WAN transfers

Showing Paused Downloads
1. Select Live WAN Downloads

2. Inthe right pane, select Paused Downloads

Showieg ressits loe
& A8 Cont m
'

By default, All Content at All Locations is shown. If there are applicable LiveFlow Pauses they will
be shown.
3. Inthe Content/Location pane, select either specific content or a specific location to filter the

pauses to those items. After selecting a Content item or specific Location, click the x under
Showing results for: to remove that selection and go back to All

Shoawing results for

B windows 10 Pro L0 All Locatians

Creating Paused Downloads

When either a specific content item or a specific location is selected, a Pause can be created for that
content item to any location, or for all content to the specific location
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1. Inthe Content/Location pane, select either specific content or a specific location to filter the
pauses to those items.

Showwng restts der

2. Click on + Create Pause

x Create LiveFlow Pause

Seiected Conten sptured-Wndum

Selected Locaton Al Locabons

Click OK

If a content item was selected, then distribution of that content to all locations will be paused
If a location was selected, then distribution of all content to that location will be paused.
Deleting a Paused Download

1. Toremove a specific LiveFlow Pause, click on the ellipses (...) under the Actions column while
hovering over the line item.

Showing results for

v ‘—
Select Delete
X | Are you sure?
Click OK
2. Toresume all transfers, click the Delete ALL Pauses button and click OK
]
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Manage LiveFlow Priority Overrides

This task allows you to view, create or remove any priority overrides set against any LiveFlow content

transfers.

Showing Priority Overrides
4. Select Live WAN Downloads
5. Inthe right pane, select Priority Overrides

Stowing resudts for

By default, All Content at All Locations is shown. If there are applicable LiveFlow Priority

Overrides they will be shown.

6. Inthe Content/Location pane, select either specific content or a specific location to filter the
overrides to those items. After selecting a Content item or specific Location, click the x under

Showing results for: to remove that selection and go back to All

Showing results for

B wWindows 10 Pro <, L) Al Locatans

Creating Priority Overrides

When either a specific content item or a specific location is selected, a Priority Override can be created

for that content item to any location, or for all content to the specific location

3. Inthe Content/Location pane, select either specific content or a specific location to filter the

overrides to those items.

Showng resulis Sor

+ Create Prioray Overnde

118




4 adaptiva

4. Click on + Create Priority Override

X Create LiveFlow Priority Override

lear ty override 1or Ihe following selectior
Selecind Cantert
Selected Locabon

Pricuity {0-395)

Enter a new priority

Click OK

If a content item was selected, then distribution of that content to all locations will have its priority
changed

If a location was selected, then distribution of all content to that location will have its priority
changed

Deleting a Priority Override

3.

4,

To remove a specific Priority Override, click on the ellipses (...) under the Actions column while
hovering over the line item.

s lasand : m
o " ana -
AL 0

ranates Priority Ovetride + Croate Prioeily Overtide

Select Delete

X Are you sure?

Seiete the Eronty Ovseride for Cament

Click OK
To delete all Priority Overrides, click the Delete ALL Priority Overrides button and click OK

Manage LiveFlow Transport Overrides

This task allows you to view, create or remove any transport overrides set against any LiveFlow content
transfers.

Showing Transport Overrides

1. Select Live WAN Downloads
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2.

In the right pane, select Transport Overrides

Showing rewits for

By default, All Content at All Locations is shown. If there are applicable LiveFlow Priority
Overrides they will be shown.

In the Content/Location pane, select either specific content or a specific location to filter the
overrides to those items. After selecting a Content item or specific Location, click the x under
Showing results for: to remove that selection and go back to All

Showing results for

Creating Transport Overrides

When either a specific content item or a specific location is selected, a Transport Override can be created
for that content item to any location, or for all content to the specific location

5.

6.

In the Content/Location pane, select either specific content or a specific location to filter the
overrides to those items.

Showng rewults dor 5 m
ti “+ Croste Tramaport Owernds
[ y )
-~ 1y -

Click on + Create Transport Override

X Create LiveFlow Transport Override

Create a transport overnioe for it | (

Selected Content » o Windows-10-= o enel

Sefected Location

Transport 8 Bacsg
Select the desired Transport
Click OK

I
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If a content item was selected, then distribution of that content to all locations will have its
transport protocol changed

If a location was selected, then distribution of all content to that location will have its transport
protocol changed

Deleting a Transport Override
5. To remove a specific Transport Override, click on the ellipses (...) under the Actions column
while hovering over the line item.

e iy m

Select Delete

X Are you sure?

Click OK
6. To delete all Transport Overrides, click the Delete ALL Transport Overrides button and click OK

Using the Adaptiva Workbench

Open the Adaptiva Workbench and in Workbench Perspectives expand the Content Management
folder and launch the LiveFlow Content Transmission Perspective. There are several Live Flow

Management Tasks available.

View and Manage All LiveFlow Transfers
1. Inthe Live Flow Management Tasks pane, select View and Manage All LiveFlow Transfers.

T’I:- LiveFlow Content Transmission Task Mavigator 2 =8

LiveFlow Management Tasks

4 [ LiveFlow Management Tasks
& View And Manage All LiveFlow Transfers
@ Big Red Button - Global WAN Pause/Resume
£, Manage LiveFlow Pauses
£ Manage LiveFlow Priority Overrides
£, Manage LiveFlow Transport Overrides
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2. Inthe Content And/or Office Selection section, first determine if you want to view by Content or
by Office or both and check the associated box
o Viww vt Mamage AS Lawlis Janbes | |
View And Manage All Liveflow Transfery
* Camnont And/\On Oftioe Sebex thow B &tz Aafrenh Tamsten Tume Ratvash Now
Mg Peliesh ivberapl W Seconity |82 5
kadmarat oo oy nercink v s teo e
Sabuating & Combannt o 1 Comtimt Expharm bk sl Sonk the senals oy 16 Live Flum 111 spyy 16 B¢ sebaring Cormpen
Sdbecting en Oftice mrrdady brtx rends ondy to Lwe Moo that spply e sebected OMre
(;'x'.:‘.vn.n Tz Tha Seiected Cortant Clieret Resata T2 Tha Sefected Oftcs
3. Next, either select a content item from the left to see the status of a specific content item or select
an Office from the right to see content transfers to the office itself.
4. If content is currently being transferred, the content item will be displayed in the Current Live
WAN Transfers for Selected Content And/or Office section at the bottom.
5. The list of live transfers will include information about the clients downloading the content, percent
complete, bytes sent, and transfer rates.
= Curremt Live WAN Tramfers For Selected Contemt
Show Detads  Pause Trarefer  Crange Poomty | Change Tramspon Cancel Tranafer
Content iID  Soutce Offics  Destination Office SeutceClest  TargetClent  Toandfered data (N]  Remaning.. (in KBs) Remania hummar)  Avg Speed  Cument Speed
OS5y BAKESLANID EBAKERLANIO HLIMme 152, 188 20, 2s.0% 610 o 33 M O00R 1520 K8 1120 KB/sec
6. To manage the content transfer between offices, select the line item and use one of the below

options. You can also select an office and apply the below settings.

Show Details - Displays additional information about the transfer such as Content and version

information and download status.

Pause Transfer - Selecting this option will immediately pause the content transfer to its target.

Add Content Pa.[= | B -

Create LiveFlow Pause

selected Content o gPkgSPRIDO0O3

ISeIected Office BAKERLAN2D

Yes Mo

Change Priority - Selecting this option will display the current priority of the content item, which

can be changed to raise or lower the priority.

# | Please choose {Werrid&.\L‘i.

Create LiveFlow Priority Override

Selected Content : QSlmgPlkgSPRIDDD03

Selected Office BAKERLANZD

Priority (0-255) =
Ok Cancel

Change Transport - Offers the option to change the transport for a content item on the fly
the option of using the default, Background adaptive transport or Foreground adaptive

with
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transport. It is not recommended to switch to Foreground transport as it will function like a SMB
file copy, which may impact bandwidth availability over the WAN.

Please choose override transport | = [B | X

+ Create LiveFlow Transport Override
Please specify transport override for content and office

Selected Content @ 05lmgPlkgSPRID0003

Selected Office BAKERLAMNZ20
Transport

Background adaptive transport
Foreground adaptive transport

Cancel Transfer - Cancels the selected WAN Transfer.

Confirmation -

@ Question
Description
Do you want te cancel the selected transfer for

contentld OSlmgPkgSPRIODO03 7

YES NO

Big Red Button — Global WAN Pause/Resume

This task allows you to immediately pause or resume all WAN transfers taking place between Adaptiva
clients across all Adaptiva offices.

4.

In the Live Flow Management Tasks pane, select Big Red Button — Global WAN
Pause/Resume.

5. To pause all transfers, click the red PAUSE button.

Big Red Button - Global WAN Pause/Resume

Pause/Nesume WAN Downloads

This editor provide you the Big Red Button which will imenedisiely pause or resurme ALL WAN tranyfery tabing place between Adeptiva Clienty scran
ALL Adepteva Offices. Pleaze chck foliowing button 10 pause of resame all cortent and future WAN downloads for all types of conterk globally

This zetting should be used with Caution snce no cumment o future WAN content tronsfers of any type will take place f WAN transfers ave paused

Seidarly, resuming WAN tranzfess el immediately alfow ALL current and future WAN transtess to resume

LAN transfers among Adaptave dients located i the same office will continoe 1o take place even when WAN transfers have been poused

Global WAN Transfers Are Currently NOT Paused

Pause/Resame Controt

NOTE: LAN transfers between Adaptiva clients located in the same office will
continue.

123



4 adaptiva

6. Toresume WAN transfers, click the green RESUME button.

Global WAN Transfers Are Currently PAUSED

Pauza/ Resume Control

Manage LiveFlow Pauses

This task allows you to view, create and resume any paused WAN transfers.
7. Inthe Live Flow Management Tasks pane, select Manage LiveFlow Pauses.

8. Inthe Content and/or Office Selection section, check the box Limit Results to the Selected
Content and/or Limit Results to the Selected Offices checkbox(es) to view pause states for a
content item and/or office. If both boxes are unchecked, all pauses will be displayed.

To Pause all content transfers for a particular content item, select the content item and click the
Create LiveFlow Pause button.

To Pause all content transfers to a particular office, select the office and click the Create
LiveFlow Pause button.

To resume all LiveFlow transfers, click the Delete ALL Pauses button.

To resume the transfer of a specific content item, click the Delete button next to the item.

Current LiveFlow Pauses
Delete ALL Pauses
This section displays all the LiveFlow Pauses based on the currently selected Content and/or Office in the Content explorer and Office
Explorer above.
All LiveFlow Content Pauses

Content Scope Office Scope Delete
0SlmgPlkgSPRIDDD03 BAKERLAN20

Manage LiveFlow Priority Overrides

This task allows you to view, create or remove any priority overrides set against any LiveFlow content
transfers.

1. Inthe Live Flow Management Tasks pane, select Manage LiveFlow Priority Overrides.

2. Inthe Content and/or Office Selection section, check the box Limit Results to the Selected
Content and/or Limit Results to the Selected Offices to view priority overrides set against a
LiveFlow content transfer. If both boxes are unchecked, all overrides will be displayed.
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3. To change the LiveFlow Priority Override, select the specific content item, content item and office,
or simply all content for an office, then press the Create LiveFlow Priority Override button.

Selected Content Selected Office
Limit Results To The Selected Content Limit Results To The Selected Office
4 f# All Content ~ 4 |2l BAKERLAN10[-10]
4 || Bootlmages _D.I. BAKERLAMZ0 [-11]

£ CASDDDDS - Boot image (x64) 6.3.9600.16384 & =
C}? PRIDODOA - Boot image (x64) w10 en-US
£ CASDDDDY - Boot image (xB6) 6.3.9600.16384 &
E’-_,j' PRIDOOOS - Boot image (x88) v10 en-US
| Driver Packages
4 || Adaptiva Contents
4 P2PPxeWaikTools

| SCCM Software Updates v
< m >
Current LiveFlow Priority ) . B . -
T Create LiveFlow Priority Override || Delete ALL Priority Overrides

4. Inthe LiveFlow Priority Override dialog, edit the priority and click OK.

J LiveFiow Prority Override
Create Lveflow Pelority Override

selected Cortert SCOM OF Image PRIZOCD - Windaws 10 Enterprse 382 v en-US

Selected Office AF Offices

Oh Cancal

To remove all priority overrides, click the Delete All Priority Overrides button. The priorities of
each content item will be reverted to their original value.

To remove a specific priority override, click the Delete button next to the item.
Manage LiveFlow Transport Overrides

This task allows you to view, create or remove any transport overrides set against any LiveFlow content
transfers.

1. Inthe Live Flow Management Tasks pane, select Manage LiveFlow Transport Overrides.

2. Inthe Content and/or Office Selection section, check the box Limit Results to the Selected
Content and/or Limit Results to the Selected Offices to view transport overrides set against a
LiveFlow content transfer. If both boxes are unchecked, all transport overrides will be displayed.

3. To create a new LiveFlow Transport Override, select the specific content item, content item and
office, or simply all content for an office, then press the Create LiveFlow Transport Override
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button. Alternatively, click the Delete All Transport Overrides button to delete overrides for the
content and/or office selected.

Sejected Content Selected Ctfice
i Limna Results Te The Sefected Contert o Liewst Rewdts To The Selected Office
SCCM Softwere Updates 4 oo BAKERLANIOE-10)
SCOM Agphication DeploymentTypes o BAKERLANZD([-11)
4 . SCCM Packages

] PRIDOOE - Adaptive AdeptivaClient 536340 ALL
£ PRINDNGS - Adobe Systems Incorporsted Adcbe Rmader X
&7 PRINONOS - Googhe, Inc, Google Chrome x4 190217171 | g
£ PRIONNOS - Google, Inc. Google Chrome 36 18021771
#§ PRICOCGL - Igor Paviow T-2ip 3.20 (2 edition) $.20.000 €
§ casooxe ¢
J CASI0003 - Micresel Carperation Configustion Manag
"

jon Configution Masag

Canvent LiveFlow Trasspoet = _ o
Overrides [ Creste LiveFlow Transport Ovemde l Delete ALL Transport Overides

4. To see all LiveFlow Transport Overrides, uncheck both Limit Results to the Selected Content
and Limit Results to the Selected Office, and in the Current LiveFlow Priority Overrides
section, a list will appear of all overrides as well as their priority. To remove the override, click the
Delete button next to the item.

Current LiveFlow Friority Overrides
Delete ALL Priceity Overvides

Thus vection daplayy all the LiveFlow Priority Overrides had on the ourestly selected Content and/cr Office in the Content agpicrar and Office Explone
above

All LrveFlow Priority Overnides

Content Scope Office Scope Priority Delate
O5imgPkgiPRI00DT BAKERLAND 1

Content Distribution Status
Using the Adaptiva Web Portal

This is currently only available in the Adaptiva Workbench.

Using the Adaptiva Workbench

The Content Distribution Status perspective lists the various content types and content items with their
current distribution status. An administrator can select a content item such as an ConfigMgr package,
Adaptiva package or Intune P2P package, and quickly determine the following:

B Which offices the content has started, or completed downloading to

B Specific clients which have the content

B Specific clients currently downloading the content

B Specific clients who partially downloaded the content

1. Open the Adaptiva Workbench and in Workbench Perspectives expand the Content System

folder and launch the Content Distribution Status Perspective.
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2.

In the Content Explorer pane, navigate to and select a content item that you want to view
distribution status.

% Content Explorer &3 l =8

Content Explorer

4} Al Content
I || Boot lmages
|| Driver Packages
I [ Adaptiva Contents
|| SCCM Software Updates
|| SCCM Application DeploymentTypes
B SCCM Packages
|| Operating System Install Packages
4 [ | Operating System Images
ZJ PRIDD003 - Windows 10 Enterprise x64 en-US

In the Content Distribution Status Viewer pane, in the Content Distribution Status Viewer

section, you will see a list of offices where the content is available. To view the status, select one
of the offices.

) Cartent baphoer 5| o Cortarn Dintebution Statun Viewer

Content Exploses Content Distrution Status Viewer

= Castesn Distrinatios Status Viswer ¥ B8 Retiess et Fos Selermed Contert
& @ At Cortunm

o Febsoh exrsed i Secerets B0
Bock iesages

Cctrezd Voro Expot Ootn

Dvhons Packages

Pladse sefect the desand comtem o e Contert Eapderm. Thy viewes adl dapdey 0w datyindise Bais of the wlectnd (oot
Sdarron Coneeets

Fleare sebect the duaves
SCOM Sattame Ugaine N seeed o, 20 e ¢

the Offce Bploner bebea Ther it well dnglay the datribaton 1tetue of the sectes contard
O 25 wivere Whal COntant iy presten] e Soendly Lews) dnglepsd b, Yoo (o sie the Suty
SCOM Appboation DepsinpsaaTypes Fotraah wmings in th top-sghE conmay 15 Mboenatic lly rebwd) 1 Eata

SCCM Pachages
Opertrng Spten refad Pacooges
4 (4 Cparstng Syrtwm reager
5] SREOXT - Wiradoa 18 brterprnn 183 e L W SAERAND
A BERAND

In the Content Distribution Status in the Selected Office section, you can view a list of

Completed Downloads, Downloads in Progress, or Partial Downloads per machine.
* Coment Distriution Status i the Seected Office

This viewes Sgpriays the cument status of the salected Contert in the selactad Ofice. You G wne the 3000 Retiesh Settngs in Bhe S50-0ghe comes 1o sutomatcally sefsesh ths
data

Content O Saames S 1 C d loads 3, Downlond:

in prog! 0, Pastial downloads: 0, Largest dowsload size: 1345183 K8

= Completed Dowraiuds
Thes sction dupleps o completed doserionss for the selercted Contere i the selectad Oy

Complotod Downloads

Clert © Machine Name F Adiven Dawnhoaded Sae WB)
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Each list displays information about the clients as well as the amount of content which has been
downloaded.
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Additional Settings for ConfigMgr
Environments

Linked Servers and Object Export

This is currently only available in the Adaptiva Workbench.
Overview

Linking Adaptiva servers allows for two different functions. First is to enable Global Roaming of clients to
download content from a local source, and second is to allow objects (i.e. policies, workflows, etc.)
created on one Adaptiva server to be exported directly to another Adaptiva server.

Global Roaming of content allows for Adaptiva clients assigned to one Adaptiva server, to travel to a
location where all the clients are assigned to another Adaptiva server. With this set, content discovery
and sharing are enabled between the clients assigned to two different Adaptiva servers.

IMPORTANT: For Global Roaming and sharing of content fo work, all the Adaptiva servers must
be in the same time zone.

Linking Adaptiva Servers

1. Inthe Adaptiva Workbench, navigate to Misc\Global Roaming Perspective
v Aarerans s s actroe
Cleer Hanth
| Carter Marage —~em
| Creen Pane:
v _uMa:
19 Fam Dy Tuscecie
3 Susd Bosnng Tancativg
U Sk Topalogy Popacine

2. ‘Sglgc!_tvl\/_l_'c_lgag_g__l__jnkggﬂServers from the task navigator to bring up the Linked Servers Editor.

[ St Rasariorg Tasb vty 23] —
! Global Foaming Task Navigatol

I

| » Ghoby Roaning Tesk Ephoiey

‘ u Mansge Linkad Servers
Here you will note the given Server Name, Server ID, and Server password, you will use this

information on the other server to add the link. To link servers, select the Add button, and enter
the information found here on the other Adaptiva server. Also notice the button to Validate (or the
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button above to Validate All), this will ensure the data entered is correct and that
communications can be established. Once complete, select the Save button.

# Global Foaning - Linked Severy

Linked Servers Editor

* Server lifonnation

1Mt oo soul thvis serves. which Cint be used for s3dfr) VG et
Secver Name CMads bty
Server I P00 0 8- 1108 Beat- 001 4 el )
Secver Pasvword UpdSAcCheCrio:
[T Mkew RYPs Ta lintute Comtent Domrdoads For Liskesd Roarrerg Clients, I Recpuesd

[L)Send ¥ Linked Sanvers Infarmation b All Cherts Far Clobel Beaming

= Linked Sevvers

Aduptova servens which heve been added Lo the server o8 brked 1enven

Server Name . 1P Address Seqver il Server Rasswani

v 00 Othwey Adaptiva sovers i & bried serves

AN

A

Clase

The settings above suffice to allow for exporting of policies and other objects between Adaptiva

Servers.

For Global Roaming of content, note there are the two configurable options:

1. Allow RVPs To Initiate Content Downloads For Linked Roaming Clients, If Required
— this should not be selected, as this is for a future product enhancement.

2. Send All Linked Servers Information to All Clients For Global Roaming - To allow
content sharing between clients assigned to different servers. This is required for Global

Roaming.

Exporting Objects to Linked Adaptiva Servers

Starting with version 5.6 of OneSite, support has been added to export many item types, such as policies
(content push, system configuration, health check), schedules and workflows, directly from the workbench

of one Adaptiva server to other Adaptiva servers.

To export any object to 1 or more linked server(s), from the perspective in the workbench that contains
the object, simply right-click the object, and select Export. In this example, we will use a Content Push

policy.

7 Cartem Pasn Pabcm faptern |

Content Pysh Polcy Explorers

Corsent Puse Vcderer
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% BB Wk 1w

& Large Fae
& v sl Debste
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Pt Poly
(J Schedule Baplorer Dbable Podey
Open n ackicy
Schedule Explon
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Empent

Show wherences
Epand of
Collgne &1
Refresh
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This will bring up the export settings page. At the top of the form you can optionally enter the Exporting
Organization and/or add a Description.

Next, you can select to Automatically import objects into the specified folder, this will allow you to
specify the folder on the target server where the object should be saved. If you leave this option
unselected, the object will be saved into the root on the new server.

To export to another Adaptiva server it is required to select the toggle to Allow Export To Linked
Servers, and select via the Export toggles, the server(s) target to replicate.

In the Import Preferences you can optionally select to use existing objects or overwrite existing objects.

Once ready, at the top of the form, select the Export To Linked Servers button to complete the
replication.

o = "Otyect Export fafitgr

Expovt To Linked Servers Cancel

~ Object Fxpart Sattings
Bporting Ceganzation

Descnption

Impart Folder Settings
) Automatically impart objects into the specified falder

Folder Name | Buid

* Object Export Tree
Please drag and drop okyects you wish 1o esport from the obyect viewers
v Oyects
v @& ContemPussSerePolicy - EUI Win 10 Build
B Wokfiow « Defauht Policy
B WorkNlow - Pre Downlosd Workflow
Workflow - Polcy Crexted Workflow
tedn ke PV b W A

* Expart To Linked Servers Settings

pnant Cliert Weskflow

B Atow Export To Linked Servers

mport Preferences
Resoktion for Top Level Object ONVERWSITE EXISTING OBIECT
Resohuton for Salt-n Referenced Obyjects USE EXISTING ORIECT

Resohatron for Non Bust-in Referenced Otgects BTN ISR v

Bport Server Naevwe Or (P Address Server © VeréicationStatun ErportSeatuy
& EURLABSCOMOY EURLAB 2d5dffe-1R05- 1 1e5-Sued-001 35055607 Vabd Mot Searted Detads
[} EURLABSCOMOS EURLAR ecD1 245 b5 1 a8 eSS 00155805633 Vakd Not Started

~ Export Statun

Okjecty ww rendy for weport. Plesss click on the Export button to export the obyerts. You mey ahc add some mere chjects for mport

In the ExportStatus column, the status will automatically update to In Progress, and finally Success when
finished.

Expont Servet Namve O I Addrens Server 1D YenhcatienStatus EcpontStatus
EURLABSCCMOTEURLAR 206c3fe-105-1 1e5-0ce-00155095607 Vale Success Detait
FURLABSCCMOL EURLAR ecl)1245¢-b5F6- 11 p8-5e55-00155d956033 Vabd Success Detaik

Nothing need be done on the server(s) doing the import, as the object will be automatically created there
and ready for use.
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NOTE: The export import process is a one-time operation. If changes are made on
the exporting server, these will not be replicated to the destination server(s). To
replicate changes, another export to the servers would be required.

Microsoft App-V Perspective

Overview

ConfigMgr 2012 SP1 introduced powerful App-V streaming capabilities. These capabilities allow large
enterprises to provision a vast number of virtualized applications to their entire estate, with actual
deployments taking place on demand only in those areas where each application is actually in use.

Adaptiva OneSite version 3.0 and above provides advanced, native App-V streaming capabilities, which
seamlessly integrate with the native App-V streaming capabilities in ConfigMgr.

OnesSite eliminates the need to maintain a ConfigMgr Distribution Point infrastructure or an App-V
Streaming Server infrastructure. Instead, OneSite provides an elegant and self-maintaining Peer to Peer
infrastructure based on the Adaptiva OneSite Caching File System and Virtual SAN technologies.

This section provides guidance for deploying the App-V Streaming capabilities of Adaptiva OneSite.

As you will see below, little, if any, configuration is required in order to enable App-V Streaming in
OneSite.

Prerequisites

The following software should have been correctly deployed and configured.
B ConfigMgr 2012 SP1 or later
B App-V Client Version 5 or later
B Adaptiva OneSite

Enabling App-V Streaming in OneSite

Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr
Edition
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4. Click Settings, App V
adaptiva OnesSite Anywhere

OneSite Configl

Total visibilty and control oy

where they are
(] et Putficatior ’

ul

5. To Enable AppV support, click the button to toggle to the right

v Af

6. Either click the button to toggle the Use All Devices button to the right to enable App-V on all
Adaptiva clients
OR click on Browse and select and Adaptiva Group or ConfigMgr Collection to target this setting
to. Click on Add To List

7. Click on Save
Using the Adaptiva Workbench
1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site

folder and open the One Site — AppV Perspective

R T P Ao g Py
MG 1Metegs Maniigeerent | .
Mol
-
SO e g Mgt Thie e i
L e S LYy
y Suttng
© T Ynabe g (nstry

] kot A (3 e dnd Gt

B L T T L e e L

2. To enable App-V support, check the box Enable AppV On Specified Collections
3. Inthe Target Collections section, check the box to Use All Adaptiva Clients or specify a
collection or group

Enabling App-V Streaming on the ConfigMgr Distribution Point

ConfigMgr Distribution Points are already pre-configured with the necessary protocol support for App-V
Streaming. Please ensure that at least one Distribution Point which contains the desired App-V
Application and Deployment Type content is accessible to all ConfigMgr client machines.
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Adaptiva OneSite App-V streaming will never actually make use of any Distribution Point for content, but

ConfigMgr itself requires the content to be available on at least one Distribution Point.

Enabling App-V Streaming on Deployment Types
In ConfigMgr, to enable App-V Streaming on App-V Deployment Types, please select the Stream

content from distribution point Deployment option in the Content tab of the Application Virtualization

5 Properties dialog box, as shown below.

B8 0RCA X1 Purosolt Apphcation Vietsaieation 5 Properties E xi

e Cam|?m;mx:mgwm|
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Pre-staging App-V Packages for Faster Streaming

Please consider using the Adaptiva Content Push features in OneSite for pre-staging App-V packages to

remote locations. For additional speed, remember to check the Publish Unpacked Content in P2P

checkbox.

« Basic Content Push Settings
Basic push settings. For advance settings please goto the "Advanced Content Push Settings™ tab

AutoPush Content Changes
Publish Unpacked Content in P2P {must be used for O50)

1. If unpacked content has been pre-staged to a location, it will be discovered and used
automatically, and App-V streaming will commence immediately.

2. If only packed content has been pre-staged to a location, it will be discovered and automatically

unpacked and published on demand. App-V Streaming will commence as soon as the content
has been unpacked. Once the unpacked content has been published, it will be automatically

discovered in future deployments, and subsequently, App-V Streaming will commence
immediately at that location.

3. If the content has not been pre-staged to a location, it will automatically be downloaded across

the WAN on demand, using the Adaptive Protocol technology, cached, and unpacked, before
App-V Streaming commences. Once the unpacked content has been published, it will be

automatically discovered in future, and subsequently, App-V streaming will commence
immediately at that location.

Client Data Upload Bandwidth Management

Most ConfigMgr administrators are dependent on the results of ConfigMgr client inventory cycles such as
hardware and software inventory for accurate reporting, as well as to define collection membership. The
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inventory cycles are typically a scheduled operation or set to an interval where each client randomly runs
inventory and uploads the results to their assigned Management Points. In the case where inventory is
set to run on a specified schedule, clients will upload inventory data to their MP at the same time, thus
possibly causing network disruption.

With OneSite, administrators can enable Client Data Upload Bandwidth Management for each major
inventory action including file collection and status messages. This feature gives administrators the ability
to define how many clients can concurrently upload inventory data to the MP at a given time and it is
configurable per each inventory action. By default, this is an Adaptiva site-wide setting, but there is also
an option to override the default setting for specific clients based on collection and/or Adaptiva group
membership. If an administrator knows that clients at a given location have a much faster connection to
their MP, the number of concurrent uploads can be increased accordingly.

Enabling Client Data Upload Bandwidth Management
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr

Edition

Click Settings, Upload Bandwidth Management

adap’t]\/a OnaSan Arywhate

OneSite Configl

Total visibllity and control ¢

where they are

5. Inthe Default Settings section, Enable Upload Bandwidth Management by toggling the slider
to the right.

v Deat
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6. By default, all of the values are set to 0 which means there is no limit on the number of concurrent
machines that can perform the specific activity. To change that enter a number for each activity.
For example,

v Detaut Settings @

7. Inthe case where different settings should apply to a different group of clients, create a collection
or Adaptiva Group for the clients which should receive the policy override.
8. Inthe Override Setting section, click Add Override Setting to create a new override.

x  Override Settings

9. Enter the Name of the policy override. Modify the settings for the actions available. Click the
Browse to choose the collection/group to target for the override. Click OK to apply the changes.
10. Click Save

Using the Adaptiva Workbench

1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the One Site — Client Data Upload Bandwidth Management Perspective.

Vorkbench Perspectiies

Coment System

Green Plane
Misc

¢ - AppN Feupecive
Chwrrt Data U

Content AutoStage Perspective

2 Banswidh Management Perspactve

Contect Push Perrpectve
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2. Inthe Client Data Upload Bandwidth Management Settings editor, in the Enable client data
upload bandwidth management section, check the box next to Enable client data upload
bandwidth management.

Client Data Upload Bandwidth Management Settings
B =

Save Close

+ Enable client data upload bandwidth management

Check the box below to enable bandwidth management for all data uploaded by SCCM clients, including Hardware
inventory, Software inventory, File collection, Software metering, Status messages, and Data discovery records,

[#iEnable client data upload bandwidth management !

3. By default, the number of machines which can upload inventory at a given time is set to 0 which
means infinite. Modify the value for each inventory action specifying how many clients can upload
inventory at the same time.

If you enable client data upload bandwidth management, you must specify the default settings that will apply to all

clients. You may then override these default settings using the "Setting Overrides” section below. By default each setting
is set to 0, which indicates infinite concurrency. The concurrency can be specified in the range (0-1000).

Hardware Inventory Concurrent Upload Count |10 2| Software Inventory Concurrent Upload Count [ 10 125
File Cellection Concurrent Upload Count 5 | Software Metering Concurrent Upload Count | 5 2

Status Messages Concurrent Upload Count 20 2| Discovery Data Concurrent Upload Count 5{ 2

v

4. Inthe case where different settings should apply to a different group of clients, create a collection
for the clients which should receive the policy override.
5. Inthe Setting Overrides section, click the Add button to create a new override.

136



4 adaptiva

6. Inthe dialog that appears, under the General Settings section, enter the Name of the policy
override. Modify the settings for the actions available. Click the Add Collection or Add Group
button to choose the collection/group to target for the override. Click OK to apply the changes.

B Client Data Upload Bandwidth Ma... — O X

~ General settings
Please specify name for client upload data management
payload

Name [ |

+ Client data upload bandwidth management settings
Please use this section to add client data upload bandwidth
management settings targetted to specified SCCM
Collections.By default each setting is set to 0, which indicates
infinite concurrency. The concurrency can be specified in the
range (0-1000).

Hardware Inventory Concurrent Uplead Count | 0
Software Inventory Concurrent Upload Count | 0 £

_4})

L2

]

File Cellection Concurrent Upload Count 0

»

Software Metering Concurrent Upload Count | 0 ~

4

s

Status Messages Concurrent Upload Count 0
Discovery Data Concurrent Upload Count 0 |

~ Target Collections

Specify the Collections(s) on which this settings will be
applied

Add Collection

Add Grou;ra'

OK Cancel

7. The setting override should appear in the list. If multiple overrides exist, the settings higher in the
list have the most priority.
8. Click Save at the top of the editor to apply the changes.

Content AutoStage

Overview
This is currently only available in the Adaptiva Workbench.

Content AutoStage provides the ability to automatically add content to an existing Content Push policy by
using the content item priority in ConfigMgr.

Prior to creating a new AutoStage policy, a Content Push policy must be available.
Creating a New AutoStage Policy

1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the One Site — Content AutoStage Perspective.
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2. Right-click on Content-AutoStage Policies and click Create New Content AutoStage Policy.
In the center pane you will see the Content AutoStage Policy Editor

In the Basic Information section, enter a Name and Description (optional) for the policy.

4. Inthe Content Push Policy section, use the Add button to open the Content Push Policy
Explorer dialog and select a content push policy. Alternatively, drag a Content Push Policy from
the Content Push Policy Explorer in the right-hand pane into the Content Push Policy box.

5. Inthe various content type sections (Packages, Boot Images, etc.), select the priority which you
want to automatically be added to the content push policy.

Content AutoStage Pobcy Editor

Save Cloe

This Peicy Defines Centert AutoStage Echuninr. Specilied Types OF SCOM Comtent Wil Be Automaticaly Added To The Specified Certent Puvh Pelicy

* Basic Infocmation

Bauc formation for ths Content 2utoStage Palicy

Hyme Test AuteSage Poicy

Desorgtian

» Content Push Policy

Plesms specify the cortent puh pelicy to which o the specified type Of SCCM Contant Wikl be sutcmatically sdded cn publizetcn

AuroStage Test Polcy Add Nemow
* SUOM Packages
The specified types of SCOM packages will be automatically added to the specfied cootent push policy on publication

SCOM Packages

VidAutoStage High Pricety)

Autoi2age Medium Prianty

AuteStage Low Pricety

6. When complete, click Save to apply the policy. Any content type with the priority you specified will
automatically be added to the policy.

NOTE: All content types in ConfigMgr, by default, are set to priority level Medium.
Be aware of this prior to assigning Medium content types to an AutoStage policy.

DP Bypass and DP Fallback

Overview

The DP Bypass and DP Fallback features allows a OneSite administrator to control which systems, and in
which scenarios, a client communicates with a ConfigMgr Distribution Point.

DP Bypass - prevents ConfigMgr clients from using ConfigMgr Distribution Points regardless of whether
Adaptiva OneSite is installed on the client. This setting is useful in the case where the Adaptiva Client
isn’'t installed, the service is disabled, or the ConfigMgr client is failing to invoke the Alternate Content
Provider and an administrator wants to prevent clients from downloading content over the WAN.

DP Fallback — controls the behavior of the Adaptiva Client in various scenarios for when it should fallback
to a ConfigMgr Distribution Point or fail a content download. The Adaptiva Client must be installed for
these settings to be enforced.

DP Bypass Settings

B Prior to enabling DP Bypass, the Adaptiva Client must be installed on all the Management Points
for the ConfigMgr site.

B Once the Adaptiva Client is installed on the Management Points, they should be added to a
ConfigMgr collection to be used for targeting this policy.
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NOTE: To add the Management Point servers to a collection requires the servers
to be discovered. The ConfigMgr client does not have to be installed.

Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr

Edition

Click Settings, DP Bypass

adaptiva

OneSite Configh

Tolal visibility asd control oy
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5. Notice at the top of the page DP Bypass Settings and DP Fallback Settings. DP Bypass Settings
should be selected.

6. To Enable DP Bypass support, Click the button to toggle to the right

v OP Bypass Settings @

«©

7. Inthe Management Points Groups, click the Browse and select the collection/group which
contains your Management Points and then click on Add to List
8. Click on Save

Using the Adaptiva Workbench

1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the One Site — DP Bypass Perspective.

2. Inthe DP Bypass Settings Management Task Navigator select Edit DP Bypass Settings.

3. To enable DP Bypass, check the box: Enable OneSite DP Bypass.
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4. Inthe Target Management Points Collections section, click the Add Collection button and
select the collection which contains your Management Points.

OneSte Distnbution Point Bypass Settings
OneSite Distribution Point Bypass Setlings

« Enable/Disable DP Bypass Feature

The OneSae OP Bypass fesmture provides suppon for preventing SCOM chents fram wung Distribution Peints

The intent is 1o absolutely prevent content download from takng place across the WAN from Distribubion Pownts, and encure that
all downloads can only take place using OneSae's Adaptive Protocol, P2P, ana Content Caching capabilities

This is specially important in ceses where the Adoptiva OneSe chent was inadvestantly not instalied on some of the SCCM chient
mac , the Adaptiva OneSite chent hes been deabled, &g, by 2 user, or some condition such 33 WMI corruption & preventing
the SCCM cliert from invoking the Aternste Content Provider

These features requry an Adaptve OneSae Client 1o be installed on all the Management Peints for that SCCM se,

v Enable OnaSite DP Bypass
~ Target Management Point Collections
Plamse specity one or more SCCM collections which contmm sl the Management Peints for this SCCM site

<3 DP Bypass Collection Iadd Colection

5. Once complete, click the Apply button.
DP Fallback Settings
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr

Edition

Click Settings, DP Bypass

adaptiva Qnesae Arywhare Erdpont Hewl
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5. Notice the additional tabs at the top of the page DP Bypass Settings and DP Fallback Settings.

-ty ® talnock Ge
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In the DP Bypass Settings tab

v DP Bypass Setlings @

B Enable DP Bypass — Enable DP Bypass to ensure only Adaptiva is responsible for content
downloads. The Adaptiva client must be installed on all ConfigMgr clients.

B Management Point Groups — Click on Browse and select a collection that contains the
server(s) hosting the ConfigMgr Management Point role. It is recommended to include ALL
Management Point servers. The ConfigMgr client and Adaptiva client do not have to be
installed on the Management Point or Distribution Point Server.

NOTE: If a content-enabled Cloud Management Gateway (CMG)/Cloud
Distribution Point or Internet Based Client Management (IBCM)-enabled
Distribution Point is configured, do not enable DP Bypass

In the DP Fallback Setting tab:

Select the radio button

B Fall Back To DP — Obtain Content From A Distribution Point
B Fail Content Download — Report Content Download Failure

for the following scenarios:

B Content Not Published — Default: Fall Back To Distribution Point
B Download Cancelled in ConfigMgr — Default: Fail Content Download
B Download Cancelled By Adaptiva — Default: Fail Content Download
B Download Failed — Default: Fail Content Download
B |nvalid OneSite License — Default: Fall Back to Distribution Point

6. Click Save

Using the Adaptiva Workbench

1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the One Site — DP Bypass Perspective.
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2. In the DP Bypass Settings Management Task Navigator select Edit DP Bypass Settings.

PAPey Rafpegee g S e dm
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B Enable OneSite DP Bypass — Enable DP Bypass to ensure only Adaptiva is responsible for
content downloads. The Adaptiva client must be installed on all ConfigMgr clients.

B Target Management Point Collections — Click on Browse and select a collection that
contains the server(s) hosting the ConfigMgr Management Point role. It is recommended to
include ALL Management Point servers. The ConfigMgr client and Adaptiva client do not
have to be installed on the Management Point or Distribution Point Server.

NOTE: If a content-enabled Cloud Management Gateway (CMG)/Cloud
Distribution Point or Internet Based Client Management (IBCM)-enabled
Distribution Point is configured, do not enable DP Bypass

3. Inthe DP Bypass Settings Management Task Navigator select Edit DP Fallback Settings

@ DP Bypass TaskNavigator i3 | 0| OneSmDP Fallback Settings Policy 3| & DP Bypass Settings Policy

DP Bypass Settings Management OneSxte DP Fallback Semngs
l'ask Navigator
; . - I

| / Close

v [ DP Bypass Settings Management Task Navig: e = X
o Edit DP Bypass Settings OneSite Distribution Point Fallback Settings

o Edit DP Fallback Settings OneSite Distribution Point Fallback Settings

~ Distribution Point Fallback Settings

Specify the behaviors you wish for each of the cases below.

If ‘Fallback To DP' is selected, the SCCM client will be instructed to pt download from an appropriate Distributi
could be across the WAN,

If ‘Fail Content Download' is selected, the SCCM client will report content download failure, and not attempt to downlo
from the Distribution Point.

Content Not Published In Adaptiva
(® Fall Back To DP - Obtain Content From A Distribution Point
(O Fail Content Downlosd - Report Content Download Failure

Download Cancelled In SCCM
O Fall Back To DP - Obtain Content From A Distribution Point
(@ Fail Content Download - Report Content Download Failure

Download Cancelled By Adaptiva Admin
(O Fall Back To DP - Obtain Content From A Distribution Point
(@) Fail Content Download - Report Content Download Failure

OneSite License Not Valid
@ Fall Back To DP - Obtain Content From A Distribution Point
(O Fail Content Download - Report Content Download Failure

4. Use the radio buttons to instruct Adaptiva do either of the following:
B Fall Back To DP — Obtain Content From A Distribution Point
B Fail Content Download — Report Content Download Failure

for the following scenarios:
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= Content Not Published in Adaptiva — Default: Fall Back To DP
= Download Cancelled in SCCM — Default: Fail Content Download
= Download Cancelled By Adaptiva Admin — Default: Fail Content Download
= Download Failed — Default: Fail Content Download
= OneSite License Not Valid — Default: Fall Back to DP
5. To save any changes made, click Apply.

Peer-to-Peer PXE

Overview

PXE (pronounced as pixie) is a set of protocols designed to boot computers using a network card, without
requiring any pre-existing operating system. It was introduced by Intel in 1999 and builds upon widely
used protocols such as IP, UDP, DHCP, and TFTP.

In fact, PXE does not use its own protocol, but rather is an extension of DHCP. It adds headers to the
DHCP broadcast packages to declare its request for a PXE response. Originally, it was intended to have
a PXE responder on the same subnet as the PXE client to respond to the broadcast messages.

Microsoft ConfigMgr provides support for PXE protocol to enable bare metal image deployment
scenarios. This would normally require the installation of a “PXE Service Point” site system role on a
server (SCCM 2007) or a PXE enabled Distribution Point (SCCM 2012/Current Branch), along with
prerequisites such as Windows Deployment Services (WDS), and the associated changes to network
infrastructure. Most environments utilize IP Helpers on their network equipment to forwvard DHCP
broadcasts to the DHCP server. Likewise, one of the following is required to forward the PXE broadcast
traffic across network segments:

B |P helper on network routers and level 3 switches to forward packets to PXE.
B Option configuration on DHCP server to point clients to a specific PXE responder.

These requirements for deploying servers, WDS, and network infrastructure changes present serious
challenges in large, distributed networks, where bare metal provisioning capabilities need to be provided
to hundreds or thousands of far flung locations.

More information is available in the Adaptiva OneSite OSD User Guide
Enabling Peer-to-Peer PXE
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr
Edition
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4. Click Settings, Peer-to-Peer PXE
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5. Notice at the top of the page Peer-to-Peer PXE Settings and Unknown Devices. Peer-to-Peer
PXE Settings should be selected.
6. Inthe Peer-to-Peer PXE Settings section

) o)
v 0 «©
r 0 ©

Enable Peer-to-Peer PXE — click on the button to toggle to the right to enable the setting
Support UEFI Devices — click on the button to toggle to the right to enable the setting
Unknown Computer Support — click on the button to toggle to the right to enable the setting
7. Inthe Target Groups section, either click the button to toggle to the right to Use All Devices or
click on Browse and check the box next to the collection / group of computers that will have PXE
enabled. Click Add to List when complete.

v Target Groups

«©

8. Inthe WAIK/ADK Toolkit Settings section

v \WAIX

PXE Toolkit uses specific Microsoft utilities for PXE boot which would normally be present on a
ConfigMgr server. If the Adaptiva Server is installed on a server other than the ConfigMgr server,
you can use a UNC path to reference the installation location on that server.
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o For Vista/Windows 7: Windows Automated Installation Kit (WAIK)

For Windows 8.0: Assessment and Deployment Toolkit (ADK)

o From Windows 8.1 and Windows 10: Windows PE Add-on for ADK (ADK 8.1 and
Higher)

O

WAIK/ADK location — Enter the path to the toolkit installation folder
e.g.: C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit
BCDEdit.exe location — Enter the path to the where the BCDEdit.exe utility is located.

IMPORTANT: If the ADK 8.1 and higher option is selected, the bcdedit.exe utility from ADK 8.0
must be specified. It can be downloaded and extracted from the following link:
http://adaptiva.cloud/builds/private/bcdedit.zip

Use Adaptiva Server Local System Account — If the path specified is on a remote server and

the Adaptiva server’'s computer account does not have access to the location, toggle the button to

the left and enter the credentials to be used.
Ve ANONVe Secue o T )

man Name

The remaining settings should be considered optional to enable P2P PXE
B Inthe Mac Exclusion section, add any client MAC addresses you would like to not PXE boot
to a PXE enabled client.

MAC Exclusion

B Inthe Task Sequence Variables section, add any task sequence variables and values that
OneSiteDownloader may read

145


http://adaptiva.cloud/builds/private/bcdedit.zip

4 adaptiva

o Task Sequence Variable Workflow — specify a custom workflow that will execute on
the PXE device to set Task Sequence variables
o PXE Approval Workflow — specify an approval workflow to approve PXE requests.
This can also be used to bypass F12 on required deployments
9. Atthe top of the page, click Save. The Status section will indicate any failures

| i Erabibg

Using the Adaptiva Workbench

To enable Peer-to-Peer PXE, you must first open the “Peer to Peer PXE Perspective”, which contains Ul
for enabling and using P2P PXE.
1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the OneSite — Peer To Peer PXE Perspective

~ OneSite

OneSite - AppV Perspective

OneSite - Client Data Upload Bandwidth Management Perspective
OneSite - Content AutoStage Perspective

OneSite - Content Push Perspective

OneSite - DP Bypass Perspective

OneSite - Package Perspective

OneSite - Peer To Peer PXE Perspective

OneSite - Pelicy Bandwidth Management Perspective

OneSite - Virtual SMP Perspective

2. Inthe P2P PXE Task Navigator pane on the left, there are two entries. To enable or disable
Peer-to-Peer PXE select the Edit P2P PXE Policy Settings item

£ P2P PXE Task Navigator i2 =20

P2P PXE Task Navigator

i ] ] (=] (] [ - =

[

l

L
4 P2P PXE Task Explorer
o Edit P2P PXE Policy Settings
@ Manage Unknown Computers

P2P PXE uses specific Microsoft utilities for PXE boot which would normally be present on a ConfigMgr
server. If the Adaptiva Server is installed on a server other than the ConfigMgr server, you can use a UNC
path to reference the installation location on that server.

B For Vista/Windows 7: Windows Automated Installation Kit (WAIK)

B For Windows 8.0: Assessment and Deployment Toolkit (ADK)

B From Windows 8.1 and Windows 10: Windows PE Add-on for ADK (ADK 8.1 and Higher)

1. Inthe P2P PXE Settings editor, check the box to Enable P2P PXE
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2. Inthe WAIK/ADK toolkit settings section, specify the following:

~ WAIK/ADK toolkit settings

Microsoft's WAIK/ADK toolkits provide essential tools for PXE booting. Please install the WAIK/ADK toolkit and specify the location below. The location may be on the
Adaptiva server, or elsewhere, in which case a UNC path and logon credentials must be provided. A small set of tools from the WAIK/ADK toolkit will be automatically
dispatched to computers where P2P PXE has been enabled. Changing the location specified below will trigger the republication and redispatch of these tools to these
PXE-enabled machines.
Default Locations:
C:\Program Files\Windows AIK
C:\Program Files (x86)\Windows Kits\8.1\Assessment and Deployment Kit

Select PXE Toolkit

(OWAIK (O ADK 8.0 (@ ADK 8.1 and Higher

C\Program Files (x26)\Windows Kits\10\Assessment and Deployment Kit
WAIK/ADK location:

BCDEdit.exe location: | C:\Program Files (x86)\Windows Kits\8

MNotes:

1) If the PXE target collection contains 32-bit machines, the 32-bit version of the BCDEdit.exe should be selected
2) If the PXE target collection contains devices running Windows 7 or earlier, the maximum version of the BCDEdit should be 1607/v10.1.16299

Select PXE Toolkit - Select the appropriate toolkit that is installed — this should be ADK 8.1 or
Higher if using any release of ConfigMgr CurrentBranch.

WAIK/ADK location — Enter the path to the toolkit installation folder

e.g.: C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit

ADK 8.0 BCDEdit.exe location — Enter the path to the where the BCDEdit.exe utility is located.

IMPORTANT: If the ADK 8.1 and higher opftion is selected, the bcdedit.exe utility from ADK 8.0
must be specified. It can be downloaded and extracted from the following link:
http://adaptiva.cloud/builds/private/bcdedit.zip

3. If the path specified is on a remote server and the Adaptiva server’s computer account doesn’t

have access to the location, uncheck the box: Use Adaptiva server’s local system account for
accessing WAIK/ADK tools and enter the credentials to be used.

(V] Use Adaptiva server's local system account for accessing WAIK/ADK tools

Domain name
User name

Password

4. Inthe PXE Support for EUFI Devices section, check the box Enable Support for PXE Booting
UEFI Devices to support PXE booting UEFI devices

~ PXE Support For UEF| Devices

if you plan to use UEFI devices in your environment, please enable UEF! support by checking the box below.

4 Enable Suppert For PXE Booting UEFI Devices

5. Inthe Enable/Disable unknown computer support section, check the box Enable Unknown
Computer Support to enable unknown computer support.
~ Enable/Dinable unknown computer sapport

Plosse specify whether you wish 10 enable support for PXE bootng of unknown compatens using Peer-1o-Peer PXE

¥ Ensble Unknown Computer Suppart

NOTE: For OneSite to work with Unknown Computers, it must be enabled within
the selected boot images in ConfigMgr.

6. Inthe Target Collection section, drag and drop one or more SCCM collections into the Target
Collection field, or alternatively, check the box Use All Adaptiva Clients. All the computers that
are part of these collections will automatically receive a small package of WAIK/ADK tools and
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will be capable of becoming PXE responders and TFTP servers to serve other machines on their
respective subnets.
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NOTE: It is strongly recommended that you enable Peer-to-Peer PXE on All
Adaptiva Client computers, and completely do away with PXE servers in your
entire ConfigMgr environment.

7. The remaining sections described below should be considered optional to enable P2P PXE
B Inthe Mac Exclusion List section, add any client MAC addresses you would like to not PXE
boot to a PXE enabled client.
B |nthe Task Sequence Variables section, add any task sequence variables and values that
OneSiteDownloader may read
B |nthe P2P PXE Server Workflow section, specify a Task Sequence Variable Workflow
that will execute on the PXE device to set Task Sequence variables
B Inthe PXE Approval Workflow, specify an approval workflow to approve PXE requests. This
can also be used to bypass F12 on required deployments
8. Atthe top of the editor, click the Apply button. The Progress Status section will indicate any
failures. All boxes must be checked before PXE is available.

v Enable/Disable P2P PXE

Please use the checkbox below to enable Or disa
clients in the target collections below. A small s¢

[v] Enable P2P PXE

Progress Status

¥| Checking Unknown Computer Support
v'| Checking WAIK/ADK Location Access
| Copying Required WAIK/ADK Tools

v Verifying Required WAIK/ADK Tools

v'| Publishing WAIK/ADK Tools In Adaptiva

Policy Bandwidth Management

Overview

In many large ConfigMgr implementations, the servers hosting the Management Point (MP) role will
reside in a datacenter as they provide a critical role for client management and should be reliable. In the
case where there are many ConfigMgr clients located at remote sites, these clients will connect to an MP
over the WAN to request policy, and by default, will do so every 60 minutes. Normally the amount of data
transferred when a client checks for policy is nominal but consider the case where you are managing tens
of thousands of clients located at many remote offices with slow WAN links. Each client will initiate an
HTTP (or HTTPS) connection to its MP, and the MP will query the ConfigMgr database to see if there are
any new policies for the client, then return the results. Considering the amount of policy checks being
done by all of these clients in a given day, only a small fraction will return any actionable results such as a
new package deployment or client setting change. The process unnecessarily consumes resources on
the MP, the site database, and of course the WAN. The Policy Bandwidth Management feature of
OnesSite, also known as Policy Push, provides a solution which can dramatically reduce the frequency of
these policy requests.
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Due to OneSite’s deep integration with ConfigMgr, it immediately detects policy changes for a given client
when they are made. When the Policy Bandwidth Management feature is enabled, Adaptiva OneSite will
instruct only the targeted clients to check for policy in real time. This feature allows administrators to
increase their policy polling interval to the maximum value which is 24 hours. If there are no applicable
policy changes for a given client within the 24 hours interval, the client will not attempt to check.

In addition to the WAN traffic reduction, this is a powerful feature for administrators because applicable
policy changes are received by the client much sooner than if they had to wait for the standard Machine
Policy Retrieval & Evaluation Cycle to start.

Enabling Policy Bandwidth Management
Using the Adaptiva Web Portal

1.

5.

Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]

Enter the appropriate credentials or click on Login with Active Directory

Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr
Edition

Click Settings, Policy Bandwidth Management

adapﬂ\/a OneSite Anywhere

OneSite Configh

W

To Enable Policy Bandwidth Management support, Click the button to toggle to the right

By default, when a policy change is detected by the Adaptiva Server, it willimmediately send a
notification to applicable clients to check for policy. If Policy Bandwidth Management is enabled,
and a policy change is applicable to many clients, an administrator may not want all of the clients
to check at the same time. OneSite provides a mechanism to load level policy updates to targeted
clients over a given duration. For example, if the Adaptiva Server needs to send a notification to
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8.

9

100 machines for a policy check, and the policy load level duration is set to 10 minutes, 10
machines will check for policy every minute until the 10 minutes has passed.
To create a new load level setting, click Add Load Level Setting

X Load Leveling Settings

Modify the duration in minutes for each of the policy intervals

B SCCM Machine Policy Polling Load Level Duration (Minutes)

B SCCM User/Usergroup Policy Polling Load Level Duration (Minutes)
As an example, if the Adaptiva Server needs to send a notification to 100 machines for a policy
check, and the policy load level duration is set to 10 minutes, 10 machines will check for policy
every minute until the 10 minutes has passed.
Click + Select Group to select the Collection/Group that the Load Leveling settings will be
applied to. Check the box next to each group to be targeted. Click on Add To List
Click on Add

10. Add additional Load Level Settings as required
11. Click Save

Using the Adaptiva Workbench

1.

Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the One Site — Policy Bandwidth Management Perspective.

4 Werkbench 7 .

¥ Ove Site - Package Ferspective

¥ One Site - Prer To Peer PXE Perspective
4 Onw Site - Poficy Bandmifth Mansgemert Penpective
M Ooe Site - Vituof SMP Perspeciive

In the Policy Bandwidth Management Profile editor, in the Enable Policy Bandwidth
Management Profile section, check the box next to Enable Policy Bandwidth Management
Profile.

~ Enable Policy Bandwidth Management
Checking the following box will enable bandwidth management for SCCM paolicies. When this feature has been enabled,
you may set the policy polling interval for SCCM clients to a very large value. eg. every 24 hours. Whenever SCCM policy
gets generated for one or more SCCM clients, OneSite will automnatically trigger policy download on those SCCM clients,
eliminating the need for frequent policy polling over the WAM. The Adaptiva clients also trigger pelicy polling on startup
and on resume from hibernate/sleep state.

By default, when a policy change is detected by the Adaptiva Server, it will immediately send a
notification to applicable clients to check for policy. If Policy Bandwidth Management is enabled, and
a policy change is applicable to many clients, an administrator may not want all of the clients to check
at the same time. OneSite provides a mechanism to load level policy updates to targeted clients over
a given duration. For example, if the Adaptiva Server needs to send a notification to 100 machines for
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a policy check, and the policy load level duration is set to 10 minutes, 10 machines will check for

policy every minute until the 10 minutes has passed.

3. To create a new load level setting, In the Policy Bandwidth Management Settings section, click
the Add button then click the ellipses, ..., button in the Load Level Setting for policy column.

~ Policy Bandwidth Management Settings

Load leveling settings are arranged in decreasing order of priority, In case a client is present in multiple collections then
highest priority load leveling settings will apply.

NOTE: When profile is enabled and no load leveling setting is defined, policy polling action takes place immediately
without any wait

Load Level Settings for policy Target collections
& <nones none>

Remave

4. Inthe PayLoad Objects dialog box, modify the duration in minutes for each of the policy intervals
then click OK.
B SCCM machine policy polling load level duration (In Minutes)
B SCCM user/usergroup policy polling load level duration (In Minutes)
As an example, if the Adaptiva Server needs to send a notification to 100 machines for a policy
check, and the policy load level duration is set to 10 minutes, 10 machines will check for policy
every minute until the 10 minutes has passed.

' Payload Objects -8

Load Leveling Settings

Please specfy load levelng settings for the machine, user and user group poficy
poling action. This (s the interval over which policy poling acticns performed by
One Site are load leveled

SCCM muchine policy poling load level durstion (In Minutes: E

e ey

SCOM user/usergroup poicy pelling load level durstion (In Minutes) | 15

oK Cancel

5. Inthe Select object dialog box, choose the collection to apply the load leveling settings, then
click OK.

: Select object [=[o |

SCCM Collections Explorer

4 i SCCM Colections

4 Dewice

» PRIDOONS - Adeptrva Clierst imtall

oo SMSOMO02 - All Deskrop e Server Chents
13 SMSOMI01 - All Mobie Devices

o SAMISOO0

~ Al Systeeny

o SMSDOCUS - Al Unknown Computers

«» PRIODOTD - Chient Policy Bandwitdth Mgnit Load Leveling Polcy
> PRIDDOIB - Confightgr Cantole Install

o PRIOOOIC - OneSte Windows 7 x64 State Capture and Image

6. Multiple entries can be added for load leveling settings for different target collections.
Modifying ConfigMgr Client Policy Retrieval Settings

Now that Policy Bandwidth Management is enabled, the setting for how often ConfigMgr clients check for
policy can be modified.

In ConfigMgr, client settings can be modified to apply to all clients assigned to the site, or a custom Client
Device Settings policy can be created with a higher priority than the default and targeted to a collection.
This might be desired in a test scenario.
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1. Inthe ConfigMgr console, open the Administration workspace and select Client Settings.
Select Default Client Settings to target all ConfigMgr clients or select Create Custom Client
Device Settings to target a specific collection(s).

2. To modify the policy retrieval settings , right-click the setting and select Properties.

Administration

. Site Configuration

< Client Settings 0 items

4 [ Overview search
| Hierarchy Configuration Icon Name Type
| Cloud Services [ Default Client Settings Default

El Properties

K Client Settings

1 Security

3. Inthe left pane, select Client Policy and in the right-pane, modify the Client policy polling
interval (minutes) setting to the maximum value, which is 1440 minutes (24 hours).

Default Settings

Background inteligent Transfer . P
Ueafauit Seattings
Cloud Serveces

[ Chent Policy Soecdy setrgs Tt agoly 10 M cherts v the harechy. and cie be rodlied by Cstom setings

Complisnce Settings
Computer Agers

> = Specty how chert comptens reinave polcy
Computer Restart

Endposnt Protection Dervacn Sethings
Hardware rventory Cherd pobey poling rterval ferndes 188
Meteced intermnet Connections - v

Enabile user pobcy on Chents Yes ~

Enrolionent
Eralhe Lsee pobcy recuests b et Cherits No -
Network Access Protection (NAR)
Power Management
4. Click OK to save the changes to the policy. Moving forward, all clients will check for policy once
every 24 hours unless a change is applicable, when the Adaptiva Server will instruct clients to

check for policy.

Virtual SMP

Overview

Adaptiva OneSite includes a feature called Virtual State Migration Points or Virtual SMP. The Virtual SMP
offers an efficient alternative to the ConfigMgr State Migration Point role. Much like OneSite enables the
elimination of secondary sites and distribution points, Virtual SMPs make use of the revolutionary OneSite
Virtual SAN, the Caching File System, and Peer-to-Peer technologies to enable the elimination of State
Migration Points from ConfigMgr environments.

Virtual SMP tasks are integrated directly into the SCCM Task Sequence Ul for seamless administration
and operation. Deep integration is also provided with SCCM Computer Associations, enabling the use of
OneSite’s Virtual SMP as a simple replacement for potentially hundreds of physical SMP servers.

More information can be found in the Adaptiva OneSite OSD User Guide.
Enabling Virtual SMP
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN][:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Go to OneSite ConfigMgr Edition or click OneSite Anywhere, OneSite ConfigMgr
Edition
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4. Click Settings, Virtual SMP

OneSite Anywhere
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5. To Enable Virtual SMP support, Click the button to toggle to the right

SME Setting

6. Click on Save
Using the Adaptiva Workbench

To enable the Virtual SMP feature:
1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the One Site
folder and open the OneSite — Virtual SMP Perspective.

w [ OneSite

OneSite - AppV Perspective

i 8] ] =] (] [ - = -

Onesite -
OneSite -
Onesite -
OneSite -
Onesite -
OneSite -
Onesite -
OneSite -

Client Data Upload Bandwidth Management Perspective
Content AutoStage Perspective

Content Push Perspective

DP Bypass Perspective

Package Perspective

Peer To Peer PXE Perspective

Policy Bandwidth Management Perspective

Virtual SMP Perspective

To enable the Virtual SMP feature, check the box Enable Virtual SMP On Specified
Collections.

In the Target Collections section, drag a collection of machines you want to serve as Virtual
SMPs or check the box Use All Adaptiva Clients.
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4. Click Apply to enable the Virtual SMP feature on the target systems. This will enable all targeted
clients to participate as state store hosts for OneSite Virtual SMP.

153



4 adaptiva

Client Settings

Client Settings (aka System Configurations) can be used to create configuration changes for a group of
devices or globally for all client devices.

Using the Adaptiva Web Portal

1.

Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]
Enter the appropriate credentials or click on Login with Active Directory

Click on the gear, , Settings, then select Client Settings Policies

To create a new policy, click on +New

In General Settings, complete the following:

Name: Enter a descriptive name

Description: Enter a description

Priority: To ensure these settings apply to the target groups, set this value greater than 1
Target Groups: Click on Browse and check the box next to one or more collections / groups and
click Add to List

In the Client Settings section, click Add Settings

mny
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6. The Select Client Settings page will be displayed

X Select Client Settings

( \ m L \ \ y ¢ or o 1 -

’

7. Using the Search box, or expand individual categories, check the box next to each setting to
customize
For example, to change the TFTP Block Size when PXE booting, type in the Search box PXE Blk
Size or expand Tftpserver. Check the box next to Pxe Blk Size and Update Existing Bootimg
Blk Size
Click OK

8. For each setting selected, select the setting and update the Setting Details to the New Value

For example, to improve the speed of the TFTP transfer of the WinPE Boot image using PXE,
Select Pxe Blk Size and enter 8192 in the New Value field. Select the Update Existing
Bootimg Blk Size and enter true in the New Value field
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NOTE: The Name field contains the registry value name that can be found in
HKLM\Software\WOWG6432Node\Adaptiva\client (for 64-bit clients)

Click on Reset to change the value back to the default (this will blank the New Value field)
9. After all settings have been updated, click on Save. This will immediately distribute this policy to
all target clients

Using the Actions menu

For each Client Settings policy, hover over the policy and click on the ellipses, ..., to display the Actions
menu

Show References

NOTE: The built-in Client Setting policies cannot be Edited or Deleted and those
actions will be grayed out

Edit
Click on Edit to open the Client Settings policy
Rename

Click on Rename to change the name of the Client Settings policy

X User Action Required Clients

Enter the new name and click Save

Delete

Click on Delete to delete the Client Settings policy
References

Click on References to show where the Client Settings policy is used
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Using the Adaptiva Workbench

1. Open the Adaptiva Workbench and in the Workbench Perspectives pane, expand the Misc
folder and open the System Configuration Perspective.

2.

3.

o Ensh Benpachem e, i,

=N

Workbanch Perspectives
Folomng me the Ul perspectives svarlable (o yeu, Each Penpecing
petspectve by deuble cheling below,

[ Dasble Single-Chek Perspectve Switch

v Werkternch Penpectnm

v . Cortert Managemant
W Adaptos Cortent Puts 2
W Adeptive Contert Push Perspectve
W Corcent Dimrbation atus Perspective
# LiveFlow Cortert Trassrmmson Penspartive

- Endgont Heath

Grews Panet

v L Mac
W Clowd Imegaations Perspective
# Form Desigrer Perspective
W Glebel Foamng Paspective
M Netwock Topoiogy Perspectrve
W Oyect Bxpodt lnpen Pesspective
B Powerihell Cmdiets Perspective
& Peodyct Liceming Pengective
M Schedule Parspective
@ System Conhguraton Perspective
B Toel Foundsy Penpectne.

provides 2 the UL ehements nelevant 10 & perticulae bk Yoo can cpen sny

% System Config Tasks Navigator 33 =08

System Config Settings Task
Navigator

I |

v vl System Config Tasks Navigator
w€ Manage Client Settings Policy
o Create New Client Settings Policy

Clicking on Manage Client Settin

The System Config Settings Task Navigator will be displayed

gs Policy will change the focus to the right-hand pane in the

7 LHENT SETUNGS SEIVEr PO

v @ ClientSettingsServerPolicy
&b DP Bypass Settings Policy
&P OneSite DP Fallback Settings Policy
&P Virtual SMP Settings Policy
4P AppV Settings Policy
4P GreenPlanetWakeOnLanGlobalSettings
4P Enable Large Messaging
£P TFTP Block Size
b wumu
4P Increase Intolerable Level for Large Networks
ZD Set Preferred Client
“D Precache Delete

Client Settings Server Policy Explorer

157



4 adaptiva

4. Clicking on Create New Client Settings Policy will open the Custom Client Settings Policy
Editor. In the Policy Settings section:

Custiom Cliont Setlings Poboy Editor

.
Chote

Paocy Settings

R
Tesrgnon
Becar,

Terget coSectern of ¥a pobey

A Cofmesion

o Syvtem cashiy settveq
Deliras e Sant wyntem coedipoaton mesegs sies o this pebcy
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Hew curan

Name: Enter a descriptive name
Description: Enter a description

Priority: To ensure these settings apply to the target groups, set this value greater than 1

Click on Add Collection and select a ConfigMgr collection and click OK. Alternatively, right-click
in the Target collections of this policy box and select Add object and select an Adaptiva
group. Repeat for each target collection / group

In the System config setting section:

an Chard Tientngs Paboy EoMor

At Sodoctm

111 ettngs sveerstiian By (s poly

Soyraets S0 st pebiene d cowrw S

10. Using the Search box below All Client settings in system, or expand individual categories
below SystemConfig, select the setting to customize and drag it on top of SystemConfig in the

center pane

For example, to ensure content that is no longer published on the server is removed from the

AdaptivaCache on the client, type in the Search box precache or expand Onesite. Drag

Precache delete non published content file to SystemConfig in the center pane

For each setting selected, select the setting and update the Config setting details New Value and
click Apply

11.

I IMPORTANT: Be sure to click Apply after changing EACH setting
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12. After all settings have been updated, click on Save. This will immediately distribute this policy to
all target clients

Client Settings Server Policy Explorer
The following actions are available in the explorer

Icon bar

& Select a custom Client Settings Server Policy and click the pencil icon to Edit the policy

@ Select a custom Client Settings Server Policy and click the reg icon to Delete the policy

Delete

Click on Delete to delete the Client Settings policy

Rename

Click on Rename to change the name of the Client Settings policy
[N Rename Object — o X

Rename Object

~ Name and Description
Please provide a new name for the object

0ld Name [Ensble Lorge Meszaging |

New Name “ I

Old Description

New Description

oK Cancel

Enter the new name and click OK. The Description can also be changed.
Open in editor

Click on Open in editor to open the Client Settings policy

Save as..

Click on Save as... to save the Client Settings policy to a new policy
Export

Click on Export to open the Object Export Settings to export the Client Settings policy to a file or a linked
server

Show references

Click on Show references to show where the Client Settings policy is used
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Additional Configuration Items

Event Notifications

XXX

REST API Endpoints

Information about REST API Endpoints can be found in the Adaptiva Support Portal located here: REST
API Foundry User Guide — Adaptiva Support Portal

Xxx this is currently restricted to Accenture Users

Sensor Offline Cache

XXX

This should be for Endpoint Inventory ONLY
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Dashboards

Dashboards are only available with the Adaptiva Web Portal.

XXX

Written up here: User Dashboards — Adaptiva Support Portal

Using the Legacy Dashboard Content Download Details

Xxx this should be replaced with Content_Reciepts

Prerequisites

There is a prerequisite action that must be completed before this dashboard can be used. This only
needs to be completed once.

ar®DN

6.

Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]
Enter the appropriate credentials or click on Login with Active Directory

Click on the gear, , Settings, and then select Client Settings Policies
Click on +New to create a New Client Settings policy

Enter the following:

Name: Enable Content Push Status Details

Description:

Priority: 2

Target Groups: Groups -> select a group or collection

Client Settings: ContentSystem -> Send Content Push Status : true

Click on Save

Content Download Details

Content Download Details assumes a Content Push policy has been used to push content to a group of
clients. To view the data, the content push policy must have run and the clients must have the setting
enabled from the prerequisites.

1.
2.
3.

From the Dashboards page, select Legacy Dashboard
Select on Content Download Details
Check the box next to the specific Content Push policy and click OK
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4. The Dashboard will show the following information:

97

73 m
3 Total ota

lv:-L

il 34
2 ’h 24

o
Sogored 71

Policy Name — The name of the Content Push policy

Content ID — The list of ContentIDs that were included in the Content Push policy (currently, this
will show the first Content ID)

Device Count — The total number of devices targeted

Download Status — The number of computers that have completed, are in progress, or not
started the download

Content Downloads (MB) — The amount of MB that has been downloaded across the LAN,
WAN, Internet

Ratio of Download Types — This shows a bar chart of the Content Downloads (MB) info. If there
are multiple contend IDs the amount downloaded will reflect the total size.

Downloads by Location — This shows the number of computers on-premises vs those on the
internet that downloaded the content

List of Computers — This list shows all computers that have downloaded the content and where
the content was downloaded from
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Schedules

Schedules are used to automate the execution of Content Push policies, Business/Server workflows or
update custom groups. The following default schedules have been created for you to use.

ASAP

Daily AT 2AM

Every 12 Hours

Every 15 Minutes

Every Day

Every Hour

Every Month

Every Sunday At 1 AM

Every Week

Last Saturday Of Every Month

If you want to create your own Schedule, follow the steps below

Creating a Custom Schedule
Using the Adaptiva Web Portal

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click on Schedules

L2 Aszats »

4. To create a new schedule, click on +New
General Settings

Name — Enter a descriptive name for the new schedule
Description — Enter a description
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Schedule Settings

Use Server TimeZone — Toggle this button to the right to use the time zone of the Adaptiva

server

Start/End Time — The Start and optional End of the schedule
Enable End Time — Check this box, if available, to end the schedule on this date
Select the month, day and time using calendar control

B0 v SN

-
v «Cgo

Schedule Repeat — Select a Schedule Repeat type. Each of these will display additional options

ASAP — You will not be able to select a Start or End Time

Non Recurring — You will not be able to select an End Time

Recurring Interval — Enter the specific interval in days, hours or minutes
Interval Setting @

Recurring Interval minutes v

Recurring By Day — Check the day of the week
Day Settings ®

Select Al sun Mon ue Wed Thu Fri Sat
Recurring By Week — Enter the Weekly interval for a specific day of the week
Week Settng (O

Recurring Monthly By Date — Enter the Month interval for a specific day of the month

Month By Date Setting @

Mot

165



4 adaptiva

Recurring Monthly By Last Day — Enter the Month interval
Month By Last Day Setting ()

Fe f rarval ¥ 1

Recurring Monthly By Day Of The Week — Enter the Month interval for a specific day
and week of the month. Toggle the button Last week of the month to run the schedule
on a specific day of the week on the last week of the month.

Month by Week Settings @)

t Wesk of the Mont »
Additional Time Constraints — Create additional constraints for this schedule, including load
leveling

This is disabled (slid to left) by default. Click on the button to enable

«
2

Use Server Timezone: Disabled by default. When enabled, the schedule will run based

on the time on the Adaptiva Server.
Time Slots: Click on Add Time Slots to create a time slot when this schedule is allowed

to run.
X New Time Slot

Start/End Time: The Start and End time of the constraint time slot. Click on 24 hour to
select the time using the 24 hour clock
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Select the Days of the Week
Click OK

Load Leveling Duration: Select the Load level duration in days, hours, or minutes. The target
list of devices will be balanced across the time interval
Override Duration: Select the Override duration in days, hours, or minutes. Schedules will run

ASAP after the override duration
5. Click Save

Using the Adaptiva Workbench

1. There is no Schedule Perspective, but there is a Schedule Editor. To open the Schedule

Explorer, select the View menu, then Manage Views

Vigw Exgploror
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2. Expand Misc and select Schedule Explorer and click OK
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3. Select Schedules and click the green + to create a new Schedule
) schedule Editor £2 e,
Schedule Editor

H B ®=

Save SaveAs Close

~ Basic Information
Basic Information for this Schedule.

Name

Description

w Schedule Type
Schedule Type determines when and how often the Schedule is run

QO Asap

(O Nen Recurring

(O Recurring Interval

O Recurring By Day

(O Recurring By Week

(O Recurring Monthly By Date

(O Recurring Monthly By Last Day

(O Recurring Monthly By Day Of The We

w Start/End Time

The Start time specifies when the schedule will begin firing. If the Start time has already passed then it will fire
immediately, subject to service window constraints,

[]Use Server Time Zone [C]Enable End Time
Start Time End Time

CE:[sE:[sEHPM vl [5sE]:[32:6 2]

August v 2020 }‘ ;aungat 2020 5

Sun Mon Tue Wed Thu Fn Sat Sun Mon Tue Wed Thu Fn Sat
1 1

2 3 4 5 6 P v8 2 3 Rl 5 & 7 '8

9 1 M 12 1B W1 9 10 M 12 1B 415

1 17 1. 19 20 212 6 17 18 19 20 21 22

3 2 5 By = » B3 24 B 7 828

0 3 1 3

~ Constraints
if a Service Window Constraint is specified, the Schedule will only run within the provided range.

Service Window Constraints Status  Not Applied Add

Schedule Editor | Permissions|

Name — Enter a descriptive name for the new schedule

Description — Enter a description

Schedule Type — Select a Schedule Type. Each of these will display additional options
ASAP — You will not be able to select a Start or End Time
Non Recurring — You will not be able to select an End Time
Recurring Interval — Enter the specific interval in days, hours or minutes

~ Interval Settings

Please enter 2 number of days, hours or
minutes as the Schedule Interval,

Recurrence Interval | 0 3/ days v
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Recurring By Day — Check the day of the week
v Day Settings

The Schedule will fire at the start time on the specified
days of the week.

Days of the Week Sun Mon Tue Wed Thu Fn Sat
O 1 i

Recurring By Week — Enter the Weekly interval for a specific day of the week
~ Week Settings

This Schedule will occur once every X
weeks on the specified day of the week.

Recur Interval In Weeks | 1 =

Day of the Week ‘ Sunday v

Recurring Monthly By Date — Enter the Month interval for a specific day of the month
+ Month By Date Settings
This Schedule will occur once every X

months, on or after the specified date,

Recur Interval In Months | 1 =

v

-

Day of Month

-

Il

Recurring Monthly By Last Day — Enter the Month interval
~ Month By Last Day Settings

This Schedule will occur once every X
months on the last day of the month.,

-

Recur Interval In Months | 1

ﬂ

v

Recurring Monthly By Day Of The Week — Enter the Month interval for a specific day
and week of the month. Check the box Last week of the month to run the schedule on a
specific day of the week on the last week of the month.

= Month By Week Settings

This Schedule will occur once every X months on the Yth day
of the week on the Zth week of the month.

Recur Interval In Months l 1 =
Day of the Week Sunday v
Week of the month lT = [JiLast week of the monthi

Start/End Time — The Start and optional End of the schedule
Use Server TimeZone — Check this box to use the time zone of the Adaptiva server
Enabled End Time — Check this box, if available, to end the schedule on this date
Select the time using Hour, Minute and Second spinners
Select the Month and the Year
Select the date in the month
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Constraints — Create additional constraints for this schedule, including load leveling

Click on Add to display the following:
W Service Window Constraints — (] X
| Service Window Constraints

|~ Allowed Time Slots
[[JUse Server Time Zone

Start Time End Time Days of Week

New Allowed Time Siot

Hour Minute

Start Time 07: : [T:
End Time o B:[0E
Sun Mon Tue Wed Thu Fri Sat
Days of week OO 0Oo0o0oaoao
Add  Remove
~ Load Leveling

| If specified, client execution will be balanced across & time
interval. If no duration is specified, Schedules will execute across
all clients ASAP,

Load Leveling Duration [0 5 :days v

~ Override Duration

If specified, schedules will fire after the override duration
regardless of any Contraints they may have,

Override Duration 0 5| days v

Ok Cancel

Use Server Time Zone — Check this box to use the time zone of the Adaptiva server
New Allowed Time Slot — Enter the Start Time, End Time using the 24-hour clock and
select the days of the week the schedule is allowed to run.

Then click Add

To delete an existing time slot, select the time and click Remove

Load Leveling — Select the Load level duration in days, hours, or minutes. The target list
of devices will be balanced across the time interval

Override Duration — Select the Override duration in days, hours, or minutes. Schedules
will run ASAP after the override duration

Click OK
4. Click Save
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Adaptiva Groups

Using the Adaptiva Web Portal

Creating a Group

1. Connect to the Adaptiva Web Portal using your web browser (except Internet Explorer) —
http[s]://AdaptivaServerFQDN[:port]

2. Enter the appropriate credentials or click on Login with Active Directory

3. Click Assets and select Groups

adaptiva Oresite Anywher
<
e OnesSi
L }
Total visibl
3 where they
= »
[V a
2 A ’
!

4. This will open the Groups page showing all groups and if integrated with ConfigMgr, ConfigMgr
collections. When integrated with ConfigMgr, the collections and groups will display together. To
only see the Adaptiva Groups, select the Groups folder on the left or to see only the ConfigMgr
Collections, select that folder in the left pane.

Sedect a Folder «

> W Groups

> W ConligMgr Callections

5. Click on + New to create new Adaptiva Group

General Settings

w Ganeral e

B Name — Enter a name to identify the group.
B Description — This text field allows you to add a description for the group (optional).
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B Evaluation Schedules — Click on Browse to select a schedule to update the group.

x Add Schedulss

ASAP and non-recurring schedules run once and are not repeated.

Recurring schedules are used for scheduling policies to be run on a regular basis. A
recurring schedule is useful in the case where a machine hosting content from a content
push policy goes offline and the additional copies of the content should be maintained.
When the client runs the policy again, it will verify that the policy settings are being
enforced and if additional copies of content need to be made, it will do so at that time.

A recurring schedule will take effect after the configured start time. When a task is
scheduled for a particular day, it will run at the time of day provided in the start time. For
example, if a policy is scheduled to run on the last day of the month, starting on March
5th, at 5pm, it will start on March 31st at 5pm, April 30th at 5pm and so on.

1. Check one or more boxes next to the desired schedule(s) or click +Create Server
Object to create a new Schedule
2. Click Add to List to return to the Create Group page

Group Conditions

There are 3 different conditions that be selected:

B Locations — Create a Group based on a Location

B SQL Queries — Create a Group based on a SQL Query
B Devices — Create a Group based on a list of devices

See below for the actions required for each condition

Locations
1. To create a group based on one or more Locations select Locations and then click
Browse
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2. Check one or more boxes next to the desired schedule(s) or click +Create Server Object
to create a new Location
3. Click Add to List to return to the Group Conditions page

SQL Queries
1. To create a group based on a SQL Query select SQL Queries and then click + Add
Query
% | Mew SOL Query

2. Enter the Name of the query.

3. Enter an optional Description for the query

4. Select the Type of field that will be returned as the first field. Client ID, Machine Name,
User Name

5. Enter the Query

6. Click Add Query to return to the Group Conditions page

Locations
1. To create a group based on one or more Devices select Devices and then click Browse

2. Click on + Add Devices to get the list of devices

3. Check one or more boxes next to the desired device(s)

4. Click Add to List to return to the Group Conditions page
7. Click on Save
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Additional Options

Clicking on More will display another menu

New Group

New Group - Create a New Group

View Group Results — Display the results of the group created

Open Group — Open the Group created so the Group conditions can be changed
Save As — Save the Group as a new name

Delete Group — Deletes the current Group

Using the Adaptiva Workbench

Primarily throughout OneSite, you will use ConfigMgr collections to identify which machines a policy or
workflow should apply. However, there are times where it may be more advantageous to create groups of
computers based on information gathered from the Adaptiva Client. A prime example of this would be to
create groups based on the offices defined in the Adaptiva platform.

To create an Adaptiva group, please perform the following:

1. From the top left click on Manage Views icon as shown below:

File Perspective View Editor Help

2. From the View Expl

B Selecr Ve o

orer, éxpand Grouping, select Group Explorer, and click OK

View Explorer
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3. Inthe Adaptiva Groups Explorer, right-click on the Groups and select on Create New Group

(alternatively, you can also use the + sign to create a new group).
o L freup Bl =

Adaptva Groups Exploter

Show sefesences

Erpardd alt
Collagrze 91
Fefresr

4. Inthe Group Object Editor, on the General tab, input the Group Name for the group you want
to create.

Group Editor

Seve  Close

|:u|1 Scopes | Groep Constraints
General
* General Settings

Cescrgton

Greup Name [ Teat Greugd

Greup Descrgten

Creating a Group Based on Office

In this step we will discuss on how to include the clients to be part of the group.
1. First, by directly selecting the entire office so that all the clients in the office will be part of the
group. To do this, select the Group Scopes tab
2. Select the Non Base Scope Editor tab
3. To select an office, click on Add Office
4. The Office Object Explorer window will appear, then select the office that is going to part of the

group
5. Click OK
b e Ot e 3
P EGler | b Dt Expbare

== o | B Ao Dk Crvmee ey
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i Sooge & Pt Oricm bumy Dy Yo

[ Foud e L ¥ Sk

oe= Loope $ahar s Teope 6 P Rae wcoe fdm |

Nen B g0 Fdhr

= Won o Scnper

o R B eopt v & N1 |

W N v
PN pEra o T Limluiaes ” -}tk
= (W] T LG
- | cEEmmme
b
O S i e 01-""-4
- b
U I

175



4 adaptiva

You can select multiple offices to be part of the group and add the offices later once the group

gets created.

NOTE: Only the clients that are part of the office(s) selected will be part of the
group. Suppose you are targeting a parent Office that had multiple child offices,
and only the Parent office is selected, then only the parent office clients will be

part of the group.

6. Office Scope Information will appear like below.
~ Office Scope Information

Spedify Office Scope

Add Office

5 [M41 London (1010400

7. Adding a schedule will update the group membership, based on the interval specified. If any new
clients appear in the office, then those clients will become part of the group when the schedule
triggers. As shown below, click on General tab and if you scroll down a little you will notice
Group Membership Evaluation Schedule Settings and next to it click on Add Schedule.

8. From the Schedule Explorer window, select the schedule and then click OK. It is better to avoid
the use of a schedule with an interval of every few minutes to reduce the load on the server.

p Editor

Gemestl Growp Scopes Gioup Comatrants

Generad
* General Settings
Descrgtan
Geéenup Name

Group Dmcrption

Foides Conctimnts

* Mvventory Settings

~ Group Membership
Dvatuation Schodude
Settings

Eveluption Schedules

Test Geoap

Add Schedule

| Schodule Exploror

- Schedubes
L Asap
O custom
O Custome weekdy ran
O DALY M
0O Dady A 2am
& Fvery 12 Moun
O Every 15 Mimaes
3 Cvery Day
& Every How
& Every Month
(3 Every Suntley & | AM
& Foery Wees
O Last Seturdey Of Every Morah
1 my special scheule
O tent

Conend

L O=

9. Save the group by clicking on Save on the Group Editor. The Adaptiva Groups Explorer
window will appear, select the Groups folder, and click OK.

A7) *Group Object Edeee £

Limt“llol
[ e

Gananl 6101] # ' Select Group

Gencral“ Object Explorer
.G ‘; Please select the fcider where the obpect will be saved

Dwacrgti
|

Group “

Group U!
|

Folder C¢

e

a x

| Adaptiva Groups Explorer

OI oK | Cancel
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Creating a Group Based on SQL Query

In this step we will discuss how to add Adaptiva clients to a group based on a SQL Query.

1. These are the same steps as above. Provide the group name in the general tab and now go to
the Group Scopes tab (1), Non Base Scope Editor tab (2), and then click on Add (3).

Group Editor

Sut(lm‘

Gonees G Conarns
Group Scopes e

Doec pe e B cpe b
Non Base Scope Editor

* Moo Base Scopes
o Base G Scopes

Scope Name Scope Type Imvocstion Type Scope Descrphion

2. Inthe dialog box that opens, select the Scope Type as Client Id (1) and Invocation Type as
SQL Scope (2). Input the Scope Name (3), in this example, it is named MachineDomain.

Rt 1)

) Machine Name

() User Name
Invocation Type

() Java Constraint

(O Net Constraint

(C) Web Service Constrant

(O) Groovy Constra
[ s |

(O LDAP Scope

o | select adsptwachentd from

- o X

Please specify mandatory(*) fields
Specity Name and Description 0
Scope Name* MachineDomain

Scope Description |
Specify SQL Scope related Data

& Use Adaptive Datsbase
Specify Detads of Database to Connect *
Connection URL®
User Name
Pessword

JOBC Oriver*

Membershep SCL Query”

| a_adeptvachentdata where
| machinedomain e '%adaptiva®y

Filter SQL Query

e Cancel

NOTE: All other Invocation Types are under development and should not be used

at this time.
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3. Write your own query, test in the SQL Management Studio, and copy that query in Membership

SQL Query (4).
Sample Queries that can be used:

To list the ConfigMgr Client machines that are not on the correct client version. Below
query lists the Adaptiva client id’s that are not on ConfigMgr Client version
5.00.8577.1005 and with version Null

Select adaptivaclientid

from a_Adaptivaclientdata a

inner join on v_r_system b on a.machinename=b.name@
where (b.client_Version® != '5.00.8577.1005' OR
b.client_Version® is NULL)

To list the Adaptiva clients that are not on the current installed version.

Select adaptivaclientid
from a_Adaptivaclientdata
where adaptivaclientversion != '5.5.669.0'

To list the Adaptiva client IDs if we want to license a particular set of machines based
on AD Site.

Select adaptivaclientid
from a_Adaptivaclientdata
where ADSITE like 'Z%adaptiva’'

Please observe the queries that we use all return adaptivaclientid, the reason for that
is we selected the Scope Type to be Client Id.

4. Click OK (5)
5. Now add a Schedule as shown previously and click on Save (1). After clicking on save you will
get Adaptiva Groups Explorer window, now select Groups (2), and click OK (3).

*Group Obyect Edace

;‘v_:l_ollr_-l
“ICI'Q
Ganarel| Gres ' Solect Grove o Y,
General| Otpect Explorer

v G ol Please select the foider where the obpect will be saved

Adaptiva Groups Explorer

Dwacrgns
Group N

Group D

Folder Cc

o ok Cancel
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(Optional) Post Installation Activities

Please review the links below for additional activities that may be useful

Description

Knowledgebase Article

Speed up content and policy delivery by enabling
Large UDP messaging. If you have upgraded from
versions prior to 7.0.854 this is STRONGLY
recommended. Large messaging is enabled by
default for all builds from 854 and later

How-to: Enable UDP v2 Large Messaqging —
Adaptiva Support Portal

Operating System Deployments: After installing
the Adaptiva client, wait for the license before
continuing the task sequence

Task Sequence - Wait for Adaptiva Client to get
an ID — Adaptiva Support Portal

Operating System Deployments: Getting the boot
image faster by increasing the block size.

How-To: Set the Boot Image TFTP Block Size —
Adaptiva Support Portal

Operating System Deployments: Using the PXE
Approval Workflow to ensure the correct boot
image is used.

How-To: Define a Preferred Boot Image for PXE —
Adaptiva Support Portal

Content Push Policy optimization techniques

How-To: Optimize "All Clients" targeted
IntelliStage Content Push Policies — Adaptiva

Support Portal

Perform administrative functions and tests on
remote machines. For example, Get logs, Check
PXE, Get the RVP, Restart the Client, etc.

Administration: Adaptiva Administration Tool
(AAT) — Adaptiva Support Portal

Clients not communicating with the server? Use
the UDPPortChecker tool to determine which port
or ports is blocked.

How-To: Check that the required ports for
Adaptiva are open? — Adaptiva Support Portal

Create a Custom Security Role

How-To: Create a Custom Security Role with
Limited Set of Perspectives — Adaptiva Support
Portal

Viewing Adaptiva Status Messages in the
ConfigMgr console

How-To: View Adaptiva Status Message
Descriptions — Adaptiva Support Portal
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https://support.adaptiva.com/hc/en-us/articles/115003161872-Task-Sequence-Wait-for-Adaptiva-Client-to-get-an-ID
https://support.adaptiva.com/hc/en-us/articles/115003161872-Task-Sequence-Wait-for-Adaptiva-Client-to-get-an-ID
https://support.adaptiva.com/hc/en-us/articles/360016059032-How-To-Set-the-Boot-Image-TFTP-Block-Size
https://support.adaptiva.com/hc/en-us/articles/360016059032-How-To-Set-the-Boot-Image-TFTP-Block-Size
https://support.adaptiva.com/hc/en-us/articles/360003034832-How-To-Define-a-Preferred-Boot-Image-for-PXE
https://support.adaptiva.com/hc/en-us/articles/360003034832-How-To-Define-a-Preferred-Boot-Image-for-PXE
https://support.adaptiva.com/hc/en-us/articles/115003102151-How-To-Optimize-All-Clients-targeted-IntelliStage-Content-Push-Policies-
https://support.adaptiva.com/hc/en-us/articles/115003102151-How-To-Optimize-All-Clients-targeted-IntelliStage-Content-Push-Policies-
https://support.adaptiva.com/hc/en-us/articles/115003102151-How-To-Optimize-All-Clients-targeted-IntelliStage-Content-Push-Policies-
https://support.adaptiva.com/hc/en-us/articles/360028239692-Administration-Adaptiva-Administration-Tool-AAT-
https://support.adaptiva.com/hc/en-us/articles/360028239692-Administration-Adaptiva-Administration-Tool-AAT-
https://support.adaptiva.com/hc/en-us/articles/115002529406-How-To-Check-that-the-required-ports-for-Adaptiva-are-open-
https://support.adaptiva.com/hc/en-us/articles/115002529406-How-To-Check-that-the-required-ports-for-Adaptiva-are-open-
https://support.adaptiva.com/hc/en-us/articles/360003097532-How-To-Create-a-Custom-Security-Role-with-Limited-Set-of-Perspectives
https://support.adaptiva.com/hc/en-us/articles/360003097532-How-To-Create-a-Custom-Security-Role-with-Limited-Set-of-Perspectives
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Cache Migration Tool

Overview

The Adaptiva OneSite Cache Migration Tool is designed to convert and copy content that is published in
Adaptiva OneSite but cached in non-Adaptiva form (such as a ConfigMgr Distribution Point), into the local
Adaptiva Client cache. This alleviates the need to download content a second time for use in the Adaptiva
Peer-to-Peer network.

The Cache Migration Tool can convert and copy content from the following locations:
B ConfigMgr 2012/Current Branch distribution point
B 1E Nomad™ client cache
B ConfigMgr client cache

B Altiris™ Notification Servers, Altiris™ Package Servers, Altiris™ Clients

How It Works

When the Cache Migration Tool is executed on an Adaptiva client, the following steps are performed:

B The client java component (JAR file) is extracted and put into the external folder under the
Adaptiva Client installation folder.

The Adaptiva Client service is restarted.

For each item in the cache a message is sent to the Adaptiva Server to see if that package is
published in Adaptiva OneSite.

B The server responds with a message to either Convert (if the package is published in Adaptiva) or
Abort. If the response is Convert, the content is converted and stored in the Adaptiva Client cache
of the machine it is run on. If the response is Abort, the log file can be examined for the reason
the content could not be migrated.

After all packages have been checked, the client JAR file is removed from the external folder.
The Adaptiva Client service is restarted.

Approximately 1 minute after the client has restarted, the OneSitePreCacheClient component lets
the Adaptiva Server know that the newly converted content is available from this client in the
Adaptiva P2P network.

Prerequisites

B The Adaptiva Client must be installed on the machine where the Cache Migration Tool is
executed, and enough disk space should be available to accommodate the content.

B The Cache Migration Tool should be executed with administrative rights.

Tool Location

The Adaptiva Cache Migration Tool is included in the Adaptiva OneSite download source, in the \Tools
folder, and is named CacheMigrationTool.exe.

Using the Cache Migration Tool

The tool can be distributed via a ConfigMgr package with an associated program or executed via
command line.
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CacheMigrationTool.exe -<source> [-paramaterl] [-parameter2]

Command Line Parameters

Parameter ‘ Description

Content Source

-dp2012 Used to migrate content from a Distribution Point where Adaptiva is
connected to an ConfigMgr 2012/Current Branch site.

-nomad Used to migrate content from a 1E Nomad™ client cache.

-sccmclient Used to migrate content from a ConfigMgr client cache.

-altirispackageserver Used to migrate content from an Altiris™ package server.

-altirisclient Used to migrate content from an Altiris™ client.

Additional Parameters

-p2p <#> Used to replicate migrated content to other peers in the local office. The
# value represents the number of clients where the content should be
replicated. This parameter requires that a source parameter be used.

Ex: CacheMigrationTool.exe -dp2012 -p2p 3

-delete Used to delete migrated content from the source cache.

NOTE: This option can only be used with the -nomad, -sccmclient,
-altirispackageserver, -altirisclient parameters.

Ex: CacheMigrationTool.exe -sccmclient -delete

-regenerate Used to regenerate previously migrated content from all contents found
and deletes an earlier generated copy. This parameter requires that a
source parameter be used.

NOTE: This option is generally not required and solves a specified
case for fixing contents generated by the Cache Migration Tool
prior to version 4.5.632.

Ex: CacheMigrationTool.exe -dp20@7 -regenerate

-revalidate Used to validate all existing content files in the Adaptiva Client cache.
Once executed, the tool will verify the hash is correct for all content and
remove any invalid or partial content.

NOTE: This option can be run independently and does not require
that a source parameter be used.

Ex: CacheMigrationTool.exe -revalidate

Migrating from an Altiris™ Notification Server

Cache migration is now supported from Altiris™ Notification Servers, Altiris™ Package Servers, and
Altiris™ Clients.
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Contact Adaptiva support (support@adaptiva.com) to obtain an OBEX file that contains an automated
workflow which will import all Altiris™ Software Releases into ConfigMgr Applications, and automatically

publish them in Adaptiva.

See the table above for the command line parameters used to migrate content from Altiris™ Package
Servers and Altiris™ clients.

Logging

When the cache migration executes on a client, the following logs document the process:

Log File
Client

' Location

Purpose

CacheMigrationTool.log

<AdaptivaClientInstalPathl>\Logs

Documents the
execution activity of the
Cache Migration Tool.

CacheMigrationClient.log

<AdaptivaClientInstallPath>\Logs\componentlogs

Tracks the activity of
the Cache Migration
Tool as it works with
the local content.

Server

Adaptiva.log

<AdaptivaServerinstallPath>\Logs\

Displays the
communication from
the client running the
Cache Migration Tool
as well as the
validation of each item
being migrated.
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Appendix A: Adaptiva Logs

Server Logs

Log File Name ‘ Log File Description

Default Folder: <drive>\Program Files\Adaptiva\AdaptivaServer\logs

adaptiva.err Records any errors during the running of the AdaptivaClient service
adaptiva.log Records almost all data regarding AdaptivaClient service
AdaptivaNativeUtils.log AdaptivaServer to windows access logging

AdaptivaServerNativeUtils.log | AdaptivaServer to windows access logging

AdaptivaService.log AdaptivaServer service start/stop logging

AdaptiveProtocolTransport.log | AdaptivaServer data transfers using Adaptive Protocol

messagingMonitor.log Logs all RVP advertisements

Ntimauth.log Logs communications using NTLM

sqlMonitor.log Monitors the size of specific tables

VCDiff.log Use of Visual C++

Default Folder: <drive>\Program Files\Adaptiva\AdaptivaServer\logs\ComponentLogs

BlobServer.log Logs the creation of blobs for Office 365 update content
ByteLevelP2PPublisher.log Logs the Bob ranges when using Byte Level publishing for Office 365 update
RelayDetailed.log CDoer::Ir:d logging for Relay connectivity and Security protocols on HTTP.

RelayDetailed are the previous HttpTransport, Security, and Relay logs
combined into one file. This includes detailed error messages with stack traces
as well as verbose logging for tracing requests end to end.

RelaySimple.log Provides an overview of handshakes and HTTP messaging from a more
conceptual standpoint. Instead of logging through the train of classes and
method executions involved in the process, it is intended simply to say the
handshake completed successfully. It can be used to confirm that the system is
working as intended, or that something broke and the detailed logs may need

digging through.
Utils.log Logs communication to ConfigMgr Site Control File
Client Logs
Log File Name Log File Description

Default Folder: C:\Program Files (x86)\Adaptiva\AdaptivaClient\logs

adaptiva.err Records any errors during the running of the AdaptivaClient service

adaptiva.log Records almost all data regarding AdaptivaClient service

AdaptivaNativeUtils.log | AdaptivaClient to windows access logging

AdaptivaRemotelnstall | Intune application content download and install logs
Log.log
AdaptivaService.log AdaptivaClient service start/stop logging

AdaptivaServiceRestar | AdaptivaServiceRestart.exe logging, used mostly by AdaptivaClient Setup during install
t.log or upgrades
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AdaptiveProtocolTrans
port.log

AdaptivaClient data transfers using Adaptive Protocol

jvmhook.log

For developer use only, this log will only be used by Adaptiva Support

messagingMonitor.log

Logs all RVP advertisements

OneSiteProvider.log

Logs activity of the ConfigMgr Client and the Adaptiva Client ACP and vice-versa for 32-
bit OSes

OneSiteProvider64.log

Logs activity of the ConfigMgr Client and the Adaptiva Client ACP and vice-versa for 64-
bit OSes

sglMonitor.log

Call to SQL logging

Default Folder: C:\Prog

ram Files (x86)\Adaptiva\AdaptivaClient\logs\componentLogs

ActionExec.log

Logs activity for action executions

ARPDiscovery.log

Not used

BlobSystem.log

Logs for internal system used for blob downloads

BulkMessaging.log

Logs activity related to extremely fast new P2P messaging system

CacheMigrationClient.|
09

Records activity of the cache migration tool

ChildJvm.log Logs activity for child VMs created for scan executions
CHSClient.log Records activity of the Client health modules
Clientinfo.log Client registration with server and Client IP address in use for communication logging

Configuration.log

Client system configurations changes logging

ContentCache.log

AdaptivaClient cache state logging

ContentDeleter.log

Logs activities of Adaptiva Client content deletion

ContentDownload.log

Logs all content downloads

ContentLockManager.|
0g

Logs activity related to P2P locking done during content downloads

ContentPush.log

Content pre-staging/push logging

ContentUnpack.log

Content unpacking logging

ContentUpload.log

Content uploads from client to client

DataFlow.log Datapipe logs

EVM.log Evolve VM generic logs

FileDeletion.log Logs all Adaptiva file deletion requests (non-content)
GPClient.log Green Planet client logging

HttpTransport.log

Client HTTP transport logs. HttpTransport is used when client binds to Adaptiva Server
URL

InternetPeer.log

Contains details about communication for an internet client. It can be a pure internet or
split internet client. This contains details about behaviors and protocols for internet
client.

Inventory.log

AdaptivaClient inventory collection and reporting logging

LargeMsgTransport.log

Logs related to AdaptiveTransport for messages

License.log

Records the status of the client license

Locking.log

General concurrent locking logs

MemoryCache.log

Logs related to CachedHashMap

MemoryManager.log

Current client memory state and changes logging

Messaging.log

Messaging ports start and stop logging

NetworkLocation.log

Contains details about current network location for this client. It can be one of these
(ON_PREMISES,ON_PREMISES_SPLIT,INTERNET,FORCED_TUNNEL_VPN,SPLIT_
TUNNEL_VPN,UNKNOWN)
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ObjectDeployment.log

Adaptiva object deployment system logs

OEMManager.log

Logs related to 3rdParty OEM integrations (e.g. VMware)

OfficeLockManager.log

Logs related to Office level locking used in advanced functions. (e.g. in IntelliStage)

OneSiteDownload.log

ConfigMgr client ACP invocation and downloads logging

OneSitePreCache.log

Content pre-caching logging

P2PDiscovery.log

Logs related to P2P discovery

P2PStore.log

Logs related to client’s local P2P store

PolicyManager.log

Policy operations and processing logging

PXE.log

Records PXE service availability and communication

ReglPC.log

Logs activity related to IPC using windows registry

RelayDetailed.log

Detailed logging for Relay connectivity and Security protocols on HTTP. RelayDetailed
are the previous HttpTransport, Security, and Relay logs combined into one file. This
includes detailed error messages with stack traces as well as verbose logging for
tracing requests end to end.

RelaySimple.log

Provides an overview of handshakes and HTTP messaging from a more conceptual
standpoint. Instead of logging through the train of classes and method executions
involved in the process, it is intended simply to say the handshake completed
successfully. It can be used to confirm that the system is working as intended, or that
something broke and the detailed logs may need digging through.

RemediationExec.log

Logs related to execution of remediations on the client

RemoteWorkflowExec
ution.log

Logging for remote workflow execution using tool foundry

RVPOSDSupporter.log

Records RVP content requests for clients executing OSD

RVPState.log

Displays RVP state for the local subnet

SCCMClient.log

Records interactions with the local ConfigMgr client

SCCMDataUpload.log

ConfigMgr client data upload management logging

SCCMPolicyPolling.log

ConfigMgr client policy polling management logging

Scheduler.log

AdaptivaClient scheduler

Security.log

Records the updating of ACLs

SentRecvMsg.log

Logs all messaging between client-server and client-client

ServerLocator.log

Logs activity related to server binding, connectivity

SmallMsgTransport.log

Logs related to small UDP messages

SQLAccess.log

Logs local client database activity

Startup.log Startup and shutdown logging for AdaptivaClient

TFTP.log Records TFTP communications for boot image file delivery during PXE boot
Utils.log Generic utility logs

VirtualSMP.log Logs virtual state migration point activities

WIFl.log WiFi office transition logging

WOL.log Logs related to any Wake On LAN activity

WorkflowSystem.log

Any workflow related logs

Default Folder: C:\Program Files (x86)\Adaptiva\AdaptivaClient\logs\workflowlogs

WorkflowName.log

All Client workflows execution logging
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Appendix B: Installing the App — What
Does the User See?

ConfigMgr

ConfigMgr can deploy several different types of content. Packages, Applications, Software Updates, and
Task Sequences which can include all of those plus driver packages and OS images or upgrades.
Adaptiva can download all these content types. How ConfigMgr determines if a download is required is
different for Applications and Software Updates then for the rest.

Content must be deployed (or advertised) to a client device by that device being in a collection. When the
collection membership changes, Adaptiva, if Policy Bandwidth management has been enabled, will notify
the clients they need to request a machine policy refresh. Otherwise ,clients will check in at their policy
polling interval (default is every 60 minutes).

If the deployment was set to Required, then the client will be notified to begin download immediately after
the policy becomes available. If the deployment was set to Available, then the end-user will be able to
initiate the installation at their leisure by selecting the app in Software Center.
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Click on Install to initiate the download and installation of the application
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For applications, they have a detection method to determine if the application is already installed. That
will be run first. If it is found that the application is not installed, only then will the content be downloaded.
For software updates, they will only show up in Software Center if they are applicable to be installed on
the machine. For packages and task sequences, they will display in Software Center if the computer is in
the collection that has the package or TS deployed.

Let’s look at the logs that are used during this process.

Tracing the installation in the logs

It is important to understand what is happening in the logs if there is a problem during deployment so that
it can be traced back to find a solution.

The following documentation can be used for additional information on the ConfigMgr processes:

Applications: https://docs.microsoft.com/en-us/mem/configmgr/apps/understand/app-deployment-
technical-reference

Software Updates: https://docs.microsoft.com/en-us/troubleshoot/mem/configmgr/troubleshoot-software-
update-deployments

When troubleshooting an application or package deployment, the following information is helpful:

Package ID: When deploying an application, the Package ID can be obtained from the Monitoring
workspace, Distribution Status, Content Status

For Applications, also obtain:
Content ID: Look in the Deployment Types tab of the Application
For this example:

Package ID: PUYOOOOE
Content ID: Content_efblc4db-01fd-4cc3-972e-62f62bd652a2
1. For application deployments, start with AppDiscovery.log in C:\Windows\CCM\Logs to confirm the
detected application needs to be downloaded. Search for the Content ID. The Content ID is
highlighted in yellow. If the application is already installed, then nothing will be downloaded.

Entering ExecQueryAsync for query "select * from CCM AppDeliveryType where
(AppDeliveryTypelId = "Scopeld D0D32342-8317-43E5-AT7F0-

659C31121CBF/DeploymentType 1d74b65c-bbal-4035-9e08-fddf80efc75d" AND Revision = 2)"
Performing detection of app deployment type Configuration Manager Support Center -

Windows Installer (*.msi file) (ScopeId D0D32342-8317-43E5-A7F0-
659C31121CBF/DeploymentType_1d74b65c—bba1—4035—9e08—fddf80efc75d, revision 2) for system.
+++ MSI application not discovered [MSI Product Code: {79C523EC-042E-420F-83FB-
4CDB6B85CE15}, MSI Product version: ]

+++ Did not detect app deployment type Configuration Manager Support Center - Windows
Installer (*.msi file) (ScopelId D0D32342-8317-43E5-A7F0-

659C31121CBF/DeploymentType 1d74b65c-bbal-4035-9e08-fddf80efc75d, revision 2) for system.
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ActionType - Install will use Content Id: Content efblc4db-01fd-4cc3-972e-62f62bd652a2 +
Content Version: 1 for AppDT "Configuration Manager Support Center - Windows Installer
(*.msi file)" [Scopeld D0D32342-8317-43E5-A7F0-659C31121CBF/DeploymentType 1d74b65c-bbal-
4035-9e08-£fddf80efc75d], Revision - 2

For Packages, open ExecMgr.log and search for the Package ID
Requesting content from CAS for package PUY00019 version 2
Successfully created a content request handle {C546A5B5-CCOF-4C4D-8AD4-4EEC5F72068C} for the package
PUY00019 version 2
2. Open ContentTransferManager.log. For each content download request, a unique Job ID is

assigned by the Content Transfer Manager (CTM). Search for the Content ID (for applications) or
Package ID (for packages). The CTM Job ID is highlighted in blue. CTM will request the content
location from CAS. If the CAS returns a Distribution Point, the download request will go forward. If
no DP is returned, the CTM job will be suspended.
Persisted locations for CTM job {82B363D5-3655-4A72-B2A1-4066BABOEEFD} :

(BOUNDARYGROUP) http://dpname.domain.com/SMS DP SMSPKGS$/Content efblc4db-01fd-
4cc3-972e-62£62bd652a2 . 1

(BOUNDARYGROUP) http://dpname.domain.com/NOCERT SMS DP_SMSPKGS/Content efblcddb-
01fd-4cc3-972e-62£62bd652a2.1 (BOUNDARYGROUP)
https://Dpname.domain.com/CCMTOKENAUTH SMS DP_SMSPKGS/Content efblc4db-01fd-4cc3-972e-
62£62bd652a2.1

3. CTM then looks for registered download providers. If OneSite is registered, there will be a
reference to AdaptivaOneSite

CCTMJob:: TryNextProvider - Modifying provider to |[JHGEpEIVEONEoMEel with CLSID
'{6822CB84-DBAF-4431-8EDC-42COBCFETE3F} "'

Calling ACP with ICcmAlternateDownloadProvider interface.

4. The request now goes to Adaptiva. Those logs can be found in C:\Program Files
(x86)\Adaptiva\AdaptivaClient\Logs. The first Adaptiva log will be the OneSiteProvider.log
(OneSiteProvider64.log on 64-bit machines). Search for the Content ID/Package ID or the CTM
Job ID. If the Content ID/Package ID, listed as Content id, and CTM Job ID, listed as Notify data
are present in OneSiteProvider.log, it means Adaptiva OneSite has successfully received the
Content download request from the ConfigMgr client. Also, notice the Local path. This will be
where the unpacked contents will be copied to.

DownloadContent () : 794: Line: 0O: Entry OneSiteProvider.cpp
DownloadContent (): 794: Line: 28: Content id: Content efblc4db-01fd-4cc3-972e-
62f62bd652a2 OneSiteProvider.cpp

DownloadContent () : 794: Line: 44: Remote path:

http://dpname.domain.com/SMS DP_SMSPKG$/Content efblc4db-01fd-4cc3-972e-62f62bd652a2.1
OneSiteProvider.cpp

DownloadContent () : 794: Line: 52: Local path: C:\WINDOWS\ccmcache\dy
OneSiteProvider.cpp
DownloadContent () : 794: Line: 68: Notify data: {82B363D5-3655-4A72-B2A1-4066BABOEEFD}

OneSiteProvider.cpp
5. Back in the ContentTransferManager.log, CTM will then initiate the content download request to
the Data Transfer Service (DTS), which will be handed off to Adaptiva. Copy the DTS Job ID, in

CTM job {82B363D5-3655-4A72-B2A1-4066BABOEEFD} (corresponding DTS job {[CHENDCEIEENcE

}) started download from
'http://dpname.domain.com/SMS DP_SMSPKG$/Content efblc4db-01fd-4cc3-972e-62f62bd652a2.1"
for full content download.

6. Next, the request can be found in OneSiteDownload.log in the componentlogs folder. Search this
log for the DTS Job ID

INFO - DownloadContent is received in OneSiteMessage for jobID [{
}] - OneSiteContentDownloader - TID=128, ReceivingTask: Sender Id =
[/127.0.0.1]
INFO - No OneSiteJob is found for JobID [{illBCESEEISSCEIES0DCIANEEOERNg)) -
OneSiteContentDownloader - TID=128, ReceivingTask: Sender Id = [/127.0.0.1]
7. Then, Notice that Adaptiva has created a New Request to download the content. We can also

see the Package ID being referenced. This is highlighted in gray with the full Adaptiva Content ID

INFO - OneSiteJob's status is updated to STATUS NEW REQUEST for jobID [{
}1, SccmContentID [Content efblc4db-01fd-4cc3-972e-62f62bd652a2],
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SccmContentVersion [1] - OneSiteContentDownloader - TID=128, ReceivingTask: Sender Id =
[/127.0.0.1]

INFO - Created OneSiteJob for JobID [{ }] from
OneSiteMessage [OneSiteJob [{ }], NotificationData

[{82B363D5-3655-4A72-B2A1-4066BABOEEFD}] status [0], SccmContentID [Content efblc4db-
01fd-4cc3-972e-62f62bd652a2], SccmContentVersion [1], LocalPath [C:\WINDOWS\ccmcache\dy],
RemotePath [http://dpname.domain.com/SMS DP SMSPKG$/Content efblc4db-01fd-4cc3-972e-
62f62bd652a2.1], NotifyEndPoint [direct:CTMDTSReplyl]l, SccmTimedOut [2419200],
SccmChunkSize (bytes) [52224], SccmFlags [4195590], SccmProviderData
[AdaptivaGlobalSettings], SccmPackageData [<Data>APP</Data>] and status
[STATUS NEW REQUEST] and SccmNotifyErrorOccured [false]] - OneSiteContentDownloader -
TID=128, ReceivingTask: Sender Id = [/127.0.0.1]

INFO - Successfully Sent OneSiteContentRequest message for JobID [{_
}1 and AdaptivaContentID

[AppSContent efblcd4db 01fd 4cc3 972e 62f62bd652a2] and SccmContentRequestedVersion [1] -

OneSiteContentDownloader - TID=128, ReceivingTask: Sender Id = [/127.0.0.1]

INFO - Notify Progress to SCCM Client for JobID [{

EIASEOERNNE ) sccM ContentId [Content efblcd4db-01fd-4cc3-972e-62£62bd652a2], SCCM Content
Version [1], NotificationData [{82B363D5-3655-4A72-B2A1-4066BABOEEFD}], TotalBytes [0],
BytesTransfered [0], TotalFiles [0], FilesTransfered [0] - OneSiteContentDownloader -
TID=128, ReceivingTask: Sender Id = [/127.0.0.1]

INFO - Using AdaptivaContentID: AppS$PUYO0000E$16779293, for JobID: {
} - OneSiteContentDownloader - TID=131, ConsumerTask: Sender Id = [0],
Retry Level : 0

8. Open ContentDownload.log and search for the DTS Job ID. The DTS Job ID is used to create the
Session ID. Also, notice the Adaptiva Content ID.

INFO - Invoking downloadContent for session
and contents : [AppSPUY0000E$16779293] - ContentDownloader - TID=131,
ConsumerTask: Sender Id = [0], Retry Level : 0O

INFO - Write locks acquired for for session :
and contents : [AppSPUY0000E$16779293] - ContentDownloader - TID=131,
ConsumerTask: Sender Id = [0], Retry Level : 0O

INFO - Cleared lan/wan cost content session:
_ - ContentDownloader - TID=131, ConsumerTask: Sender Id = [0], Retry Level
0

INFO - Added content name mapping: Adaptiva content for contentlId
[App$SPUY0000ES16779293], ID: AppSPUYO000ES$16779293 - ContentDownloader - TID=131,
ConsumerTask: Sender Id = [0], Retry Level : 0O

9. The download starts. Notice the Network Location Type.

INFO - Started download for : App$PUY0000ES$16779293 - ContentDownloader - TID=131,
ConsumerTask: Sender Id = [0], Retry Level : 0

INFO - Write locks released for for session

and contents : [AppS$SPUY0000E$16779293] - ContentDownloader - TID=131,
ConsumerTask: Sender Id = [0], Retry Level : 0
INFO - ContentPublicationData: [ Content Version: 5, isExpedited: false, isEncrypted:

false, isCompressed: true, SizeOflatestVersion: 4883879, SizeOfOldVersion: 0, SizeOfDiff:
0, SizeOfUnpackedVersion: 5230592, TotalUnpackedFilesCount: 1, RepublishedContent: true,
publishedUnchanged: false, actualFileName: null, isLocalContent: false, Nh: false],
GlobalContentVersion: 1], ContentFriendlyName: Adaptiva content for contentId
[AppS$SPUY0000E$16779293]11, ContentTypeFlags: 8]], ContentDownloadSettings
[120;false;false;false;com.adaptiva.transport.BGTransport;34750;com.adaptiva.transport.FG
Transport;34760;360000;360000;2419200000; false] - StateTransitionProtocol - TID=133, STP-
SessionHandle= DiSSIECSICINPOSSRISSCEISSODCHSAIMSHORANRY) , Content
Id=[AppS$SPUY0000E$16779293]

INFO - Current network location type: [ON PREMISES] - StateTransitionProtocol - TID=133,

STP-SessionHandle=[ 1, Content
Id=[AppS$SPUY0000ES$16779293]
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10.

INFO - Download preference: Download preferences: LocalOffice: true, Internet peers:
false, CDN: false, ParentOfficeHierarchy: true, for LocationType: ON PREMISES -
ContentSystemUtils - TID=133, STP-SessionHandle=|[

], Content Id=[App$PUY0000ES16779293]

Open the log SentRecvMsg.log, the normal election process is held, does anyone have this
content? Highlight or filter the Adaptiva Content ID

INFO - Attempting to send (WiFi): Receiver ID: -1, Receiver IP: null, Msglen: 643,
Correlation ID = 604182 port: 34329, transport:
com.adaptiva.transport.WiFiUDPTransport@5d8af3, Message :Name of the message:
P2PDiscoveryRequest, Sender ID: 12, Receiver ID: 1, Queue ID: 1, CORRELATION ID: 0,
ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO: 1, REPLY TO IP: null, IS
REPLY: false, PREF TRANSPORT: 0, RECV TRANSPORT: 2, Attribute count: 23Attribute names
and their values: Name: RequestID ,Value: 51539607553; Name: NoOfConditions ,Value: 4;
Name: FieldIDO ,Value: 1; Name: Operator0O ,Value: 1; Name: ValueO ,Value: Content; Name:
CaseInsensitiveO ,Value: 1; Name: FieldIDl ,Value: 2; Name: Operatorl ,Value: 1; Name:
Valuel ,Value: AppSPUY0000E$16779293; Name: CaselInsensitivel ,Value: 1; Name: FieldID2
,Value: 3; Name: Operator2 ,Value: 1; Name: Value2 ,Value: 5; Name: Caselnsensitive2
,Value: 1; Name: FieldID3 ,Value: 4; Name: Operator3 ,Value: 4; Name: Value3 ,Value: O;
Name: Caselnsensitive3 ,Value: 1; Name: MaxResponses ,Value: 4; Name: SpreadDuration
,Value: 4000; Name: NewVersion ,Value: ; Name: SERVER GUID ,Value: 8efe3c8a-9aac-llea-
97£0-00155d0ale8a; Name: WiFi ,Value: ; - SendingThread - TID=138, SendingThread:
[Receiver Id= -1]

NOTE: This is in a WiFi-configured Location. In a wired/Default-configured
Location, it would read: nro - Attempting to send (Broadcast): Receiver ID: -1, Receiver IP:

null, .

11.

12.

13.

14.

Now back in ContentDownload, filter on Content download progress. Notice where it is
downloading from. It might be across the LAN or across the WAN (filter on AN$), it might be
across the INTernet or from the CDN (filter on INT$ or CDNS$).

INFO - Content download progress percentage notification. ContentId
:AppSPUY0000ES$16779293, Content version: 5, Current download type: 0, percentage: O,
download source: WAN$10.151.2.51, Lan download(in bytes): 0, Wan download(in bytes): 1024
- StateTransitionProtocol - TID=33, Polling Thread

INFO - Content download progress percentage notification. ContentId
:AppSPUY0000ES$16779293, Content version: 5, Current download type: 0, percentage: 100,
download source: WAN$10.151.2.51, Lan download(in bytes): 0, Wan download(in bytes) :
4883879 - StateTransitionProtocol - TID=33, Polling Thread

Finally, ContentDownload marks the download as complete and releases the RVP locks

INFO - Content Download Completed called for Content Id: AppS$SPUY0000ES$16779293.. Content
Version : 5..Status Code : 0.. String message :null - ContentDownloader - TID=133, STP-
Sessionfandlc- [ PHESNESSIGNNDORISRRSECRAEODODSANSRORAINGN ), Content
Id=[AppS$SPUY0000ES16779293]

INFO - release/cancel locks in case they were held and not released - ContentDownloader -
TID=133, STP-SessionHandle- | iSHECsIOMNIPeSISNRISSCEISSIPOPSANISEORANRY) . Content
Id=[AppSPUY0000ES$16779293]

The downloaded content is checked against its hash which it gets from the Adaptiva server.
INFO - Verifying content : C:\AdaptivaCache\App$PUY0000E$16779293.5.content, Content Id :
AppSPUY0000ES$S16779293, Content version : 5, Diff : false - ContentDownloader - TID=133,

STP-SessionHandle=[OneSite${6117DCB7-FF18-CB4B-0DCD-A1743F0EA112}], Content
Id=[App$SPUY0000ES$16779293]

INFO - Computing hash for file: C:\AdaptivaCache\App$PUY0000E$16779293.5.content -
ContentSystemUtils - TID=133, STP-SessionHandle=[
], Content Id=[App$PUY0000ES16779293]

INFO - Verified secure hash for content : App$PUY0000ES$16779293 - ContentDownloader -
TID=133, STP-SessionHandle=|DNEENESSNGINIDORISERIESCEASSOPODSAIMSRORAINGN  , Contont
Id=[AppSPUY0000ES$16779293]

It then unpacks the content to the ccmcache folder that was specified in OneSiteProvider[64].

INFO - Unpacking content for session : -
ContentDownloader - TID=133, STP-SessionHandle=|[

], Content Id=[App$PUY0000ES16779293]
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15.

16.

17.

18.

19.

INFO - Content unpacking successful for session :
ﬂDownloader - TID=133, STP-SessionHandle=]

], Content Id=[App$PUY0000ES$16779293]

INFO - set LastUnpackedFolderPath in contentState to: C:\WINDOWS\ccmcache\dy\, taken from
session - ContentDownloader - TID=133,
STP-SessionHandle=[ ], Content
Id=[App$PUY0000ES16779293]
Then the completed download request notification is shown. This status is then sent to the

OneSiteDownload.log

INFO - Content download completed for content ID : AppS$PUYO0000ES$16779293, for session
handle - ContentDownloader - TID=133,
STP-SessionHandle=[ ], Content

Id=[App$SPUY0000ES$16779293]

INFO - Sending notification: NotificationEvent

<NotificationType:ContentDownloadProgress><NotificationQualifier : SHCoHEcOIONIIDCEEEIon

><Value:[Ljava.lang.String;@1b940bc -
ContentSystemNotificationSender - TID=8, AdaptivaTimer - SystemlLifetimeManager.
ExecutingTask-ContentSystemNotificationSender$ContentNotificationSenderTask

And back in OneSiteDownload.log we see the receipt of the notification and where the content
was unpacked to and then sending the notification back to CTM:

INFO - ContentDownloadCompleted notification is received by OneSiteContentDownloader for
Sessionld [FHCSHESEIINDCEEENISSCEIES0DCISAMSEUEANIZN - oneSiteContentDownloader -
TID=8, AdaptivaTimer - SystemLifetimeManager. ExecutingTask-
ContentSystemNotificationSender$ContentNotificationSenderTask

INFO - Content download Result status is [0] and statusMessage [c:\windows\ccmcache\dy ]
for jobID [ {EDCEIEEEIEECEIEN0PCOSAIMSEOEAIE ) | - oneSiteContentDownloader - TID=8,
AdaptivaTimer - SystemLifetimeManager. ExecutingTask-
ContentSystemNotificationSender$ContentNotificationSenderTask

INFO - Content is successfully downloaded for SCCM ContentID [Content efblc4db-01fd-4cc3-
972e-62f62bd652a2, SCCM Content Version [1] for JobID [{

}] - OneSiteContentDownloader - TID=8, AdaptivaTimer - SystemLifetimeManager.
ExecutingTask-ContentSystemNotificationSender$ContentNotificationSenderTask

INFO - Notify Success to SCCM Client for JobID [ { GBS EEIEECEIES0PCOSANASEOEANS | |
and NotificationData [{82B363D5-3655-4A72-B2A1-4066BABOEEFD}], SCCM ContentId

[Content efblc4db-01fd-4cc3-972e-62f62bd652a2], SCCM Content Version [1] -
OneSiteContentDownloader - TID=8, AdaptivaTimer - SystemLifetimeManager. ExecutingTask-
ContentSystemNotificationSender$ContentNotificationSenderTask

INFO - OneSiteJob's status is updated from [STATUS CONTENT DOWNLOAD STARTED] to
STATUS_DOWNLOAD SUCCESSFULLY COMPLETED for jobID [ (GiliDCEimnlscEiEm0Dcnsaliismonaig ) |
SccmContentID [Content efblc4db-01fd-4cc3-972e-62f62bd652a2], SccmContentVersion [1] -
OneSiteContentDownloader - TID=8, AdaptivaTimer - SystemLifetimeManager. ExecutingTask-
ContentSystemNotificationSender$ContentNotificationSenderTask

Back in ContentTransferManager.log, ConfigMgr receives the download status:

CTM job {82B363D5-3655-4A72-B2A1-4066BABOEEFD} successfully processed
download completion.
ConfigMgr will check the content against its hash. This can be seen in the CAS.log

Download completed for content Content efblc4db-01fd-4cc3-972e-62f62bd652a2.1 under
context System

Computed hash: 0F4B041F96809359ABEA2F13196A84A8B99D3EC31C42E5CICI92E91DB57A0D465

Hash verification succeeded for content Content efblcd4db-01fd-4cc3-972e-62f62bd652a2.1
downloaded under context System

For applications, in AppEnforce.log, the installation command can then be seen and the exit code

result from the installation. For this, the Deployment Type name is required.
+++ Starting Install enforcement for App DT "Configuration Manager Support Center -
Windows Installer (*.msi file)" ApplicationDeliveryType - Scopeld D0D32342-8317-43E5-

ATF0-659C31121CBF/DeploymentType 1d74b65c-bbal-4035-9e08-fddf80efc75d, Revision - 2,
ContentPath - C:\WINDOWS\ccmcache\dy, Execution Context - System
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Intun

Performing detection of app deployment type Configuration Manager Support Center -
Windows Installer (*.msi file) (ScopelId D0D32342-8317-43E5-A7F0-
659C31121CBF/DeploymentType 1d74b65c-bbal-4035-9e08-fddf80efc75d, revision 2) for system.
+++ MSI application not discovered [MSI Product Code: {79C523EC-042E-420F-83FB-
4CDB6B85CEL15}, MSI Product version: ]

App enforcement environment:

Context: Machine
Command line: msiexec /i "supportcenterinstaller.msi" /gn
Content path: C:\WINDOWS\ccmcache\dy Working directory:

Prepared working directory: C:\WINDOWS\ccmcache\dy
Found executable file msiexec with complete path C:\WINDOWS\system32\msiexec.exe

Prepared command line: "C:\WINDOWS\system32\msiexec.exe" /i
"supportcenterinstaller.msi" /gn /gn
Valid MSI Package path = C:\WINDOWS\ccmcache\dy\supportcenterinstaller.msi

Process 7396 terminated with exitcode: 0

For packages, that will be in ExecMgr.log, continue to use the Package ID

Execution Request for advert package PUY00019 program Install Per System state change
from Ready to NotifyExecution

Successfully selected content location C:\WINDOWS\ccmcache\e7

Executing program as a script

Successfully prepared command line "C:\WINDOWS\ccmcache\e7\ChromeSetup.exe"

Command line = "C:\WINDOWS\ccmcache\e7\ChromeSetup.exe", Working Directory =
C:\WINDOWS\ccmcache\e7\

Running "C:\WINDOWS\ccmcache\e7\ChromeSetup.exe" with 32bitLauncher

Created Process for the passed command line

Raised Program Started Event for Ad:PUY20003, Package:PUY00019, Program: Install Per
System

Program exit code 0

e

When the app created is targeted as Available to a group of user accounts, the Company Portal is then

used to

1.
2.

3.

request the installation of the app.

Log into the device with your Azure AD Account
Open the Company Portal
Notice the app created earlier is now listed under Newest apps

Nawest apps show s

-

SepportCarse

(Reey

31l

0

Click on the app. The description, company information, etc. is visible to the end-user.

App details

£ SupportCenter
= Mot
]
f;
- twst
-

) Onermen
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4. Click on Install. The display will update to show Download pending

Commry Hotel

App detais

| % o Drviad poe s n)

SupportCanter

5. Toast notifications will also be displayed

B Microsoft Intune software distribution

% Microsoft Intune software distribution

W En s

6. When the installation has completed

Adaptive Protocols Inc

Newsst apps

s [

& e

Tracing the installation in the logs

It is important to understand what is happening in the logs if there is a problem during deployment so that
it can be traced back to find a solution.

The following documentation can be used for additional information:

https://docs.microsoft.com/en-us/mem/intune/apps/troubleshoot-app-install

1. The first communication is with the Intune Management Extension. The
IntuneManagementExtension.log is found here:
C:\ProgramData\Microsoft\IntuneManagementExtension\Logs

It will be helpful to have the name of the app

The managed client will check in about every hour.

[Proxy Poller] Proxy polling thread starts.
Or if this is an Available deployment, the user clicks on the app to install
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[Win32App] Received the signal.
2. The policy for the app is retrieved from Intune

[Win32App] —————=—————————— === application poller
starts. ——————mmmmm e
Get policies = [{"Id":"

", "Name":" ", "DetectionRule":" [{\"DetectionType\":1,\"DetectionTe

xt\" : \"{\\\"ProductCode\\\":\\\"{79C523EC-042E-420F-83FB~

4CDB6B85CELIS I \\\", \\\"ProductVersion\\\":null, \\\"ProductVersionOperator\\\":0}\"}]1", "Ver
sion":1,"Intent":1,"InstallCommandLine":"SupportCenter.exe -
i","UninstallCommandLine":"SupportCenter.exe -

u", "RequirementRules":" {\"RequiredOSArchitecture\":3, \"MinimumFreeDiskSpaceInMB\":null, \"
MinimumWindows10BuildNumer\":\"10.0.14393\", \"MinimumMemoryInMB\" :null, \"MinimumNumberOfP
rocessors\":null, \"MinimumCpuSpeed\":null, \"RunAs32Bit\":false}", "ExtendedRequirementRule
s":"[]1","InstallEx":"{\"RunAs\":1, \"RequiresLogon\":true, \"InstallProgramVisibility\":3,\
"MaxRetries\":3,\"RetryIntervalInMinutes\":5, \"MaxRunTimeInMinutes\":60, \"DeviceRestartBe
havior\":1}","ReturnCodes":" [{\"ReturnCode\":0,\"Type\":1}, {\"ReturnCode\":1707,\"Type\":
1}, {\"ReturnCode\":3010,\"Type\":2}, {\"ReturnCode\":1641,\"Type\":3}, {\"ReturnCode\":1618
,\"Type\":4}]", "AvailableAppEnforcement”:0, "SetUpFilePath":"SupportCenter.exe", "ToastStat
e":0,"Targeted":1, "FlatDependencies":null, "MetadataVersion":3,"RelationVersion":0, "Reboot
Ex":{"GracePeriod":-1, "Countdown":-1, "Snooze":-
1},"InstallBehavior":0,"StartDeadlineEx":{"TimeFormat":"","StartTime":"\/Date (-
62135596800000) \/", "Deadline":"\/Date (-

62135596800000) \/"}, "TargetType":0, "RemoveUserData":false, "DOPriority":1}]

[Win32App] ExecManager: processing targeted app (name='BUPPOLtCentes', id='04f1566f-966f-
4213-95d7-7f3bb5887ec4 ') with intent=1 for user session 0

3. We see the deployment starting. The detection rule is evaluated to determine if the app is already
installed and should this content even be download? Notice the app was not detected as installed

[Win32App] ===Step=== Detection rules
[Win32App] Completed detectionManager SideCarProductCodeDetectionManager,
applicationDetectedByCurrentRule: False

Requirements are checked

[Win32App] ===Step=== Check applicability

[Win32App] applicationRequirementMetadata.RequiredOSArchitecture is 0 or 3, skip check.
[Win32App] applicationRequirementMetadata expected version: 10.0.14393, client version:
10.0.18362, applicability: Applicable.

The Requirements are met, so download the content — this is the 80KB .intunewin file

[AppStatusMgr] downloadTime is 1/1/0001 12:00:00 AM

[Win32App] ===Step=== Download

[Win32App] Downloading app on session 0. App:

[Win32App] DownloadType = 2, DownloadUrl = http://swdal02.manage.microsoft.com/da30dl5a-
2bb8-4bd7-8c57-e415d1006c7d/72605£a4-d998-4608-b95¢c-338aff4cellc/5367031b-38ab-4985-b28c~
3e34ced5fce2.intunewin.bin

[Win32App] Downloaded file size 80,337.00

[Win32App] Start unzipping.

[Win32App] Unzipping file on session 0 from C:\Program Files (x86)\Microsoft Intune
Management Extension\Content\Staging\ 1\04f1566f-
966f-4213-95d7-7£3bb5887ec4 1.zip to C:\Windows\IMECache\

7£30b5887ecd_:

It was downloaded successfully, now run the command line. This is the command line provided in
Intune. It will trigger the download from Adaptiva.

[Win32App] ===Step=== ExecuteWithRetry

[Win32App] ===Step=== InstallBehavior RegularWin32App, Intent 1, UninstallCommandLine
SupportCenter.exe -u

SupportCenter.exe -1i

[Win32App] SetCurrentDirectory: C:\Windows\IMECache\(dEIS66ET066E=4213=0567

1
[Win32App] Launch Win32AppInstaller in machine session
[StatusService] Saved AppInstallStatusReport for user <user guid> for app JAEISEEE=96EES
in the StatusServiceReports registry.
[Win32App] Installer process timeout milliseconds: 3600000.

4. This will now invoke Adaptiva to locate and download the content.
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Let’s finish with this log

[Win32App] Installation is done, collecting result
[Win32App] 1pExitCode 0
[Win32App] lpExitCode is defined as Success

Validate it was installed per the Detection rules

[Win32App] ===Step=== Detection rules after Execution
[Win32App] Completed detectionManager SideCarProductCodeDetectionManager,
applicationDetectedByCurrentRule: True

The staging folder is cleaned up
Cleaning up staged content C:\Windows\IMECache\4EIS6EETI6EET4213=05a7=7E30b5887ec4 1

The download time is calculated, and the content is kept in the cache

[AppStatusMgr] downloadTime is

[Win32App] app result (id - DAEISEEESOGEE=IPNS=O5AT=TESPE588Ieed, version = 1) is
different from cached one, save to cache.

[Win32App] ———————— === - application poller
stopped. --—-----—---—-----—--—————————————— - ————

5. When Adaptiva takes over, start with the following log:
AdaptivaRemotelnstallLog.log

It is also important to know the content id. This will be IntuneP2Papp$<appname>. It is
highlighted in BillK. It can be used to filter the various logs as well

INFO: Beginning Adaptiva Remote Install.
INFO: Found: 1000: 1242 bytes

DEBUG: Downloading content [[iNCEoPAPPSOUPPONEOSHESs| to parent folder

[C:\Windows\temp\SupportCenter\IntuneP2PApp$SupportCenter]

Note on the path listed as parent folder: | directed the install to this folder, by default content will
be extracted to C:\AdaptivaCache\_$adaptiva$_\UnpackedContents\IntuneP2PApp$<app name>

SessionId: {7A9A7AB-724E-1D5A-50A5-548949CE74E5}
6. The SessionID triggers RemoteWorkflowExecution.log. It is another good field to filter on. It is
highlighted in yellow

INFO - Giving request to request handler, SessionId: {7A9A7AB-724E-1D5A-50A5-
548949CE74E5} - RemoteWorkflowExecutionManager - TID=284, ConsumerTask: Sender Id = [-2],
Retry Level : O

7. Recall, when we looked at the Storage container after Generating the P2P App. The location is
highlighted in blue.

INFO - Name of the message: RemoteWorkflowRequest, Sender ID: -2, Receiver ID: -2, Queue
ID: 1, CORRELATION ID: 2, ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO:
1, REPLY TO IP: /127.0.0.1, IS REPLY: false, TRANSPORT: 0, Attribute count: 34Attribute
names and their values: Name: Count ,Value: 15; Name: ID ,Value: {7A9A7AB-724E-1D5A-50A5-
548949CE74E5}; Name: PO ,Value: ContentId; Name: Pl ,Value: Folder; Name: P10 ,Value:
UseWakeOnLAN; Name: P11l ,Value: WaitForCompletion; Name: P12 ,Value:
FireWindowsEventOnProgress; Name: P13 ,Value: FireWindowsEventOnCompletion; Name: P14
,Value: ContentPubDataText; Name: P2 ,Value: FailoverToCDN; Name: P3 ,Value: CDNUrls;
Name: P4 ,Value: FileName; Name: P5 ,Value: SHA256; Name: P6 ,Value: DownloadPriority;
Name: P7 ,Value: LocalTimeout; Name: P8 ,Value: RemoteTimeout; Name: P9 ,Value:
TotalTimeout; Name: PW ,Value: <encrypted>; Name: V0 ,Value:
IntuneP2PApp$24SupportCenter; Name: V1 ,Value:
C:\Windows\temp\SupportCenter\IntuneP2PApp$24SupportCenter; Name: V10 ,Value: false;
Name: V11 ,Value: true; Name: V12 ,Value: false; Name: V13 ,Value: false; Name: V14
,Value: <encrypted>; Name: V2 ,Value: true; Name: V3 ,Value:
https://storageaccount.blob.core.windows.net/container/E9DBC27C-7858-11EA-8080-
00155D0A1E42/IntuneP2PApp$24SupportCenter.l.content?sv=2019-02-
02$26ss=bfqt$26srt=sco$26sp=rlp$26se=<SASend>$26st=<SASstart>$26spr=https$26sig=<SAS>;
Name: V4 ,Value: ; Name: V5 ,Value: ; Name: V6 ,Value: 255; Name: V7 ,Value: 60; Name: V8
,Value: 180; Name: V9 ,Value: 604800; Name: WF ,Value: OneSiteContentDownloadCDN; -
RemoteWorkflowExecutionManager - TID=284, ConsumerTask: Sender Id = [-2], Retry Level : O
INFO - Successfully launched workflow: OneSiteContentDownloadCDN, intance id:1, for
request Id: {7A9A7AB-724E-1D5A-50A5-548949CE74E5} -
RemoteWorkflowExecutionManager$RemoteExecutionRequestHandler - TID=285, Thread-265
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8. This triggers the workflow OneSiteContentDownloadCDN to start. Open that log from
workflowlogs

Prop: Startl.CDNUrls, TEXT, Old: none, New:
https://storageaccount.blob.core.windows.net/container/E9DBC27C-7858-11EA-8080-
00155D0A1E42/IntuneP2PAppSSupportCenter.l.content?sv=2019-02-
02&ss=bfgt&srt=sco&sp=rlp&se=<SASend>&st=<SASstart>&spr=https&sig=<SAS>

Prop: Startl.ContentID, TEXT, Old: none, New:

Prop: SessionGUID.GUID, TEXT, Old: none, New: ddl12d63c-7a21-11ea-8d88-00155d0ale52
Prop: CDNContentDownload.SessionHandle, TEXT, Old: none, New:

9. The download is then handed off to ContentDownload.log in componentlogs with a Session id
which can be filtered on as well. It is highlighted in green.

INFO - Content publication data request sent to server: _ -

ContentDownloader - TID=286, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@13a4578

INFO - Invoking downloadContent for session :
00P55608#852 and contents : [ ] - ContentDownloader - TID=286,

Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@13a4578

INFO - Write locks acquired for for session :
and contents : [ ] - ContentDownloader - TID=286,

Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@13a4578

INFO - Starting download for : _ - ContentDownloader - TID=286,

Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@13a4578

10. In SentRecvMsg.log, the normal election process is held, does anyone have this content?

INFO - Attempting to send (Broadcast): Receiver ID: -1, Receiver IP: null, Msglen: 644,
Correlation ID = 1586408948351 port: 34329, transport:
com.adaptiva.transport.BroadcastTransport@121304c, Message :Name of the message:
P2PDiscoveryRequest, Sender ID: 4, Receiver ID: 1, Queue ID: 1, CORRELATION ID: O,
ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO: 1, REPLY TO IP: null, IS
REPLY: false, TRANSPORT: 0, Attribute count: 22Attribute names and their values: Name:
RequestID ,Value: 17179869185; Name: NoOfConditions ,Value: 4; Name: FieldIDO ,Value: 1;
Name: OperatorO ,Value: 1; Name: ValueO ,Value: Content; Name: Caselnsensitive0O ,Value:
1; Name: FieldIDl ,Value: 2; Name: Operatorl ,Value: 1; Name: Valuel ,Value:

; Name: CaselInsensitivel ,Value: 1; Name: FieldID2 ,Value: 3;
Name: Operator?2 ,Value: 1; Name: Value2 ,Value: 1; Name: Caselnsensitive2 ,Value: 1;
Name: FieldID3 ,Value: 4; Name: Operator3 ,Value: 4; Name: Value3 ,Value: 0; Name:
CaseInsensitive3 ,Value: 1; Name: MaxResponses ,Value: 4; Name: SpreadDuration ,Value:
4000; Name: NewVersion ,Value: ; Name: SERVER GUID ,Value: 7e90219e-75fa-1llea-bf70-
00155d0aled?2; - SendingThread - TID=77, SendingThread: [Receiver Id= -1]

11. In ContentDownload we can see that download starts. Communication will go back and forth with
RemoteWorkflowExecution.log. It figures out it has to download from Azure storage instead of a
peer or a parent office.

INFO - CDNDownloadProtocol started for content Id
version : 1 - CDNDownloadProtocol - TID=297, STP-SessionHandle=][
1, Content Id=[
INFO - ServerAssistedDiscoveryProtocolOutput : [ Status: 15, StatusString:
USE_CDN_AS SOURCE, Priority: -1, WAN Transport: null, WAN Transport String: null]

StateTransitionProtocol - TID=297, STP-SessionHandle=|[
BASBE001SSA0ETESE), Content 1d-[ )

12. Now filter ContentDownload on Content download progress. Notice where it is downloading
from. It might be across the LAN or across the WAN, it might be across the INTernet or from the
CDN.

INFO - Content download progress percentage notification. ContentId
:IntuneP2PAppS$SupportCenter, Content version: 1, Current download type: 0, percentage:
44, download source: CDN$https://storageaccount.blob.core.windows.net/container/E9DBC27C-
7858-11EA-8080-00155D0A1E4 2/ [EHNCEAPADPSSHPPORECEHEEE . 1 . content ?sv=2019-02-
02&ss=bfgt&srt=sco&sp=rlp&se=<SASend>&st=<SASstart>&spr=https&sig=<SAS>, Lan download(in
bytes): 0, Wan download(in bytes): 2341888 - StateTransitionProtocol - TID=321,
CDNDownloadPollingThread

INFO - Content download progress percentage notification. ContentId

: , Content version: 1, Current download type: 0, percentage:

content

100, download source:
CDN$https://storageaccount.blob.core.windows.net/container/E9DBC27C-7858-11EA-8080~
00155D0A1E42/ NGB P AP UPPORECeHEes . 1 . content?s5v=2019-02-
02&ss=bfgt&srt=sco&sp=rlp&se=<SASend>&st=<SASstart>&spr=https&sig=<SAS>, Lan download(in
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bytes): 0, Wan download(in bytes): 5231835 - StateTransitionProtocol - TID=314,
CDNDownloadThread [OHESHESTNENNESAAIDEGSESoISIIEaEaRER00I55a05TEs

13. Once the content is downloaded, its hash is checked and then unpacked

INFO - Marked unpacking start for handle:
- ContentUnpacker - TID=297,
1, Content Id=[
INFO - Content unpacking successful for session :
- ContentDownloader - TID=297, STP-SessionHandle=[
], Content Id=[
14. Finally, ContentDownload marks the download as complete and releases the RVP locks

STP-SessionHandle=[

INFO - Content download completed for content ID : for
session handle : - ContentDownloader -
TID=297, STP-SessionHandle=[ ], Content

INFO - Released write lock for session :

- ContentDownloader - TID=297,
], Content Id=[ ]
15. Now, in AdaptivaRemotelnstallLog.log, with the download completed and unpacked, run the
command line to perform the installation and get the installation status

STP-SessionHandle=[

DEBUG: Executing commandLine [C:\Windows\system32\msiexec.exe /i
supportcenterinstaller.msi /gn /log C:\Windows\temp\Install SupportCenter.log] in
directory [C:\Windows\temp\SupportCenter\IntuneP2PAppSSupportCenter\]

INFO: Application install completed with code: 0

INFO: Returning status O

INFO: Execution completed for content: [ElNCEoEAPPSOUPPOREOEHEeE. Result: 0

Workspace ONE

When the app created is targeted as On Demand to an assignment group, the VMWare Workspace ONE
app (HUB app) or web-based App catalog is used to request the installation of the app. When the
application assignment is set to Auto, the installation will happen automatically based on the assignment
configuration.

Accessing the VMWare Airwatch catalog

Clients can see which apps have been assigned to them by accessing the catalog in their web browser
The challenge is the client must know their Encrypted UID

To find a client’s Encrypted UID:

1. Inthe Workspace ONE UEM console, select Devices, List View

2. Select the client
= LA

WS1-DEMO-PCI

Sumenary Compliance Profile: Basele Apas Updzees Cormer Lozanon User Noe v
| s Ui OS5 O5 L e
8 Security L Userinfo % Device info

3. Inthe Device Info section, look for UDID. This is the client’s Encrypted UID
To open the catalog

1. Open a web browser

197



4 adaptiva

2. Inthe address bar enter the following URL:
https://ds800.airwatchportals.com/Catalog/ViewCatalog/<clientEncryptedUID>/WInRT?type=Inter
nal

3. The following web page will be displayed

vmware airwatch

Inteenal sorted by Date Added (5)

a
72442 Acrobat Reader DC Configuration Manager Su..
@ =

4. Click on the app. The description and other information are visible to the end-user.

72442
. Install
G version: 1.0.0 size: 817.2KB

Description

No Description Available
Reviews (0)

This app has not been reviewed. Why not install the app and leave a review yourself?

5. Click on Install. Another prompt will be presented to ensure you want to install the app.

Confirm Installation

Install 724427

The app will download automatically and appear on your
device

Size: B17.2KB

Install No, thanks

6. Click Install. While it is downloading and installing the page will show Processing

72442

I
G version: 1.0.0 size: 817.2KB

Description

No Description Available
Reviews (0)

This app has not been reviewed. Why not install the app and leave a review yourself?

198


https://ds800.airwatchportals.com/Catalog/ViewCatalog/%3cclientEncryptedUID%3e/WinRT?type=Internal
https://ds800.airwatchportals.com/Catalog/ViewCatalog/%3cclientEncryptedUID%3e/WinRT?type=Internal

4 adaptiva

7. When the installation has completed

72442

version: 1.0.0 size:817.2KB m

Description

Nn Deacr sty Availakl
No Descrniption Available

Reviews (0)

T t hoon roviewad ' A setall - g f atin
This app has not been reviewed. Why not install the app and leave

a review vourself?

Tracing the installation in the logs

It is important to understand what is happening in the logs if there is a problem during deployment so that
it can be traced back to find a solution.

The following documentation can be used for additional information:

https://techzone.vmware.com/troubleshooting-windows-10-vmware-workspace-one-operational-
tutorial#968024

The first communication is with the Airwatch Management Extension. The Airwatch MDM agent records
its information in the registry.

You need to start with the Name of the app and then get the Identity ID
1. The Identity ID can be obtained in the Adaptiva Workbench or by searching the registry

a. Inthe Adaptiva Workbench, Open the Content Distribution Status Perspective
b. Expand VMware Contents

Conlent Explorer

v @ Al Cortent
Adaptive Conterts
v Vivlware Contents
! ? Teddd exe_3Tbdad! 2-43d%-4fdb- addd-beB5HSE0A1
K] AcroResdDCsip_3cTaS47-T8ch-4dT1 - blda- I6ad657d6abF
5] AdaptrvaClientMS.msi 76855083 -e461-4634-9b74- 16413dc 04275
§ AdaptvaPlPChentinstaller.mal fc9976e1 -0c35-2301 252307 c 1 0ef 3752
} npp. 2T Uinstaller a6 mai_230cddil-Sh55-4e93-a5T1e-eTe8c8d 1827
{1 supportcenterinstalier msi_ble11138-b2d3-43bc-5361-03TbAbeDBaal

c. Notice the GUID after the executable that was used to create the App in Workspace

ONE. This is the Identity ID. For my example, the GUID is B4E1F138-B2D3-45BC-88E1-
037B4BCO8AA6
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2. Open the registry and browse to
HKLM\Software\AirwatchMDM\AppDeploymentAgent\AppManifests

~ | | HKEY_LOCAL_MACHINE
» [ | BCDODODDODOD

HARDWARE

SAM
.| | SECURITY
v | | SOFTWARE
v | | AirWatchMDM
v AppDeploymentAgent
: v AppManifests
.| | {3CTDB4F7-73C6-4D71-B4DA-DEA4657DEREF}
{57B4AD12-45D9-4FDB-AD4D-BCEF52929CF 1}
{79C523EC-042E-420F-83FB-4CDBARRSCE15)
{C23BCASA-DB30-4C17-83B7-EF523310AF92)
L] | {D798973C-69A1-4360-24AE-0055246D0CA2}

Use the Identlty ID GUID to find the app manifest. Notice the GUID for my example is not listed. It
is under a different GUID.

NOTE: It is possible that a different ID was used. If the GUID is not listed, search
through the manifests GUIDs for your app. The Identity ID GUID may be different
when an MSI is used to create the app

Computer HKEY_LOCAL MACHINE\ SOFTWARE AxWatc AMDMD Ag plepioymantAgent Acphten festx | NOCS23EC 08 - 20F- 23FB- S DEEBISCETS
AWANADM A | Name Yype Data
- Agpleplvymenapent (valie not set)
85
<Dieghtymenthdantest smbss WHp wwen vomtre ComdsChemas Dephey mentid

- AzpManfets
T "‘C dl"‘.-él[‘*-i'%:'tn‘t’l

e
T LassEnaHRESULT )
VNyme Configuration Mensper Sugport Cennes

- Potsicher REG_S2

’ 00 0008 0000- DON00000004 “|UpgradeCode REG_SZ
v Zemerttdandal: - Verson G s
1215CDOF2-SB35-4E93. AS 1E-ETCSCEDAFRDT) T etz riHass REG_BRARY f 1330 26054 R0 A T2 20 1331 6 dBac a2 Zh oS 30 B2 b0 3d 441 4 12 3]

3. If your app is not there, then the Airwatch MDM client has not received the policy yet. Force a
sync with Workspace ONE by following these steps:

a. Click on Start, Settings (the gear icon), Accounts, Access work or school
b. Select Connected to Workspace ONE MDM and click Info
c. Under Device sync status, click Sync
d. Wait for synchronization to be completed
4. Getthe Key GUID for the app. In the example above, the GUID is: {79C523EC-042E-420F-83FB-
4CDB6B85CE15}

5. Copy the data from DeploymentManifestXML and paste it into Notepad, or better something that
will automatically reformat the text for XML

200



4 adaptiva

The DeploymentManifestXML data will provide the information on how to install/uninstall/detect
the app being installed

<Requirements>
<Condition=DevicePowerlevel Lot ;=0</Condition>
<Condition>PhysicalMemory &gt ;=0</Conditcion>
<Condition>AvailPhysMem &gt;=0</Condition>
<Condition>SystemDriveFreeDiskSpace &gt =0</Condition>
</Requirements>
<Dependenciss />
<Deploy>
<Method Id="install" Type="EXEC">
<Key HName="RetryCount">3</Hey>
<Key Name="RetryInterval">300</Key>
<Hey lName="ForceReboot">false</Hey>
<Key lName="PerformReboot">false</Hey>
<Hey lName="UseElevatedToken">True</Hey>
<Key Name="MaxExecuteTimeout">3600</Hey>
<Hey HName="CommandLine">msiexec /i "supportcenterinstaller.msi" fgn</Hey>
<Key Name="CheckExitCode">true</Eey>
<Key Name="SnccessExitCodelist">0</Key>
<Hey Name="RebootExitCodelist">1641</Hey>
</Method>
<Method Id="unninstall" Type="EXEC":>
<Key Name="RetryCount">3</Hey>
<Key lame="RetryInterval">300</Key>
<Hey lName="ForceReboot">false</Hey>
<Hey lame="PerformReboot">false</Hey>
<Key Name="UseElevatedToken">True</Eey>
<Hey HName="MaxExecuteTimeout">3600</Hey>
<Key Name="CommandLine">MSIEXEC /x "supportcenterinstaller.msi" /gn</Eey>
</Method:>
<Method Id="detect" Type="CONDITION":
<Condition>PRODUCTCODE</Condition>
</Method>
</Deploy>

6. Now expand ContentManifests and select the GUID to get information as to where the content
will be obtained from

Corrgaiw SOIY_LOCAL_MADHE ST TAARD e Mat iV OVE A gy Do by mumt Agent Z srtmnehlardiarty JB4 T T8 50054080 2001 I4ECTRAA

v | Amlepteyrratigert - Nave Tipe Tuts
1S Aovhwdots  Debweny 5D S L
GCTOMET-TCE-4071- G404 DA DR | s G CWORD SO0 (23588
SR AA08 4PDE- DT DI RRICT |
S eyt “ Cortrabwen 4, SO drm e b e e oo e et gen | s ety |
CIDOCALA-DOM 4C 17T S35 TN Lt D
G RERRATIR O AR HolanteeeTanT S 000008 1Y

OO00000C-D000 J00E- 000-0000000A0aY,

v LerterNevat
COCEY 5805 <690 A3 E-EDCHCN0RERT)

1D 1T AT ACC- BT RN |
CRIELF M B0 45BC E-0UTREC SN
FOMTE -0 S04 ASRS- 28710 3T

7. Copy the data from ContentManifestXML and paste it into Notepad, or better something that will
automatically reformat the text for XML

The ContentManifestXML data will provide the information on where the content will be
downloaded from. Notice the Type="P2P”

sLfear X3z e LGS0l . SO/ Achenes /Lontanidast fant )

T i Ddel 11 0 - LI A0D0- 4001 - 00 Thdba i baask |

il L LA T sralior ) St S0 TARAL S ICFDARY RIS IS L RAISAS DEC2AMNE2 THAAZA S TRAGAS L SCLERBMARATON ¢ F . smiRIMISGE

toe Uipe=tCON

Tt TIPT DAulfide-DI)-420c -0l - DI TEADCDRANG |
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8. If the app is installing as the System, look under S-1-5-18

If the app is installing under the user’s context, then look under the SID for the user

Compatan ML T_LOCAL MACHNDS08 TWARE Astat HAONT A3 UnpioyrrantAgene! - 18- 1, 19 L1 S0 -0 430 -1 64 DORERSCETS)

~ Applaploymentigent = lame Ve Oty
v | AgpNuntem

“ Detosn) REG.S2 (vabse pot 1)
13CT064FT TACE4DT) 5404 DGANSTDSRF| 52 Il Cawe EPJ-':M‘ZﬂD W 0000005 1)
|$7B4AD 124500 0B A04D- BOEF ST 1) s acd bt Pk
{PSCRIEC-OUE -0 EFB-40PBCE S
{CHOCASA. DEIACHT-S3H7 EF52T310AFRS # LanDepiapmavi.oq o s 203243 MWPATI-OT00 DepbaymantPlars Swhistaltae fuztDetecton o >
(D700 454 -4 30-AAL DR HEDOCAT] = Lot ravtranitt Q20000002 121
o 5l Covinon 2 LetOparation O 0OOO00GS 124
323000 00G-2000. B LantShtosl odde On SOO00S02 129 4TANGT4)
v ComtentMys festy - P Conbgustrae Mmaje Suppont Comer
1230 D0F2- S35-94- A5 HE-ENCACADAFLT) TR Pacyiowst mza Courn 0000000 1)
(FCTOALET- TG B 4D 7T -SADA-DOMEI TDERT | - Retereec stDeg e denc s REG. ST

[STR4ADN2 4509 F0B A0S0 BTSSR | * Vernan RG_S2 200010843900
1540191 30 K0 S30C - SELT SSTRROC LEAMS
|FORTER ! -GC13-B81-A342- 3N NEFITRH|
v | Pobey
100000000 - A00- 0003~ H0N0- AN0OANCAROKT
Queww
v  s1Eu
|FCT004F7- POCE-40 718404 ORAMSTDRF)
JSP4A0N 24500 F0E-ADID. BB SRPCF 1}
[PCNIECQGT -3 EFR- A TBTCTT Y
|CZBCAIA. DI ACIT-QIET EFSI31 Sl

9. Select the GUID for the app and select the LastDeploymentLog value. Copy the data to Notepad.
This data is not in XML format

10. We see the deployment starting. The detection rule is evaluated to determine if the app is already
installed and should this content even be download? Notice the app was not detected as installed

DeploymentPlan: :EvaluateState FirstDetection => STATE_ INPROGRESS
DetectionExecItem: :Execute: Running Conditional detection

4CDBEBBS5CE1S5}
ConditionEvalExecItem::Execute: Evaluate (PRODUCTCODE) FAILURE. [[9C528ECT042E420E=83FEY
ACHEGBBSCETSY TargetSID: S-1-5-18

DeploymentPlan: :OnAfterExecution FirstDetection => STATE FALSE

DeploymentPlan: :EvaluateState FirstDetection - IsInstalled => false

11. Requirements and dependencies are checked

DeploymentPlan: :EvaluateState CheckReferenceCount => STATE INPROGRESS
RefCountEvalExecItem: :Execute?: |[H0C528RCR042ES420F83EBa4CDE6B85CRI5) TNSTALL,
Dependency: 0, Dependency Counting: 1
RefCountEvalExecItem: :Execute2: [([I9C520ECT042E"420F-85FE"4CDB6B85CEM5) - Target SID: S-1-
5-18
RefCountEvalExecItem: :Execute?2 Original State --> Installed: 0, RefCount: O,
UserInstalled: 0, OverrideUserInstall: O
RefCountEvalExecItem: :DependencyAction: Reset registered dependencies.
RefCountEvalExecItem: :Execute2: Incrementing InstallCount to 1.
RefCountEvalExecItem: :Execute2 New State --> RefCount: 1, UserInstalled: O,
OverrideUserInstall: 0
DeploymentPlan::OnAfterExecution CheckReferenceCount => STATE TRUE
DeploymentPlan::EvaluateState RequirementsEvaluation => STATE INPROGRESS
ConditionEvalExecItem: :Execute: Evaluate (DevicePowerLevel >=0) SUCCESS. _
TargetSID: S-1-5-18
ConditionEvalExecItem::Execute: Evaluate (PhysicalMemory >=0) SUCCESS. _
TargetSID: S-1-5-18
ConditionEvalExecItem: :Execute: Evaluate (AvailPhysMem >=0) SUCCESS. _
TargetSID: S-1-5-18
ConditionEvalExecItem: :Execute: Evaluate (SystemDriveFreeDiskSpace >=0) SUCCESS.
TargetSID: S-1-5-18
DeploymentPlan: :OnAfterExecution RequirementsEvaluation => STATE TRUE
DeploymentPlan: :EvaluateState Dependencies => STATE_INPROGRESS
DeploymentPlan::EvaluateState Dependencies => STATE TRUE
DeploymentPlan: :EvaluateState SanitizeCache => STATE INPROGRESS
DeploymentPlan: :EvaluateState CacheConsistency => STATE UNSTARTED
DeploymentPlan: :0OnAfterExecution SanitizeCache => STATE TRUE
DeploymentPlan::EvaluateState CacheConsistency => STATE INPROGRESS
DeploymentPlan::0OnAfterExecution CacheConsistency => STATE FALSE
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12.

13.

14.

Requirements have been met and there were no dependencies, so download the content

Notice the Transport is P2P. This will now hand over the Content Delivery process to the
Adaptiva client.

DeploymentPlan: :EvaluateState DownloadContent => STATE_ INPROGRESS
DeploymentPlan::EvaluateState SanitizeCache => STATE UNSTARTED

DownloadExecItem: :ResolveDownloaderPlugin: Transport: P2P

DownloadExecItem: :Execute: Download started...

RunAdaptivaTransferLoop: [+0] Add URL:
https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/bdelf138-b2d3-45bc-88el-
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2f9503196

RunAdaptivaTransferLoop: [+0] Add URL:
https://ds800.airwatchportals.com/DeviceServices/publicblob/b4elf138-b2d3-45bc-88el-
037b4bc08aatb/BlobHandler.pblob?s=MsCMeVwPTYY5vxby52C%2bjVa4Qf rmpQCXfEEPZz fD7MURgoXvybx31iV5
3%2bKK%40wgVKL1X4NyreyDEfqOPuHC6HPIIA%3d%3d

RunAdaptivaTransferLoop: [+0] Download starts. ContentId=b4elfl38-b2d3-45bc-88el-
037b4bc08aab. FileName=supportcenterinstaller.msi

RunAdaptivaTransferLoop: [+0] |--- Content download progress 0 of 5230592 bytes.
ContentId=b4elf138-b2d3-45bc-88el1-037b4bc08aab. DownloadSource=Unknown (Unknown)
RunAdaptivaTransferLoop: [+90] |--- Content download progress 3072 of 5230592 bytes.

ContentId=b4elfl138-b2d3-45bc-88el1-037b4bc08aab. DownloadSource=WAN(10.75.11.5)
RunAdaptivaTransferLoop: [+90] Download progress 3072 of 5230592 bytes
RunAdaptivaTransferLoop: [+93] |--- Content download progress 5230592 of 5230592 bytes.
ContentId=b4elfl138-b2d3-45bc-88el1-037b4bc08aab. DownloadSource=WAN(10.75.11.5)
RunAdaptivaTransferLoop: [+93] Download progress 5230592 of 5230592 bytes
RunAdaptivaTransferLoop: [+93] Download job completed for 1 contents.

AdaptivaDownload: Download is completed successfully.

DownloadExecItem: :Execute: Download request completed in 93/sec

DeploymentPlan: :OnAfterExecution DownloadContent => STATE TRUE

When the Airwatch MDM agent hands over to Adaptiva we can also see the download happening
there. Start with the RemoteWorkflowExecution.log in c:\program files
(x86)\Adaptiva\AdaptivaClient\Logs\ComponentLogs

INFO - Name of the message: RemoteWorkflowRequest, Sender ID: -2, Receiver ID: -2, Queue
ID: 1, CORRELATION ID: 2, ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO:
1, REPLY TO IP: /127.0.0.1, IS REPLY: false, TRANSPORT: 0, Attribute count: 15Attribute
names and their values: Name: Count ,Value: 6; Name: ID ,Value: {466A964-1650-75F5-7EEF-
10DC3D2466FF}; Name: PO ,Value: ContentID; Name: Pl ,Value: Folder; Name: P2 ,Value:
FailoverToCDN; Name: P3 ,Value: FileName; Name: P4 ,Value: SHA256; Name: P5 ,Value:
CDNUrls; Name: V0O ,Value: b4elfl138-b2d3-45bc-88el1-037b4bc08aab; Name: V1 ,Value:
C:\ProgramData\AirWatchMDM\AppDeploymentCache\ {B4E1F138-B2D3-45BC-88E1-037B4BCO8AAG}\;
Name: V2 ,Value: true; Name: V3 ,Value: _; Name: V4 ,Value:
5d758a062cfd9f8bb48b051b53ba53862a4bb27b6aec657e44a619cleb9ab67d6; Name: V5 ,Value:
https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/bdelfl138-b2d3-45bc-88el—
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2f95b3196$3Chttps://ds800.airwatchportals.com/DeviceService
s/publicblob/b4elfl138-b2d3-45bc-88el-
037b4bc08aab/BlobHandler.pblob?s=MsCMeVwPTYY5vxby5ZC%2bjVa4QfrmpQCXfEEPz fD7MURqoXvybx31V5
3%2bKK%40wgVKL1X4NyreyDfgOPuHC6HPIIA$3d%3d; Name: WF ,Value:
vmwareInitiateContentDownload; - RemoteWorkflowExecutionManager - TID=6332, ConsumerTask:
Sender Id = [-2], Retry Level : 0

This will trigger the workflow vmwarelnitiateContentDownload to start. Open that log from
workflowlogs

Prop: Startl.WorkflowInstanceId, WHOLE NUMBER, Old: None, New: 16

Prop: Startl.SHA256, TEXT, Old: None, New: <secure hash>

Prop: Startl.FailoverToCDN, BOOLEAN, 0Old: false, New: true

Prop: Startl.FileName, TEXT, Old: None, New:

Prop: Startl.ContentID, TEXT, Old: None, New: b4elfl38-b2d3-45bc-88el-037b4bc08aab

Prop: Startl.Folder, TEXT, Old: None, New:

C:\ProgramData\AirWatchMDM\AppDeploymentCache\ {B4E1F138-B2D3-45BC-88E1-037B4BCO8AAG}\
Prop: Startl.CDNUrls, TEXT, Old: None, New:
https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/b4elfl138-b2d3-45bc-88el-
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2f95b3196<https://ds800.airwatchportals.com/DeviceServices/
publicblob/b4elf138-b2d3-45bc-88el-
037b4bc08aa6/BlobHandler.pblob?s=MsCMeVwPTYY5vxby5ZC%2bjVag4QfrmpQCXfEEPZzfD7MURgoXvybx31V5
3%2bKK%40wqVKL1X4NyreyDfgOPuHC6HPITIAS3d%3d
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15. The download is then handed off to ContentDownload.log in componentlogs with a Session id

16.

17.

which can be filtered on as well. It is highlighted in green.

INFO - Input URL
[https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/bdelf138-b2d3-45bc-88el—-
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2£95b3196] used as it is - HttpDirectDownloadClient -
TID=6334, Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Input URL [https://ds800.airwatchportals.com/DeviceServices/publicblob/b4elfl138-
b2d3-45bc-88el-
037b4bc08aat/BlobHandler.pblob?s=MsCMeVwPTYY5vxby52C%2bjVqdQfrmpQCXfEEPz fD7TMURqoXvybx31V5
3%2bKK%40wgVKL1X4NyreyDfgOPUHC6HPIIA%3d%3d], changed to
[https://ds800.airwatchportals.com/DeviceServices/publicblob/b4elf138-b2d3-45bc-88el-
037b4bc08aat/BlobHandler.pblob?s=MsCMeVwPTYY5vxby52C%252bjVg4QfrmpQCXEfEEPZzfD7MURqoXvybx 31
V53%252bKK%2540wgVKL1X4NyreyDfgOPUHC6HPITIA%$253d%253d] - HttpDirectDownloadClient -
TID=6334, Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - ServerLess mode FALSE - ContentDownloader - TID=6334, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Content publication data request sent to server: b4elfl38-b2d3-45bc-88el-
037b4bc08aab - ContentDownloader - TID=6334, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Cached ContentPublicationData for: b4elfl138-b2d3-45bc-88el1-037b4bc08aab -
ContentDownloader - TID=6334, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Invoking downloadContent for session
and contents : [b4elfl38-b2d3-45bc-88el-037b4bc08aab, ] - ContentDownloader - TID=6334,
Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Write locks acquired for for session
and contents : [b4elfl38-b2d3-45bc-88el-037b4bc08aab, ] - ContentDownloader - TID=6334,
Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Cleared lan/wan cost content session: VMware$4b646f7c-8b02-11lea-8cl6-00155d0alede
- ContentDownloader - TID=6334, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Added content name mapping:

, ID: b4elfl138-b2d3-45bc-88el1-037b4bc08aa6b - ContentDownloader - TID=6334,
Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Content download transaction log created for session

- ContentDownloader - TID=6334, Pooled Thread -

com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Download content flag is set to TRUE. Stored session is ViWaresdb6d6Eicosp02=1ieas
_ - ContentDownloader - TID=6334, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@c39107
INFO - Starting download for : b4elfl38-b2d3-45bc-88el-037b4bc08aabt - ContentDownloader -
TID=6334, Pooled Thread - com.adaptiva.workflow.model.LauncherRunnable@c39107

In SentRecvMsg.log, the normal election process is held, does anyone have this content? If no
one has the content, the client will request the content from the parent office. If no one has the
content, the request will go up to the Central Office where a client will download the content from
the CDN. If the Office is configured to allow Direct CDN Download, then the elected client in the
remote office will download from the CDN.

INFO - Attempting to send (Broadcast): Receiver ID: -1, Receiver IP: null, Msglen: 645,
Correlation ID = 2256 port: 34329, transport:
com.adaptiva.transport.BroadcastTransport@l1576090, Message :Name of the message:
P2PDiscoveryRequest, Sender ID: 3, Receiver ID: 1, Queue ID: 1, CORRELATION ID: O,
ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO: 1, REPLY TO IP: null, IS
REPLY: false, TRANSPORT: 0, Attribute count: 22Attribute names and their values: Name:
RequestID ,Value: 12884901935; Name: NoOfConditions ,Value: 4; Name: FieldIDO ,Value: 1;
Name: Operator0 ,Value: 1; Name: ValueO ,Value: Content; Name: Caselnsensitive0 ,Value:
1; Name: FieldIDl1l ,Value: 2; Name: Operatorl ,Value: 1; Name: Valuel ,Value: b4elfl38-
b2d3-45bc-88e1-037b4bc08aab; Name: Caselnsensitivel ,Value: 1; Name: FieldID2 ,Value: 3;
Name: Operator2 ,Value: 1; Name: Value2 ,Value: 1; Name: Caselnsensitive2 ,Value: 1;
Name: FieldID3 ,Value: 4; Name: Operator3 ,Value: 4; Name: Value3 ,Value: 0; Name:
CaseInsensitive3 ,Value: 1; Name: MaxResponses ,Value: 4; Name: SpreadDuration ,Value:
4000; Name: NewVersion ,Value: ; Name: SERVER GUID ,Value: cdb31551-de31-11e9-8df3-
00155d0alee7; - SendingThread - TID=111, SendingThread: [Receiver Id= -1]

In ContentDownload we can see the download start. Communication will go back and forth with
RemoteWorkflowExecution.log. It figures out it has to download from VMware CDN storage
instead of a peer or a parent office.
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18.

19.

20.

21.

INFO - RemoteDownloadProtocol started for content Id : b4elfl38-b2d3-45bc-88el-
037b4bc08aab content version : 1 - RemoteDownloadProtocol - TID=6344, STP-
SessionHandle=[Viares b6 46 c-8p02 1 1ea=8e16=00155d0a1edd |, Content Id=[b4elfl38-b2d3-
45bc-88e1-037b4bc08aab]

Now filter ContentDownload on CDN$ or INT$, if the content is coming from the internet, or AN$
to see if the content is coming from the LAN or WAN. Unless the Adaptiva office is configured to
download from the CDN, the clients will always download from another Adaptiva client either on
the LAN or at the parent office across the WAN. These are the entries from the client
downloading from a client in the parent office

INFO - Content download progress percentage notification. ContentId :b4elf138-b2d3-45bc-
88e1-037b4bc08aab, Content version: 1, Current download type: 0, percentage: 0, download
source: WAN$10.75.11.5, Lan download(in bytes): 0, Wan download(in bytes): 3072 -
StateTransitionProtocol - TID=32, Polling Thread

INFO - Content download progress percentage notification. ContentId :b4elf138-b2d3-45bc-
88e1-037b4bc08aab, Content version: 1, Current download type: 0, percentage: 100,
download source: WAN$10.75.11.5, Lan download(in bytes): 0, Wan download(in bytes):
5230592 - StateTransitionProtocol - TID=32, Polling Thread

This is what the client in the parent office is doing

INFO - Content download progress percentage notification. ContentId :b4elfl138-b2d3-45bc-
88e1-037b4bc08aab, Content version: 1, Current download type: 0, percentage: 15, download
source: CDN$https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/bdelfl138-b2d3—-
45bc-88el-
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2£95b3196, Lan download(in bytes): 0, Wan download(in
bytes): 829440 - StateTransitionProtocol - TID=119885, CDNDownloadPollingThread

INFO - Content download progress percentage notification. ContentId :b4elfl38-b2d3-45bc-
88e1-037b4bc08aab, Content version: 1, Current download type: 0, percentage: 99, download
source: CDN$https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/bdelfl138-b2d3-
45bc-88el-
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2£95b3196, Lan download(in bytes): 0, Wan download(in
bytes): 5212160 - StateTransitionProtocol - TID=119885, CDNDownloadPollingThread

INFO - Content download progress percentage notification. ContentId :b4elfl38-b2d3-45bc-
88e1-037b4bc08aab, Content version: 1, Current download type: 0, percentage: 100,
download source:
CDN$https://CDNUS02.awmdm.com/cn800.airwatchportals.com/12074/Apps/bdelfl138-b2d3-45bc—
88el-
037b4bc08aab.msi?token=st=1588264954~exp=1588351654~acl=/*~hmac=437a59c5085bce8b2b3f90ade
6cfcdc76b6431debcb963£6788babf2£95b3196, Lan download(in bytes): 0, Wan download(in
bytes): 5230592 - StateTransitionProtocol - TID=119881, CDNDownloadThread [-10#b4elfl138-
b2d3-45bc-88el-037b4bc08aab#l#false]

Once the content is downloaded, its hash is checked and then unpacked

INFO - Unpacking transaction log created for session
ﬂDownloader - TID=6344, STP- SeSSJ_onHandle

], Content Id=[b4elfl38-b2d3-45bc-88el- 037b4bc08aa6
INFO - Unpacking content for session

], Content Id= [b4elfl38 -b2d3-45bc- 8861 037b4bc08aab]

00155d0alede
INFO - Content unpacking successful for session :
- ContentDownloader - TID=6344, STP-SessionHandle=
], Content Id=[b4elfl38-b2d3-45bc-88el- 037b4b008aa6
Finally, ContentDownload marks the download as complete and releases the RVP locks

INFO - Content download completed for content ID b4elf138-b2d3-45bc-88el1-037b4bc08aab,
for session handle - ContentDownloader -
TID=6344, STP-SessionHandle= Content
Id=[b4elf138-b2d3-45bc-88el- 037b4b008aa6
INFO - Released write lock for session
ContentDownloader - TID=6344, STP- 86551onHandle

1, Content Id=[b4elfl38-b2d3-45bc- 88el 037b4bc08aab]
INFO - Released write lock for content : b4elfl38-b2d3-45bc-88el-037b4bc08aab -
ContentDownloader - TID=6344, STP-SessionHandle=|[

1, Content Id=[b4elfl38-b2d3-45bc-88el1-037b4bc08aab]

The content is not only downloaded to the AdaptivaCache folder but to the AirwWatchMDM
AppDeploymentCache. This is visible in the ContentUpack.log

INFO - Copied file to: C:\ProgramData\AirWatchMDM\AppDeploymentCache\{B4E1F138-B2D3-45BC-
88E1-037B4BC08AAG}\\supportcenterinstaller.msi - ContentUnpacker - TID=6344, STP-
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22.

23.

24,

SessionHandle= | iiiaEesdB6AGETC=BB02SIISS=SEIE=00I5S5E0SIEEE ), Ccontent Id=[bdelf138-b2d3-

45bc-88e1-037b4bc08aab]
Back in the Airwatch MDM log from the registry we can see AirWatch checking the contents that
were placed into the cache

DeploymentPlan: :EvaluateState SanitizeCache => STATE INPROGRESS
DeploymentPlan: :EvaluateState CacheConsistency => STATE UNSTARTED
DeploymentPlan: :0OnAfterExecution SanitizeCache => STATE TRUE
DeploymentPlan::EvaluateState CacheConsistency => STATE INPROGRESS
CacheConsistencyExecItem: :Execute: Cache is consistent. Download not needed.
DeploymentPlan: :OnAfterExecution CacheConsistency => STATE TRUE
DeploymentPlan: :EvaluateState Transform => STATE INPROGRESS
TransformCacheExecItem: :Execute: Running cache transformation action
TransformCacheExecItem: :Execute: Cache transformation complete.
DeploymentPlan: :OnAfterExecution Transform => STATE TRUE

Now that AirwWatch MDM has confirmed the downloaded content, it will execute the command line
that was provided in the app config

DeploymentPlan: :EvaluateState ExecDeployment => STATE INPROGRESS
DeploymentPlan: :EvaluateState Executing now. Time: 2020-04-30T09:49:11-07:00
Execute: Running 'msiexec /i "ElippPoBEceNtcrinsoacammes" /qn'

Execute: Exec completed, ExitCode=0 (success code)

DeploymentPlan: :0OnAfterExecution ExecDeployment => STATE TRUE

Since the installation returned success, the application is checked against the detection method
to confirm it was installed

DeploymentPlan: :EvaluateState FinalDetection => STATE INPROGRESS

DetectionExecItem: :Execute: Running Conditional detection {79C523EC-042E-420F-83FB-
4CDB6B85CEL5}

ConditionEvalExecItem: :Execute: Evaluate (PRODUCTCODE) SUCCESS. {79C523EC-042E-420F-83FB-
4CDB6B85CEL15} TargetSID: S-1-5-18

DeploymentPlan: :OnAfterExecution FinalDetection => STATE TRUE

DeploymentPlan: :EvaluateState FinalDetection - IsInstalled => true

DeploymentManager: :OnStopExecutingEvent: Status code is: 80000902

Adaptiva Content

Adaptiva content is deployed to client devices using a content push policy. The content can be
distributed, unpacked and executed, if desired, or any combination of the three. Users cannot request the
content. Everything is run based on the defined schedule or executed by the administrator.

Tracing the installation in the logs

It is important to understand what is happening in the logs if there is a problem during deployment so that
it can be traced back to find a solution.

Content Push policies are basically the execution of several workflows.

At ant AW flevay
ent Push Workfiows

These were defined in the Content Push section

From a logging perspective the client will receive the policy assignment which will be logged in the Default
Policy Assignment Client Workflow log showing which policy is being run.
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After the content has been successfully downloaded, a post-download workflow will run. This workflow
will execute the command line that was entered in the Content Push Policy

1. Obtain the Content Push Object ID, or the Policy ID, so that it can be traced on the client
computer. The Content ID is also needed.
a. Inthe Adaptiva Web Portal, select the ellipses, ..., More, Adaptiva Content, Content
Push. Click on the > next to the Content Push policy. The Policy ID needed is the Object
ID.

v & &

DRsCr e

In the Adaptiva Workbench, open the OneSite — Content Push Perspective and open
the Content Push policy. Click on the Permissions tab to get the Policy ID

Permessanns

srwmion: o6 Stject: [com adaptive S et 2 ortentiy e g sth policy baed e ConterSudanved ohey - JO o (I Vezon & | Tnasied ¢ tus, Embadded & fabi, Epiation
" ) (Marre & Puoh to Work Laptop, Descrptoon = sl Buttin o falen, ReastOnly = fatin, Vimble « tren, Paowrefcigerct ¢ 10054 Cramtadly « pupelhg' crminztad, Cremocellete
o 31, Modducy = il LestNod s tenOuts = Off

b. To getthe Content ID, in the Adaptiva Web Portal, select the ellipses, ..., More,
Adaptiva Content, Manage Content. Click on the > next to the content item. The
Adaptiva Content ID is what is needed.

¥ T Oravheaiheis
Ctyect ID 233043
Descnpten
Package T

czd-mu- Cortent 1D AT '>

In the Adaptiva Workbench, open the Adaptiva Content Publication Perspective to
reach the Adaptiva Content Explorer. Right-click on the specific package and select Edit
Content Details to get the Content ID

= Bunie Contornt Dt

Lomsert Memve Prchages let Pacesge

Cavect i I l. |

Fodkxd Comtart Soc .

For this example, the Policy ID is: 491282. The Content ID being downloaded is TEST001

2. SentRecvMsg.log will show the policy being received after the Content Push policy is executed
either by its schedule or manually.
INFO - Sender ID: 0. Correlation ID = 1600877735039 . message :Name of the message:
PolicyAssignment, Sender ID: 0, Receiver ID: 14, Queue ID: 1, CORRELATION ID:
1600877735039, ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO: 1, REPLY TO
IP: /0.0.0.0, IS REPLY: false, PREF TRANSPORT: 0, RECV TRANSPORT: 5, Attribute count:

2Attribute names and their values: Name: PolicyID ,Value: 491282; Name: PolicyVer ,Value:
1; - ReceivingTask - TID=43161, ReceivingTask: Sender Id = [/0.0.0.0]

3. ContentDownload.log will then show the policy and workflows being downloaded

INFO - Write locks acquired for for session : ContentPush$491282$TEST001 and contents :
[TEST001] - ContentDownloader - TID=43175, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@3dc322

4. In SentRecvMsg.log The normal election process will be held to determine if this content is
available on the subnet locally, or if it will need to be retrieved from the parent office, an internet-
based peer or from the CDN.

NOTE: When the client is on the internet, it will be treated as if it is in a Wi-Fi
location/office
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INFO - Attempting to send (WiFi): Receiver ID: -1, Receiver IP: null, Msglen: 636,
Correlation ID = 1600312622839 port: 34329, transport:

com.adaptiva.transport .WiFiUDPTransport@1ldf276£f, Message :Name of the message:
P2PDiscoveryRequest, Sender ID: 14, Receiver ID: 1, Queue ID: 1, CORRELATION ID: O,
ORIGINAL CORRELATION ID: 0, ORIGINAL RECEIVER ID: 1, REPLY TO: 1, REPLY TO IP: null, IS
REPLY: false, PREF TRANSPORT: 0, RECV TRANSPORT: 2, Attribute count: 23Attribute names
and their values: Name: RequestID ,Value: 60129542145; Name: NoOfConditions ,Value: 4;
Name: FieldIDO ,Value: 1; Name: Operator0O ,Value: 1; Name: Value(O ,Value: Content; Name:
CaseInsensitiveO ,Value: 1; Name: FieldIDl1l ,Value: 2; Name: Operatorl ,Value: 1; Name:
Valuel ,Value: TESTO001l; Name: CaseInsensitivel ,Value: 1; Name: FieldID2 ,Value: 3; Name:
Operator2 ,Value: 1; Name: Value2 ,Value: 2; Name: Caselnsensitive2 ,Value: 1; Name:
FieldID3 ,Value: 4; Name: Operator3 ,Value: 4; Name: Value3 ,Value: 0; Name:
CaseInsensitive3 ,Value: 1; Name: MaxResponses ,Value: 4; Name: SpreadDuration ,Value:

4000; Name: NewVersion ,Value: ; Name: SERVER GUID_ ,Value: 8efe3c8a-9%aac-1lea-97f0-
00155d0ale8a; Name: WiFi ,Value: ; - SendingThread - TID=130, SendingThread: [Receiver
Id= -1]

5. In ContentDownload we can see the download start.

INFO - Starting download for : TEST001 - ContentDownloader - TID=43175, Pooled Thread -
com.adaptiva.workflow.model.LauncherRunnable@3dc322

6. Now filter ContentDownload on CDN$ or INTS$, if the content is coming from the internet, or AN$
to see if the content is coming from the LAN or WAN.

INFO - Content download progress percentage notification. ContentId :TEST001, Content
version: 2, Current download type: 0, percentage: 100, download source:
CDNShttps://storageaccount.blob.core.windows.net/container/Adaptiva/TEST001/79CF08D9~
11AE-17AF-4E2E-2AB068D4405A/TEST001.2.content, Lan download(in bytes): 0, Wan download(in
bytes): 589824 - StateTransitionProtocol - TID=43266, CDNDownloadThread
[ContentPush$4912828TEST001]

7. Once the content is downloaded, its hash is checked and then unpacked. Notice it is unpacked to
the location specified in the Content Push policy

INFO - Unpacking content for session : ContentPush$491282S$TEST001 - ContentDownloader -
TID=43179, STP-SessionHandle=[ContentPush$491282STEST001], Content Id=[TEST001]

set LastUnpackedFolderPath in contentState to: C:\Windows\TEMP\unpackedContent\, taken from session :
ContentPush$491282$TEST001 - ContentDownloader - TID=43179, STP-
SessionHandle=[ContentPush$491282$TEST001], Content |Id=[TEST001]

INFO - Content unpacking successful for session : ContentPush$491282$TEST001 -
ContentDownloader - TID=43179, STP-SessionHandle=[ContentPush$491282S$STEST001], Content
Id=[TEST001]

8. Finally, ContentDownload marks the download as complete and releases the RVP locks.

INFO - Content download completed for content ID : TEST001, for session handle : ContentPush$491282$TESTO001 -
ContentDownloader - TID=43179, STP-SessionHandle=[ContentPush$491282$TEST001], Content Id=[TEST001]
INFO - Released write lock for session : ContentPush$491282$TESTO001 - ContentDownloader - TID=43179, STP-
SessionHandle=[ContentPush$491282$TEST001], Content Id=[TEST001] INFO -

9. After the content has been unpacked, the post download workflow will execute the command line
Post Download Workflow_##### #iH#H

Prop: CmdShelll.Command, TEXT, 0Old: none, New: C:\Windows\system32\msiexec.exe /i Orca-
x86_en-us.msi /qn /log C:\Windows\temp\Install Orca.log

Exec: Starting: Startl.Tryl.MainTryl.If2.True2.CmdShelll

10. If there is logging with the execution, that can then be monitored
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